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Cisco BWEB THUTES :
* Firewall Management Center (FMC)

¢ Firepower Threat Defense (FTD)
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&£ B Cisco Firepower Threat Defense (FTD) , Adaptive Security Appliances (ASA)IR S EI4E SHIRASBE X 55 ThAER Next-Gen B K 5 3h
BE(F Snort XEIEAAER —IN = Mo
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FRY TERBMEREHUNEATHRRAENEEN S,
AZPERI¥ AR5 2 Snort BLE |, ZEL Snort BEAMF TN HABREE RN,
FIEAERE , FEENBE SnortfEF~BFF, MRRIEXK , NRBEDBELTREK.
BEIBTABMNE - ATLINAERE , HF EHngfwManager # R E#EN A FILINARE,
MREEHE , BEROFEIRH BRI B RERE.

AL W Snort MLINAKEBERY , SERZFLRHES Snort AEHEHHEHME , MM EEHRFFEHAE
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SR7IMEFMEESENY , ARBHREHWEL | ASSEERLBINVER,

SR BREES T , FMCRFHESIRIC N R0 RV RBE R T Ko

R BR

HAEBRIM R ER Policy Deployment AJAERH T (BFERT )

- EEHIR

+  FMCHIFTDZ BB
. BEEMRFEZTRR
. RHERBNES

o HARHKER

Heh —SRIE AT LUR MR | 5 — L@ BN FEEBR Technical Assistance Center (TAC)RY 5B,

oW ENERRERERNERBEREREINEAR,

FMCEH - R E(GUI)

BREWEFMCRR LB BEBRAMN SN HEIRLE,

EHEEAEOF , £6.2.30 LWATARRA S |, EH H b T BT LUHE Bhab 2 E 4 o REAY R

FMAHFILR

$B1: ERIFMC Web Ul £E#9%1 Deployments .

E=% . H Deployments &I 4 Fik RASAT , K iE Show History,

w Firewall Management Center
byl t Cente Ovendew  Analysis  Policies  Devices  Objects  Imisgeation Deploy Q. @ £ @ adminw b

Doployments  Upgrades Haaith Tasks @) Show Notifications

Summary Dashboard i s =T v 1
T L
o fd Deployment to device successful

Motwork % Theaats Insruslon Eunnits Status Grnlonatinn s

#=2% : 7 Deployment History 1A , BRI MMFMCEEFTEUEINIE, AR EEEESHENTE,

BEY BB LRG| % Deployment Details FRAFE R Transaction ISP RFZHFIR. XEZKBEMAD AT :

Number, Device Name, Status,f Transcripto

Device



Cverview Analysis Policies Devices Objects Integration Dopley & @ £ @ admin~ Pl sEcure
=1
W Q,  Search using job name, device name, user name, stalus, deplayment nates or “Bookmanked' keywor
Jabs Name Deployed by Start Tine Emd Time Saatun Deployment Notes
- Depioy_Job_4 admin My 7, 2024 10:00 PM May 7, 2024 10002 PM Complewd
T ow
L] ('} B Comgilyted
Deploy_Job_3 adnin My 7, 2024 .57 PM May 7, 2024 9:59 PM Completed
Depiloy_Job_2 admin Mary 6, 2024 11:04 AM May 6, 2024 11205 AM Completed
Depiloy_Job_1 System Mary 6, 2024 10:57 AM May 6, 2024 10059 AM Completed Deployment after registration

FBHL  EBEAMTIEHNIRE |, HREtranscripit TUAE BT ENHERAR , ZHATUEBHNERERZ LNHRENRE.

Transcript Details X

FMC >> clear configuration session

FMC >> strong-encryption-disable

FMC >> logging message 611101 level informational
FMC >> logging message 611102 level informational
FMC >> logging message 611103 level informational
FMC >> logging message 605004 level informational
FMC >> logging message 605005 level informational
FMC >> no dp-tcp-proxy

FMC >> policy-map global_policy

FMC >> class inspection_default

FMC >> class class-default

FMC >> exit

FMC >> vpn-addr-assign local

Close

BAYL ZERTWUBEREHRESRE , HAT—SRET—MEEEEMNRS : Transaction 1D,



Transaction |ID: 34359753974
Device UUID: 49243dac-0ba7-11ef-af54-a592d78081a7/

IR 7.7 Firepower Deployment® , Transaction ID 2R A FRERBBENEMNEIIBIHAT. X¥ , EEEHDHFTL , &
AT BURBUL SR IR AR | U AT 2347 6

p BR  MRKRFINESID, RECEAWRAELRAITENZE , W BENTATERENMNKRBHES.

£ FAFMCH &t T B R BR

REiLCisco TACS 5L BERGEN , BRRATIUEBANLS BERBH NREREE, FMCLESNMERRBIHEIREFAH
FEEH BB,

A RESI A BER policy_deployment.log #1 usmshar edsves.loge

ANEPRAERROXHEEAEAZS LG TEE |, fl more, less M vio BR , BRI ENITE read EIFFERE. FIEX
HrER R Erooti MRS BEE R,

Ivar/opt/CSCOpx/M DC/log/operation/usmsharedsvcs.log

bt AER R AR RFMC LM R EBES N M NEMN RO , XEPTHEREREHENN RARKERDB,

AEHISONER S F 2 EH transactionID BT A TERSRHENBEZHAXNALEEE.

10-May-2024 18:05:31.249,[INFO],(JsonREST ServerResource.java:111)
com.cisco.nm.vms.api.rest.DeploymentServerResource, g p-nio-127.0.0.1-9009-exec-3
** REST Request [ DC]

** 1D : e45c6abd-0fff-4341-bdad-ddd5fee10034

** URL: POST https://local host6/csm/api/depl oy/GetTranscript

{

"data': {},

"deviceUUID": "49243dac-0ba7-11ef-af 54-a592d78081a7",

"joblD": 34359753974,

"offset": {

"size": 20,

"start": O

H
"request!D": "e3be908a0ef 711ef9d519da21f9032fd",
"version": "7.2.5"



Ivar/log/sf/policy_deployment.log

BRI AEXHFETOXRAE (M6.4T7718 ) WAERAS , EEBESEBEET B
DETCHRTEFMCEIHERERHENFASR , ALSEESR T 2 M E1-4B REYBEE.

BINNEBIFRERE—1T , ELWHHE INFO start .

May 8 02:00:58 RTP-vFM C-Pod-09 ActionQueueScrape.pl[10413]: > SF::UMPD::CSMData::getPolicyRollbackinfo start (161.32M)
May 8 02:00:58 RTP-vFM C-Pod-09 ActionQueueScrape.pl[10413]: < SF::UMPD::CSM Data::getPolicyRollbackinfo end (161.32M, 0.012(sec))

R ERZHIESRR

EFE-EFANMERMNBS , EARRTRERGS. STAKREURSIMZERENEINNENER,

MRFERNEREIZERE LOKE , WAL RE LT —SHEHER | HHE1RE EITH AN BE : policy_deployment.log#l

ngfwM anager .loge

Ingfw/var/log/ngfwManager.log

It B & X424 Config Communication Manager 1 Config Dispatcher SFMC#ITEES, BSR4 URHESNort FMLINAEE
WY 38 F R 9 i R BB

T HEZngfwManager logfy LN R, REEZEMERHFFE -

FTD receives FMC's request for running configuration: May 30 16:37:10 ccm[4293] Thread-10: INFO com.cisco.ccm.ConfigCommunicationM anager- Pa

Ingfw/var/log/sf/policy_deployment.log
EAZEENAT SnortERBHNEAEE. REASHABRKSREERN , ABFETACHTON , BHANEINIXBRER

BRIZERE

Config Dispatcher begins extracting the packaged policies for validation: Jul 18 17:20:57 firepower policy_apply.pl[25122]: INFO -> calling SF::UMPD::|

=l
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@ Deployments Upgrades @ Health @ Tasks o

Policy Deployment !-:_ Appty Tailed 5m

i Fobicy Deployrent
Pobcy Deployment ol o s Sm

- 1o (R

Instalng Cisco Frepossr Geolocation Dalabase Update version: GeolDB-2024-03-25-019

F e 1o ingtall Geohnraton Caiate Flansa contact techmécal somenori

Mo mone older tasks

5 =25 : 3REX Deploy Transcript 1 Transaction 1D,

Transaction ID: 34359753974
Device UUID: 49243dac-0ba7-11ef-af54-a592d78081a7

F£ =4 : BIISSHEF Management Center H{EALinuxEARRF less KiEEUH , MIEMFMCRTR :

<4 : sudo less lvar /opt/CSCOpx/M DC/log/oper ation/usmshar edsvcs.log ( sudoZ i3 Zsshity AP B8, )

admingfirepower:~% sudo less fvar/opt/CSCOpx/MDC/log/operation/usmsharedsves. log)
Password: ]
BOE : HBHKE lessHhrt , EAERMIHAEEEIDHAAUBREHEESIDEXN AR,

Tl ;160129547881 (TEless, ERANSMEI T —MNER, )

BITHERE



10-Feb-2020 19:58:35.810, [INFD], (DefenseCenterServiceImpl.java:1394)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, Thread-526
#x REST Request [ CSM ]
«#x ID : blb66@c2-6cle-4B8ab-bbcd-feact2673ccB
#x URL: Broadcast message.send.deployment
{
"body" : {
"property" : "deployment:domain_snapshot_success",
“argumentList" : [ {
"key" : "PHASE",
"wvalue" : "Phase-2"
} ]
h
"user" : "6Bd03c42-dO9%bd-11dc-B9T2-b7961d42c462",
“type" : "deployment",
“"status" : "running",
“"progress" : 20,
"silent" : true,
“restart" : false,
“transactionId" : [JRPEELELLEN,

"devices" : [ "4bd5d1b@-3347-1lea-b74f-cB5455bBcB2b" ]
v

KRMHRRB

10-Feb-2020 19:5B:36.516, [INFO], (DefenseCenterServiceImpl.java:1394)
com.cisco.nm.vms.apli.dc.DefenseCenterServicelmpl, Thread-526

+#+ REST Request [ CSM ]

¥ ID : 3dfB@al3i-2daB-4ebl-a599-cl23bfT4Bacof

«* URL: Broadcast message.send.deployment

{

"body" : {
"property" :|"deplnyment:failed_tn_retrieve_running_cnnfiguratinn“
"argumentList™ : [ {

"key" : "PHASE",
“"value" : "Phase-3"
}]

},

"user" : "bBd@3c42-d9bd-11dc-B9f2-b7961d42c4b2",

"type" : "deployment",

"status" : "failure",

“progress" : 1880,

"silent" : false,

“"restart” : false,

"transactionId" : [LHFPEELYLLH,

"devices" : [ "4bd5d1b@-3347-1lea-b74f-c@5455bBcE2b" ]
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B, failed_to retrieve running_configuration X £ M MEZ 2 B BEEHELRE.
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policy_altered_after_timestamp_error
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domain_snapshot_errors
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failed_to_retrieve_running_configuration
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no_response for_show_cmd
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slave_app_sync
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> show cluster
info
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device failure_timeout
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deployment_timeout_no_response from_device
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device failure_unknown_master
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