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To view hostname Redirect
hostname vs IP

J

> show network

Hostname : ciscoasa System > Integration [Realms] > Edit Realm
my-realm

To change hosthame

> configure network hostname <new-hostname>

Active Authentication Type || Redirection Type

HTTP Negotiate Hostname.<AD Primary Domain>
Kerberos Hostname.<AD Primary Domain>
HTTP Basic IP Address
NTLM IP Address
HTTP Response Page IP Address

MREHSHRIMEEEFOMEENE , ©FPOHEFiREE @ Elciscoasa.my-
ad.domain:<port_used_for_captive_portal>
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> capture ins_ntlm interface inside buffer 1000000 match tcp host 192.168.62.31 any
> expert

# tcpdump -i tun1 -s 1518 -w /var/common/ntim_tun.pcap

# i'\_C
> capture ins_ntim stop

> copy /noconfirm /pcap capture:ins_ntlm ins_ntim.pcap

11{.‘ packe

BEFAMNEIR , MR REELFirepower® &1E1T , REE LR,

BFEE , A EOKEIWR X ins_ntim” 2 E #IZl/mnt/disk0B F. A5 , ATLUFHE HIF
Ivar/common B % , BMEMIE % (FTEFTD¥ & LA /ngfw/var/common) T :

> expert
# copy /mnt/disk0/<pcap_file> /var/common/

SRJIG , AT LASE R AR 3R Y 15 B M > 12 7R AF R MFirepoweris % 8 I8 3B 2 3R X4+

;& , Firepower 6.2.0% E &AM FirepowerZ B H/NFMC) L& B %I, BEEFMC LiFRIEEHA

BRF , BSMmZEDevices > Device Management, G , £ifi "o ‘ B, RAE_RERHE
HEBR>NHETR. A, AMBMABXXXHNEN , AF K tDownload,

Overview Analysis Policies Devices Objects AMP  Intelligence Deploy O, BB Help v admin v

Configuration  Users  Domains  Integration  Updates  Licenses ¥ Health » Monitor  Monitoring s Tools »

Advanced Troubleshooting

iR THIR(PCAP) X H o #r

AT LA ITWireshark R IPCAP 4T , LAESBIAE X3 B RILIRIEFRNRIB, HTFEEMNEFE
B H A IEAR U O (BRIA R 885) , Itk FE E R B Wireshark R iFFESSLER £,


https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-firepower-8000-series-appliances/117778-technote-sourcefire-00.html#anc5

If wireshark doesn’t identify protocol as SSL, decode as...

Decode As... L Field Value Default Current
192,168, Show Packet in New Window 1 1CP port 1/206 Integer base 10 (none) SSL
192,168.62.1 B85 192,168.62.69 TCP port 885 Integer, base 10 (none) SSL

dest port Protocol Lengtl Info Protocol Lengtl Info

885 TCP 66 47336-885 ACK] 5eq1445554852 Ack=1526789789 Win: TCP 66 47336-885 [ACK] Seq=1445654082 Ack=1526709789 Win=

885 TCP 583 47336-885 [PSH, ACK] Segq=1445654082 Ack=152670978¢ TLSvl.. 583 Client Hello
47336 TCP 66 88547336 [ACK] Seq=1526709789 Ack=1445654599 Win TCP 66 885-47336 [ACK] Seq=1526709789 Ack=1445654599 Win:
47336 TCP 227 885-+47336 [PSH, ACK] Seq=1526709789 Ack=144565459¢ TLSvl.. 227 Server Hello, Change Cipher Spec, Encrypted Handsk
885 TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526789950 Win= TCP 66 47336-885 [ACK] Seq=1445654599 Ack=1526709950 Win-
885 TCP 141 47336+885 [PSH, ACK] Seq=1445654599 Ack=152670995€ # TLSVI.. 141 Change Cipher Spec, Encrypted Handshake Message
885 TCP 519 47336-885 [PSH, ACK] Segq=1445654674 Ack=152670995( TLSVI.. 519 Application Data
47336 TCP 66 885-+47336 [ACK] Seq=1526709950 Ack=1445655127 Win= TCP 66 885-47336 [ACK] Seq=1526709950 Ack=1445655127 Win:
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526709950 Ack=1445655127 TLSvl.. 828 Application Data, Application Data
885 TCP 519 47336-+885 [PSH, ACK] Seq=1445655127 Ack=1526718712 TLSVI.. 519 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seg=1526710712 Ack=144565558¢ TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445655580 Ack=1526711474 Win= TCP 66 47336-885 [ACK] Seq=1445655588 Ack=1526711474 Wins
885 TCP 503 47336-885 [PSH, ACK] Seq=1445655580 Ack=1526711474 TLSVI.. 583 Application Data
47336 TCP 828 885-47336 [PSH, ACK] Seq=1526711474 Ack=1445656017 TLSVI.. 828 Application Data, Application Data
885 TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win- TCP 66 47336-885 [ACK] Seq=1445656017 Ack=1526712236 Win=

f‘J:I:Ei‘EW"‘B?%EI?ﬁ%’HﬂIS_ EEOHR, TR NPCAPX4HFIRFIEXSENRER EEERME R
WA, RAIP#itRE,

IP addresses will be different

inside capture tun1 capture

No.  Time Source src por Destinati destioc Prote Lengtl Info No. Time Source src [sor Destinggion dest /< Protc Lengtl Info

47328 _ Bes
3 90:20:21.384422 192.168.62.69 47328 192.168.62.1 ass TCP 66 47328 - 885 [ACK] Seq=18659 3 90:29:22.89457@ 169.254.6.96 47328 169.254.9.1 B85 TCP 52 47328-885 [ACK] Seq=186597
4 00:20:21.385127 192.168.62.69 47328 192.168.62.1 885 SSL 266 Client Hello 4 ©09:20:22.894935 169.254.6.96 47328 169.254.8.1 B85 Tl 252 Client Hello
5 9@:28:21.395657 192.168.62.1 885 192.168.62.69 47328 TCP 66 885 - 47328 [ACK] Seq=3976@ 120: =
6 00:20:22.922856 169.254.8.1 885 169.254.6.096 47328 TL. 1508 Server Hello, Certificate

H 1 H H e
Server Hello missing from inside capture
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1. EWindowsPiEBNRREE ( ELL — #HE ) WA EITENEMENMEZ M, XITUES
BT&S ( Mwindowsfi 54217 ) ST : setx SSLKEYIOGFILE
"%HOMEPATH%\Desktop\premaster.txt"sA /5 , A EFirefoxPIT AT A LE , FiZRFF
, AR B E FASSLAY A R U Ko ?N‘ NHBAFIERE LIRS BRIPHTHIEEN
#. Wireshark AIAMERANMER (BESR TR ) £HXHHRE,
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L WRFERAFE2  BORERREARZEZFRO(TAC)REEHFAL, B , TLAER IS

MHERMZH, NIAHF BTN,

A S5LDecrypt ? X || secure Sockets Layer Preferences >
IP address Port Protocol Key File Password . - PI'OtOCOlS > SSL
0000 885 ssl Z:’}il)ncummtsiaulh.lmy RSA keYS IISt Edlt
g >/ I 551 debug file
=] ™ Clsers groeta |AppDy ming | Wiresharklss! ke
| Browse... |
o[ o | [

] Reassemble S5L records spanning multiple TCP segments

Reassemble S5L Application Data spanning multiple 55L records

["] Message Authentication Code (MAC), ignore "mac failed”

Pre-Shared-Key

(Pre)-Master-Secret log filename

C:\Users\myuser'\Desktop\premaster. txt | Browse... I

BEERBHNPCAPI 4

ELTRAIF , PCAPXHEHER, EERNTLMEREZZ S HRRIES*,

HTTP/1.1 401 Unauthorized

Date: Thu, 25 May 2817 @8:21:42 GMT

Server: Apache

WwW-Authenticate: NTLM
TURMTVNTUAACAAAACGAKADGAAAAFQOMLGq2eSri5 THCARAAAARAAAKGAGABCAAAABG ORI QAAAATKAECALOBBAEQAAGAKAE DARWAT AEEARAABA
BgASgBHACGA\NB\JAEHMg.!wADEMgBBAEOABAA‘I’AIGoAZvﬂtAGEAZAALLAGYMUBSAHGIMBuAMMgE!qAIGcALQB3AGkAbgAyADAMURyAGElZA
AUAGOAZWAT AGEAZAAUAGYAJQBS AHQADY QAGCAL QALgGBmAHL g gAp GEAAARA
Content-Length: 381

Keep-Alive: timeout=10, max=96

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title=4@1 Unauthorized</title>

</head><body>

<hl=Unauthorized</hl>

<p>This server could not verify that you

are authorized to access the document

requested. Either you supplied the wrong

credentials (e.g., bad password), or your

browser doesn't understand how to supply

the credentials required.</p=

</body></html>

GET /x.auth?s=9n1DsDbFKVcS%2Fj 71hez1nLYh%2FSqfEzgMgld%2FAQEyyRS%3D&u=htt p%3A%2F%2Fwww. Cisco. coms2F HTTP/1.1
Host: 192.168.62.1:885

User-Agent: Mozilla/5.8 (Windows NT 6.1; rv:43.8) Gecko/20180101 Firefox/43.90

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=8.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Authorization: NTLM
TIRMTVNTUAADAAAAGAAYAIQAAABSAVIBOAAAAAARAABYAAAAGOABAFQAAAAWABYACGAAAAAARADYAQAABYKIOgYESBOAAAAPIGZIFPLSNNADL
XwHPmh3AKEAZABtAGkAbgBpAHMAJABYAGEAJABVAHIASQBHAFIATWBFAFQAWGBIACOAUABDARAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAN rNKY
RPxPwOAPphimWMy fn EBAQAAAAAAAKT Quels INIBEBvFTNEWABSAAAAAAG AKAEDARWA tAEEARAABABgASBHACOAVWE ] AE4AMg AWADE AMgBBAEQ
ABAAYAGOAZWAtAGEAZAAUAGY Ad(QBs AHQADWBUAAMAMgBOAGCALOB3AGKADgAY ADAAMOAYAGEAZAAUAGOAZWA L AGEAZAAUAGY AdQBS AHOADWEL
AAUAGABGAGCALOBhAGOALg pNC54uzUBgEGAAQAAGAAAAGAMAAWAAAAAAAAAAEAAAAATAAAGNONTZXF iGN/ NI
+xSHgnnIcuVFrNJLsZtcthxhprBKABMAJquNSUnlBN]stbD\MAkAIgE!IAFO.AVA.BQA(EN‘IUASADIALgAxADHDMuADYAHgAuADEAm
AAAMAARARAAAA

HTTP/1.1 387 Temporary Redirect

Date: Thu, 25 May 2017 @0:21:42 GMT

Server: Apache

Location: http://www.cisco.com/
Content-Length: 231

Keep-Alive: timeout=10, max=95

Connection: Keep-Alive

Content=Type: text/html; charset=iso-8859-1
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B), REZMI|EEATISHRITRERA S0 KK PAEMAN,

A BREMEE s & BRI (Passive Authentication)VE N IR ERIHL I &R R & N R 5h &
BRIETEIRBI A, |, NEHAE3) 548U (Use active authentication if passive authentication
cannot identify user)i£Ii,

Editing Rule - Passive

Name | Passive

Action  Passive Authentication

Zones Networks VLAN Tags Ports

w Realm: my-realm

Enabled

Realm * my-realm

) ’
Use active authentication if passive authentication cannot identify user —— au th ru Ies do n t

Make sure passive

~

fall back to active
auth

* Required Field
Save Cancel Active Authentication \NTLM & @
ive Authentication Kerheros a
Remove or disable
aetive airth Eilas ) | Active Authdqtication HTTP Ndgotiate &)
Active Authentication |
Identity Policy Settings . . Active Authentication HTTP Basic
Or remove identity

Identity Policy

None
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from Advanced
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Passive Authenticatio
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