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ip local pool AC Pool 10.0.50.1-10.0.50.100 mask 255.255.255.0

interface G gabitEthernet0/0



namei f Qut side_Int
security-level O
i p address 192.168.0. 100 255. 255. 255.0

aaa-server | SE_Server protocol radius
aaa-server | SE Server host 172.16.0.8
key *kk k%

aut henti cation-port 1812
accounting-port 1813

crypto ca trustpoint RAVPN Sel f-Signed_Cert
enrol I ment self

fgdn none

subj ect - name CN=192. 168. 0. 100

keypai r <Def aul t - RSA- Key>

crl configure

ssl trust-point RAVPN Sel f-Signed_Cert

webvpn

enabl e Qutside_Int

ht t p- header s

hst s-server

enabl e

max- age 31536000

i ncl ude- sub- domai ns

no prel oad

hsts-client

enabl e

X-content -type-options
X-XSS-protection
content-security-policy
anyconnect image di sk0:/csm anyconnect-w n-4.10. 02086- webdepl oy- k9. pkg 1 regex "W ndows"
anyconnect enable
tunnel - group-1ist enable
cache

no di sabl e
error-recovery disable

group-policy DfltG pPolicy attributes
vpn-tunnel - protocol ikev2 ssl-client
user - aut henti cati on-idl e-ti neout none
webvpn

anyconnect keep-installer none
anyconnect nodul es val ue none
anyconnect ask none default anyconnect
htt p- conp none

activex-rel ay disable

file-entry disable

file-browsing disable

url-entry disable

deny- nessage none

tunnel -group RA_VPN type renpte-access
tunnel - group RA_VPN general -attributes
addr ess- pool AC_Pool

aut henti cati on-server-group | SE_Server
password-management

tunnel - group RA_VPN webvpn-attri butes
group-alias RA VPN enabl e
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firepower# test aaa-server authentication ISE_Server host 172.16.0.8 username user1
password XXXXX
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tunnel-group RA_VPN ppp-attributes

no authentication pap

B UFCHAP

authentication ms-chap-v1

no authentication ms-chap-v2
no authentication eap-proxy

TP HERR

AT RBEAATHREESLENES.
EF ETD:

- debug radius all
EISEL :

- RADIUSSEHf B&
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