RN RAIEBIFMC

{5 AREST-API

AN BNAREZEDAP)ERE R ML, mHOMURLK KL EH#H X FIFirepowerE I FR 0
(FMC),

SER%H
ER
Cisco BB THUTEH :
- THREMREST APIIAA. (fF42REST API?)
- FMC APIMRIZEA 15 E Bl
- FMCHEAXNRMAZE
. PythoniE R EERY E AR AR
f5 BV 4B 4

. XHEREST API ( RA6. 1 E S A ) AB B AREST APIEFirepowerE I /i
. fEAPythontYREST APIX E,

PR 6l

- FMCTEZNREBMAT 64N F /o

- WREBBHFAXTNBER , RENED S,

- MBEEMERIEAFTREESET1,000M5%E,
- BB A PR AN TEEET2MB,

HFRER



https://developer.cisco.com/learning/lab/what-are-rest-apis/step/1
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/api/REST/firepower_management_center_rest_api_quick_start_guide_660.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/reusable_objects.html

REST APIERBZHNE , RANBERRTUERARER THREF EREENEEENLE,
FMCX#FEREMRESTHE Fin AR EARNEAPIR REERETEREMEE,

AP ROFCSVXAEN A , FABIREST APHE QN RIEEFIFMC, A XHE{UREZE
PGSRt EHIE |, T REMNRORLER, RORBHEINRIXES , ATURLMKRAONR.

UTRATAMSEEN EPOSTHAPIZE | B :

/api/fmc_config/vl/domain/{domainUUID}/object /hosts

Retrieves, deletes, creates, or modifies the host object associated with the specified ID. if no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Try it out

Name Description

body * e . .
abject Input representation of host object.
{body)

Parameter content type

l applicationfjson w |
bulk
boslean Enables bulk create for host abjects.
(query) [ |
domainUUID * mavies
string Domain UUID
(path)

e276abec-e0f2-11e3-8169-6d9ed49b625¢

Responses Response content type | applicationfson w ]
Code Description
20

Created
Example Value  Modol

Request example 1 : POST fimc_configh1/domain/domainUUID/object/hosts { POST to create a host object )

"name”: "hostl®,

“type”: "Host",

“value®: "10.5.3.30%,
"daseription”: “Test Dascription”

“nmame”: “Hostl®,

“type": "Host®,

“valus®: “1.2.3.47,
“description”: “Eost objsct 27

X

zﬁa;f:mREST APIX AR EORITITH. BEXFAERSRENRS , #SRAEFMCLE RS BE
EEhE.,

import requests import csv import json from requests.auth import HTTPBasicAuth from getpass

import getpass address = input("Enter IP Address of the FMC: ") username = input ("Enter
Username: ") password = getpass("Enter Password: ") api_uri =
"/api/fmc_platform/vl/auth/generatetoken" url = "https://" + address + api_uri response =

requests.request ("POST", url, verify=False, auth=HTTPBasicAuth (username, password)) accesstoken
= response.headers["X-auth-access-token"] refreshtoken = response.headers["X-auth-refresh-
token"] DOMAIN_UUID = response.headers["DOMAIN_UUID"]

S22 IFRHWCSVI A #e# N HE |, LRAEFRNISONA R, BINREBERHICSVIARF


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/215918-how-to-generate-authentication-token-for.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/215918-how-to-generate-authentication-token-for.html
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name descrlptmn type value

Host-1 Host-1 Host 10.10.10.10

Host-2 Host-2 Host 10.10.10.1

Network-1 Network-1 Network 10.10.9.0/24

Host-3 Host-3 Host 10.10.10.2

Range-1 Rannge-1 Range 10.20.20.1-10.20.20.20

~N oo BN

csvFilePath = input ("Please enter the CSV Filepath (For eg. : path/to/file/objects.csv) :") host
= [] with open(csvFilePath, encoding='utf-8-sig') as csvf: csvReader = csv.DictReader (csvf) for
rows in csvReader: if rows|['type'] == "Host": host.append(rows) host_payload = json.dumps (host)

LB B Bhost_payload SE G AT RHERE :

[{ "name": "Host-1", "description": "Host-1", "type": "Host", "value": "10.10.10.10" }, {
"name": "Host-2", "description": "Host-2", "type": "Host", "value": "10.10.10.1" }, { "name":
"Host-3", "description": "Host-3", "type": "Host", "value": "10.10.10.2" } ]

SR BEINHLSRUIINBACIRER , HEABEFT N ZERRIEER.

host_api_uri = "/api/fmc_config/vl/domain/" + DOMAIN_UUID + "/object/hosts?bulk =true" host_url
= "https://" + address + host_api_uri headers = { 'Content-Type': 'application/json', 'x-auth-
access-token': accesstoken } if host != []: response = requests.request ("POST", host_url,

headers=headers, data = host_payload, verify = False) else : print("Please Validate that the CSV
file provided is correct or at correct location")

g

- FTENIRRI AV RS KRB URIEFERREIERKY , MR,

if response.status_code == 201 or response.status_code == 202: print("Host Objects successfully
pushed") else: print("Host Object creation failed")

- BRFMCSMENFO>NREE>MEARIEFHXNR , MEFAR

Network Add Network v

A network object represents one or more |P addresses. Network objects are used in various places, including access control policies, network variables, intrusion
discovery rules, event searches, reports, and so on.

Name Value Type
Host-1 10.10.10.10 Host
Host-2 10.10.10.1 Host

Host-3 10.10.10.2 Host
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logfile = "requestlog.txt" log = open(logfile,"w+") log.write(response.text) log.close

- FTERESTERAIEFEFMC LR IXANBEXHHR, BREHNURL(HIL.../object/hosts) , F
BREFHINREEERCGETRENEIR  FHRABESILLGETHARE..... NR/EMN)

tail -f /var/opt/CSCOpx/MDC/tomcat/logs/stdout.logs tail -f
/var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs. log
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