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One-Time Rule Update/Rules Import

Mote: Importing will discard all unsaved intrusion policy and netwark analysis policy edits:
Intrusion

ren editing aaa

admin editing alanrod_test

@ Rule update or text rule file to upload and install
EanrEs Browse... | No file selected.

() Downlead new rule update from the Support Site

Paolicy Deploy [] reapply all policies after the rule update import completes
Import
Recurring Rule Update Imports

The scheduled rule update feature iz not enabled.
Maote: Impaorting will discard all unsaved intrusion policy and netwark analysis policy edits.

Enable Recurring Rule Update Imports from the ]
Support Site

Save Cancel
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Objects [EEH

Object Management Intrusion Rules
Search Upload Update Intrusion

[0 Belete Local Rules 4 Import Rules || £ Create Rule

I Group Rules By | Local Rules I v Local Rules (38

(1:1000000) Malicious S5L 04 Detected & o

(1:1000001) Malicious SSL 03 Detected o ju )
(1:1000002) Cracle - MALWARE-BACKDOOR CrossRAT initial connection « @O
(1:1000003) ClientsXX-google UDP 53 Alert o o
(1:1000004) Malicious SSL 01 Detected s O
(1:1000005) Oracle - NGROK open reverse proxy tunnel User Agent detected & u ]
(1:1000008) Malformed_LA P |
(1:1000007) CliantsXX-google Callback Alart & 3
(1:1000008) Malicious SSL 02 Detected o o
(1:1000009) Malicious SSL Cartificate CN=XX o o
(1:1000010) Oracle - MALWARE-BACKDOOR CrossRAT callback o o
(1:1000011) Cracle CVE-2018-2894:Possible recon scan o o
(1:1000012) Oracle CVE-2018-2894:First stage of the exploit « O
(1:1000013) Cracle CVE-2018-2894:5econd stage of the exploit & B
(1:1000014) Malicious SSL 02 Datected_1 o ]
(1:1000015) ClientsXX-google Callback Alert_1 e o
(1:1000016) Oracle CWE-2018-2894:Sacond stage of the axploit_1 o 3
(1:1000017) Oracle CVE-2018-2894:Possible recon scan_1 s B
(1:1000018) Malicious SSL 01 Detected_1 & ju
(1:1000013) Oracle - MALWARE-BACKDOOR CrossRAT initial connection_1 o
(1:1000020) Malformed_UA_1 & ju
(1:1000021) Oracle - NGROK open reverse prosy tunnel User Agent detected_1 e [
(1:1000022) Malicious S5L 04 Detected_1 N |
(1:1000023) Malicisus SSL 02 Datected_1 & f

£1-1ANMNZAY Clisnte¥¥-nnnole | INE 53 dlert 1 <  h

AINER T | FirepowerRERFA MMM R E N FERIRE . X LA 4 AN 40 F 3 1% B 28 b N AR
D, TREARREHREAEN].

2. M RER S AAH N
SB1. 8 M EPolicies > Intrusion > Intrusion Policy T~ #YPolicy EditorTT

|2 E LR IEERuUles
B3P, ERB'T |, X, FIEAREHANEBYNER (WRATH)

Policies [isd p v jcarvent v

Access Control » Intrusion Network Discovery Application Detactors Correlation Actions ¥

Edit Policy: Oracle Default Intrusion Policy
Policy Information _R*s < Back

Rule Configuration Filter: |Categary: local® x
Rule Content

Lgbl;' T S o L

Firepawear R vl Btien: 0 selected rules of 38

& advanced Settings ) Poicy wy

~

& Policy Layers

BWL . EEFFENAREAN

file-pdf
indicator-compromise
indicater-abfuseation
mndicator-scan

indicator-shellcode

mislware-backdasr
malware-cnc
malware-other

malwara-tools

Classifications

Microsoft Vulnerabilities

Microsoft Worms
Platform Specific
Preprocessors
Priority

Rule Update

Rule State Event Filtering Dynamic State Alerting Cemmeants

O 1000007
0 1000015

[ Gie SID

0 1000003
= 1000024
[ 1000006
O 1 1000020

Message o

ClientsXX-google Callback Alert
ClientsXX-google Callback Alert_1
ClientsXX-google UDP 53 Alert
Clientex-google UDP 53 Alert_1
Malformed_UA

Malformed LA _1

Malicious SSL 01 Detected
Malicious S5L 01 Datected_1
Malicious SSL 02 Detected
Malicious 551 02 Detected_1
Malicious SSL 03 Detected
Malicious S5L 03 Detected_1
Malicious S5L 04 Detected
Malicious SSL 04 Detected_1

2> @TUOY

K < ef1 > M



Access Control » Intrusion

Policies

Metwork Discovery

Edit Policy: Oracle Default Intrusion Policy

Palicy Information

Rules

Firepower Recommendations

® Advanced Settings

i Policy Layers

Rules

Rule Configuration

Rule Content

Category
app-detect
browser-chrome
browser-firefax

browser-ie

Application Detectors

Filtar:

> v
Rule State

browser-other

browser-plugins

K

browser-wabkit
content-replace
decoder

excploit-kit

file-executable
Clacaificatinne |
Microsoft Vulnerabilities
Microsoft Worms
Platform Specific
Preprocessors
Priority
Rule Update

BRS  RERENAEHAN G

= ¥

T

Rule State Ewvent Filtering

, MRule State 1 iEFIRA

—

1 I8

Disable

Senerate Events

Drop and Generate Events

A BAE A LA IR

— EREH : ERAMNFEREH
— BBRAEREH . EAMAN, ZFREHEREHN
FERESAAN , TEH

BAG . GEEANRSE , [T EER LN RKERER

Access Control » Intrusion

Policies Ji#

Metwork Discovery

Edit Policy: Oracle Default Intrusion Policy

Palicy Informatic

Rules

Firepower Recommendations

B Advanced Settings

# Policy Layers

Rules

Rule Configuration

Rule Content

Category
app-detect
browser-chroma
browser-firafox
browser-ie
browser-other
browser-plegins
browser-webkit
content-replace
decoder

exploit-kit

file-executable * |

Classifications

Microsoft Vulnerabilities
Microsoft Worms
Platform Specific

Preprocessors

Application Detectors

Filker:

= ¥

Rule State

C)isie
[

Cormrelation

v,

Event Filtering Cwynamic State Alerting Comments

SID

1000007
1000015
1000003
1000024
1000006
1000020
1000004
1000018
1000008
104060623
1000001
1000014
1000000
1000022

Correlation

T

Actions ¥

|categary: lacal’

v v

Message o

CliontsXX-googlc Callbock Alort
Clientsxx-google Callback Alart_1
ClientsXX-google UDP 53 Alert
ClientaXX-goagle UDP 53 Alart_1

Malormed_UA
Malfermed_La_1

Malicious SSL 01 Detected
Malicigus SSL 01 Detected_1
Malicious SSL 02 Detected
Maliciouc SEL 02 Catectad_1
Malicious SSL 03 Detected
Malicigus SSL 03 Detected_1
Malicious S5L 04 Detected

Malicigus S5L 04 Detected_1

Actions v

Category:local”

O 0

L

7 selected rules of 38

7 selected rules of 38

Ewent Filtering Dynamic State Alerting Comments

SID

1000097
1000015
1000003
1000024
1000006
1000020
1000004
1000018
1000008
1000023
1000001
1000914
1000000
1000922

Message a

ClientsxX-google Callback Alert
ClientsX-geegle Callback Alart_1
ClientsXX-google UDP 53 Alert
ClientsXX-google UDP 53 Alert_1

Malformed_UA
Malformed_UA_1
Malicious SSL 01 Detected
Malicous S5L 01 Detected_1

Malicious 55L 02 Detected

Malicious S5L 02 Detected_

Malicious SSL 03 Detected
Malicious S5L 03 Detected_1
Malicious SSL 04 Detected

Malicous SSL 04 Detected 1
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PSR|7.3%EFCommit ChangesZE HIRMEHMHE EiHH, RHOKMRHEE) . AMERRESRIL,

Description of Changes

This is techzcone.|

AR NRESASAWNAAN | ZANGERSFAWthresholdxBEZHE S ABKIEFH
ABEHEEIIRE , MK U KM,

S HEER
MFTDESFREBRCLI

1. EFMFTDERSFRERCLIS A KAt H 0|

S |1 MSFRERFFTDE I SSHRKCLIATE

FEW2.EMELTRER

> expert
admin@firepower:~$

HM3IRNEE R NR

admin@firepower:~$ sudo su -

T4 BARE

admin@firepower:~$ sudo su -
Password:
root@firepower:~#

P BR5. 5 E/ngfw/var/sf/detection_engine/UUID/intrusion/

root@firepower: /home/admin# cd /ngfw/var/sf/detection_engines/70£28390-f73d-11de-acfc-
2369c038cbc9/intrusion/
root@firepower: /ngfw/var/sf/detection_engines/70£28390-£f73d-11de-acfc-2369c038cbc9/intrusion#

AR WRFEHASFRIEBR | 526 F/ngfw/var/sf/detection_engines/*/intrusion path, A& A
i&/var/sf/detection_engine/*/ A &

M. ALTHT



grep -Eo "sid:*([0-91{1,8})" */*local.rules

FSETEENTERM

root@firepower: /ngfw/var/sf/detection_engines/70£28390-f73d-11de-acfc-2369c038cbc9/intrusion#
grep -Eo "sid:*([0-9]{1,8})" */*local.rules

sid:1000008

sid:1000023

sid:1000007

sid:1000035

sid:1000004

sid:1000000

S HETD S SFRIEHS Al 9% 2 SIDFI K.

T BB BR

SH1.ARMFMC detection_enginesi 3 E|SFRIEERHFTDAYSSHE E R 5 H

FHM|2. a5 grep -Eo "sid:*([0-91{1,8})" */*local.rulesfREARE R T I , ZHSTFEEMNS—MNEFH
e

|31 A Sgrep -Eo "sid:*([0-9]{1,8))" */*.rules \Fi A 2 31 IR B & H9SIDFI &

SAZM A RN AY B ETRR

SARAN SRS | FESF LT AN

NS ARFERAE B ENXHANEBLASCITRUTF-84# 58 M 4 ST X5 A

 XAXHEBTUBEFBEFER. ZRAMRTRIE(). 9R()MERL (AN EAE®RE
=

- RESAUBRBZHF@HFKNABHRN | BiXLEH N HEFRIDH S MR

- RESAUBBEZRHHTFFLOAREHN , BF S A AR (##) FF L 89 2 1t 51 0

- ANTEEIEEMENLER

- SARHNE | EEEBEERBIDGID), MREE | BNARHEIEMRNIEEGID 1

- BRSAHNE | EHHIT 7 FEE Snort ID (SID)SRIEITE, XAERSHEMAMRN ( 2FESHIER
BN ) BSIDEE MR, RENBHARNSE T —NTHEEXHNSID 10000005, F KX
, IEITHR B 71

- MR AMG A SIDEVAN |, MSIDAB RS T 1,000,000F19,999,999 2 [6] Ky M — Ei =

- EZEHNES  REFNLEFEESERANEZHESIDO B A S AN Firepower EEH D,
MBEZANEEARSSAREAN | MEMERWSIDAEE RAFEIRF , BAREFFIHH
FRRFIEAET S —1NF

- ESAUFS AN AR H N EFARARS R E SHIBRAO AN |, 2ATERE D EHSIDH
RFHFETIRSHIEITIRG . BB 4R H N SR E 2 5 =k 2 M BRI B9 51T MR &

A& BERAEHANE  RESEHEMNETS | SIRAFEREREANNIREZ. FAESHER
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CMRANBEUTE—T, SAFEK : SIDKF2147483647 K F 64N FRHIRE B Ariw A 5
®

- MRERASANEBIAN | ZANEREF A thresholdx B FHEE ABRRBEFHARSEH
BEZNRE , N REEIIE KK

- FRES AR AN B3 RFEA AN K 5]

- RERAFFANT AN RENZEANANRS, EARKBEHRERARBIAN 28 , BRF
iR IEERDS

HXER
LT R—¥5Snort SIDMXH XS ZE -

ERmARAN

https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/quide/fpmc-config-
quide-v60/System_Software Updates.html#1D-2259-00000356

ARHN 4w 48 2R

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-
quide-v66/the intrusion rules editor.html



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/System_Software_Updates.html#ID-2259-00000356
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/System_Software_Updates.html#ID-2259-00000356
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/the_intrusion_rules_editor.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/the_intrusion_rules_editor.html
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