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Cisco BB THUTER :

« FirepowerZ 3 A /\FMC)X RELE
- BMERS5IZ(SE)ERE

E AV A L

« B1THRZ6.3.089 B RlFirepowerE E H/I\FMC)

- B1THRZA2.6.0.15689 & & 17 RS 51 2 (ISE)

« XEFMRAEIWindows(https:/duo.com/docs/authproxy-reference#new-proxy-install) , AJ3E$#
EIFMC. ISEFInternetSA 7 ZHDuo & 1356 Uk X 32 AR 55 2%

« HEIFMC. ISEFDuoE ] #Windowsit &l

« Duo Weblifk /2

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANAAERZRAERAR
(BN ) BE, MREHMELTEIRES , BHRRETHEAARTRBELE,



https://duo.com/docs/authproxy-reference#new-proxy-install
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EEJEE~

FMCE I R BIRISERRS 253 1T & 1RE , Duo Authentication Proxy R 85 B B2 R B IR &
RIEHEE IR E 2R B A0 B R BREE

S5 RIERE

Cisco FMC
Username 1 i ---o
| Password | *—P e
7 -0 RADIUS RADIUS
he— e
FMC Admin o ~
-'"-Il||'|:2-"1-.!'lll-'ll'll:l'-.i-x;-' | —" E%
3 !

(an
G — [ )
. L I
Automatic
*  PushorCall A i Proxy Accessto

Outbound Port 443HTTPS
5
4 > -.. r

B R UERAZ 3 BF

. [ Cisco FMCXR &£ X E &A1,

 BRIFMCE X & R IEAE KX & B RIEER.

. EE H AR ATE AActive DirectorySiRADIUS,

. Duo Authentication Proxy connection established to Duo Security over TCPif 1443,
. ¥ Duo Security# IR 553t 175 B & 1730 1F o

. Duo & 2 R IE IR U B & 73 10 UE e RS .

. BRIFMC GUIA R BRER Fo

[

EXKEE , FERUATHD

~NOo b WN -

FMCHELE LR

H B 1: S 1B System > Users > External Authentication, SIZSAEE & A I UEX R H 5 5 B WU



ERE ARADIUS, H{R7EDefault User Role T 1£# T Administrator , ZNEFT/R :

N 55%:10.106.44.177 EDuo B B WAL K IR BR S B8 T BIIPHE 4t o

Overview Analysis Policles Devices Objects | AMP Intelligence ploy L IRl Help »  admin v
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools *

Users User Roles

External Authentication Object

Authentication Mathod rapius B
Name * DuaAuthProxy
Deéseription

Primary Server

Haost Name/IP Address * 10.106.44.177 ex. 1P or hastname
Port * 1812
RADIUS Secret Key ~ ssses

Backup Server (Optional)
Host Name/1P Address ex. IP or hastname
Fart 1812

RADIUS Secret Key

RADIUS-Specific Parameters

Timecut (Seconds) 30
Retries 3
Access Admin

Administrator

% HSaveMApply. ZEEMEFIRNES !
Overview Analysis Policies Devices Objects AMP Intelligence deplay sysumm

Configuration Users Domains Integration Updates Licenses. v Health » Maonitoring * Toals =

W Orwe or more enabled extornal authentication abjecs
don't have defined user robes.

LT BT L PR External Authentication

l Save £ Cancel o Save and Apply
Default User Role:  None Shell Authentication  Disabled -] o A External Authertcation Object
Name Method Enabied

1. DunfuthProxy

RADIUS & & i

FZH . SMEISystem > Users > Users, BIERAF , AERESHRIESEZERNAL , BT



User Configuration

User Name cpiplani
Authentication Use External Authentication Method
Options Exempt from Browser Session Timeout

User Role Configuration

Administrator
External Database User
Security Analyst
Security Analyst (Read Only)
Security Approver
Default User Roles Intrusion Admin
Access Admin
Network Admin
Maintenance User
Discovery Admin
Threat Intelligence Director (TID) User

% Save Cancel

d |

ST TEHZEDuo B B RIERIERS .

ZFEBIWindowsit E#lH L% Duo Authentication Proxy Server

BUFERAZELEHF1/CPU, 200 MBHi# Z8|A 14 GB RAMHI R EE
N sEE T EASREEBIFAFMC. RADIUSIESSE ( EABIRNISE ) NS ( EHEM )

% =% : ElEauthproxy.cfg3X ¥,

HE XA as (WIS EAR++HEFR) P 4o


https://dl.duosecurity.com/duoauthproxy-latest.exe

~ FE BRI E N FC:\Program Files(x86)\Duo Security Authentication
Proxy\conflauthproxy.cfg

“miBauthproxy.cfg XX H R ML T B & :

<#root>
[radius_client]

host =10. 197. 223. 23 Sanple | P Address of the | SE server
secr et =ci sco

Password configured on the | SE server in order to register the network device

FMCHIIPH#z 31t 491 5RADIUSZ 4 — 2 EL &,

<tfroot>

[radius_server_auto]

T key=XXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com

radi us_i p_1=10. 197. 223. 76
I P of FMC
radi us_secret _1=ci sco

Radi us secret key used on the FMC

failmode=safe
client=radius_client
port=1812
api_timeout=

HRELEikey, skeyMapi_hostS#, BIREUXL(E |, FEFEH N F (Duo Admin Login) H &
MBI A>RIP R, #ETX , EBRADIUSERRIENA , IEFTR :



https://admin.duosecurity.com/

Dashboard » Applications » RADIUS

RADIUS

See the RADIUS documentation O to integrate Duo into your RADIUS-enabled platform.

Details
Secret key Click to view. select

Don't write down your secret key or share it with anyone.

KR F A= ikey
secret key = skey
APIZE 41 = api_host

¥ =% . EF B zIDuo Security Authentication ProxylRs5. REXHHEFH B3I WindowsitEHl L
EI‘JDUOHE%O

T FFWindows R &5 12l & (services.msc). 1EARSE FIZRH K EIDuo Security Authentication Proxy
Service , ARG HRestart , MEFIR :
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ISERY BL & 25 3R

$B,1: S E|Administration > Network Devices , BB HAJdUAE B M KiRE , WERFTR :

“~ 7EE:10.106.44.1772Duo B BRI B IR SS 25 Y RO IP bk

sifiai]is
cisco

Identity Services Engine

Home » Context Visibility » Operations » Policy + Administration » Work Centers

» System  » Identity Management =~ Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Metwork Devices  MNetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
o
MataikDavicas Network Devices List > DuoAuthproxy
Network Devices
Default Device
* Name | DuoAuthproxy
Device Security Settings l |
Description | J

IPAddress  ~| *IP: [ 10.106.44.177

| 1[3:2 ]

* Device Profile | g% Cisco ~ | &

& B authproxy.cfgA TR Bt Esecret I X =% 40 | MMEFTR -



‘Usth Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

« Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

L<]
Network Devices » RADIUS Authentication Settings
Default Device
Device Security Settings RADIUS UDP Settings

Protocol RADIUS

* Shared Secret

sssss | | Show

Use Second Shared Secret [ i

| Show

CoA Port | 1700 | [ set To Default |

B2H  SMBEE>-H4H, REAJUEBESGRAF , MEFR :

‘tlisls: Identity Services Engine Home » Context Visibility » Operations + Policy ~ Administration » Work Centers

» System = ~widentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= |ldentities  Groups  External |dentity Sources  Identity Source Sequences  » Settings

ilicers Network Access Users List > cpiplani

* Network Access User
Latest Manual Network Scan Results

* Name | cpiplani

Status Enabled

Email |

v Passwords

Password Type: Internal Users v

Password Re-Enter Password
* Login Password | sesssess | ssesnsas ] | Generate Password | i
Enable Password | | | | [ Generate Password | i

DuoBR[IFWEEDS IR
SER1QERFEHELRIRFIRE L EDuo Mobile.

FHZAFRMEREEENRT L, SHEUsers > Add users , HIEFTR :
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https://apps.apple.com/us/app/duo-mobile/id422663827
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1% Activate Duo Mobile , TNIEFR :

Device Info

Not using Duo Mobile
Activate Duo Mobile

Maodel

Unknown

S astanpion Tl

Add Fhons

/;_\ os

\ Generic Smartphone

-/

1% Generate Duo Mobile Activation Code , IIEFIR :

SR - T R T A

i%£#&Send Instructions by SMS , fIEFTR :
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Activate Duo Mabile

B [ 1R Nl Pl - W T

AT

ERALRSD AIEIARBREER EFEIZT.

FEREISERF SN TTERNNNAFPZIEERIFMC, BURELENK R LEIWIINEE S HRIE
(2FA)HINEPUSHEX , BEHEZBH , ABFMCRZRN TR RE X :



Login Request
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https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
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