B ¥R & FireSIGHTE X /> FMFirePOWER 1 %
B =%

wa
FREH

EX

ERNAH
B RETE

FERE

B G RERR
Cisco FirepowerZ# #1:{,1000, 2500%14500
BB HERR

A5 System Restore LILOXE # 15

7010, 7020F17030i% &

7110M17120% &
8000% %1% % S EE /LA BFS750, FS15008FS3500

A EFMC1000, FMC2500, FMC4500 ( EFMAMFMC ) RS E

i el =Ryt

faig

A3 A% RIS 4B Cisco FireSIGHT & F10(FMC) MFirePOWERiE & H) BT BRI 72
FTRFMH

ER

AR BEARENER,

ERMNEYS

AXEFNEEE T U T4 MBE IR

TERE FireSIGHT EE /0 A A T BRI AR A

Cisco Firepower 7000 %%l

Cisco Firepower 7100 %5l FS 750
FS 1500 5.2 REBRA
Cisco Firepower 8100 35l FS 3500

Cisco Firepower 8200 %5l




Firepower 8300%

BRAMP 7150 5.3 E SR
BRIAMP 8150

AXHEPNEERRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERNE,

EXRERE

.& AE  EARREFHREFireSIGHTEE /U FirePOWERIR & |, E 0 AUSBE#IRE
RIAARE, MIAMEFRKVM) R,

T 3662 Bl
1. MR EFHRGEEE R OHIU T Firepoweri® & , BINESZE Z IR HIRE.
2. RRERENES  AERAEANAG —TFTHNESIRBINRIEEREER,
3. NERIZ B R THRESHERFRENZEIEENUERRK,

N woESG ol

RERE : BIORF iso X EHIFNZITSSHARSS BRI , ZEH AT MIRZ AV E 2 W 45 B HT AR
%o

N orE . MBS EEMSSHESETA | T LEBFMCHT IR,

Kifisol T MY . XHFHImdSssumL FREAM , AFEAMISsum=EREF# TR,
4. ZEEFEIESZELTEFMRGIEA | S8R T EMRGLEBEN LIPS E, AXRFIREHEGA

#Ha=,
EXMBRERERR

N s IRARTRFALNE RHE G, WTFEM5XIRA BT ERRFRNOEASH , B5H
MG 2R,



shutdown -r now

e trust you have received the wsuwal lecture from the local System
Administrator. It wuswally boils down to these three things:

##1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

assword :

LILO 22.8 Boot Menu

system_Restore

Hit any key to cancel timeout ¥
Use «td+ arrow keys to make selection
Enter choice & options, hit CR to boot

boot: 3D-5.3.0_

B2 — REEHEHN , HBE FNETELRUFLATN , A TEHERNERLRE




System_Restorei& i,

N % mBESystem Restorel2 RER DR , MAREREI2IAF UBEES S ERE 5 K
(DOM), BEXFHELR , S HSystem Restore LILOFE & ETER K,

LILD 22.8 Boot Menu

—_—

3D-5.3.0

Hit any key to cancel timeout —_——-
Use «td+ arrow keys to make selection
Enter choice & options, hit CR to boot

oot System_Restore_




hoot : Syustem Restore
Loading System_Restore

Yol MUK 3.35 2B -B1-£0 EBIOS Copuright (C) 1994-ZHEY H. Peter Hnvin

elcome to the fire Linux Operating System
. Load with standard console
1. Load with serial console
2. Load legacy installer standard
3. Load legacy installer serial
hoot : ©
oad ing BEIMREE2E . L. e aaie aia aialae nin a s aciaia e
Load i imms b el o s s e e e i o Tt alrs 2 T s p L SR e e e RS e e

B4 — MREABRENME RS , FERBEIO,

N x : BRHAEH Restore (178 ) AR EVERERLHANER (REERT ). —
B AT | S8 7 DL AT SR
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu




ICK DEVICE

elBBBe . . . (MANAGEMENT )

K7 — BRENERE , FRZERE,



IP Configuration

[Pvd




IP Configuration

Static




IP Address

B 10
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rify IP Configuration——
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

B 14



15 — BRIXFEWEEAZEEFI(SCP) I,



nter the SCP server P

18.4.33.1593

< 0K >

16 — AT LAEAFireSIGHTE B R UMERN L ZTRSCPIRS 88, SN TR , HEAETEHRLH
|Pib it F4EIFIE FE System Restore RN F R, EZHFMER , BSH

ZE2EH|(SCPREZ A TR it . MR HEnt | aJLUEHSourcefireBh 1 0\(DC)ER
SCPHRSS B3 X & 5 B 55 —NSourcefirei® %o 3 E E{FisoBR 1% il B Sourcefire ik & A E TR 5
B, HEMASCPIRFZSBLEHRIAATAN , isHIEEER,

S 1:MSourcefire X F [ TP N .isoX T HEEHEE,
F=SH . FHASCPEFE , NXHMNEEEFIBIFHE SO,

59 B SCPEF MBS ELNXEMacREREHT A, B2 , EWindowsBIERSH | B
BB EE=HSCPEF R, Sourcefire PR ZEKEMIFESCPE iR MM BN H X
o

T —ANRBIE R IR Sourcefire .isoBR & T4 MLinux R B Downloads B & & &l Sourcefire s £
f /Y lvar/tmpdirectory:

<ffroot>

LinuxSystem:~$ cd Downloads
LinuxSystem:~/DownToads$ scp Sourcefire_3D_Sensor_S3-4.10.2-Restore.iso


https://support.sourcefire.com/
https://support.sourcefire.com/

user _nane
@
| P_Addr ess_of _Def ense_Cent er

:/var/tmp

AN EBEDER o HNET. ©THAEEHBGE R LR AL RE,

REXHEEFBIFHEHD O, B BEX Sourcefire iR Z# TEMRGAE, EEHMBRGE , W05
HE , BALREDCHIPHIUMAFE | MR EE R 2 B8V 15 B8 & BRI STHF R BR R

A g5 =REFREE S&BIIMER B FRO B vartmp B R HBBR.isoXX#F | BUR AR E 22
R A=,

B 17
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Host "168.4.33.199° is not in the trusted hosts file.

(fingerprint md5 2b:Be:ef :36:5f :ea:a3:1e:13:5¢c :de:8a:93:af :db:2c)
Do you want to continue conmecting? (y/n) y_

19
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-Select an 150

1-Restore. iso
1-Restore.iso
1-Restore.iso
1-Restore. iso
1-Restore.iso
1-Restore.iso
Restore.iso

ourcef ire_3D Device _1000-
ourcef ire_3D Device Z2000-
purcef ire_3D Device 2100-

5.3.0-
5.3.0-
5.3.6
purcef ire 3D Device 2500-5.3.
e
<L £

)~
ourcef ire_3D Device 3500-
ourcef ire_3D_Device_4500-
ourcef ire_3D Device 506-5.3.0-5
ourcef ire_3D Device b500-5.3.68-571-Restore.iso
ourcef ire_3D Device 9960-5.3.0-571-Restore.iso
ourcef ire_3D_Device_53-5.3.6-571-Restore.iso

ourcef ire Defense Center 1000-5.3.0-571-Restore.iso
ourcef ire_Detense_Center_3000-5.3.0-571-Restore.1so
uu:cefrre DFiEﬂaE antEF bﬂﬂ -5. 3 D-J?i Heature iso

9
2
2
B-3
0-5
B-5
7
9

7
7
7
7
7
Fs
1-
7
7

uurcefrre DEfEHaE PPnTEF 53 5 3. 1 157 Heature iso

0Kk >

E20 — EikF.isolR & , IFIRZERE,

N sE BEN o HERBRINTAE | AU LS AR N RIS 4,
IR RIKBISOM K
ERA6.37 | ISOB MY EE MSourcefire_3D_Device_S3-<ver>-<build>-Restore.isoE i}
Cisco_Firepower_NGIPS_AppIianc:e-<ver>-<buiId>-Restore.isoo N RIB F“ R IK F ISORR £
, BEHISOXHEGBANIBXHE, HH6.2xHEIHRAEFHFMEE6.3.0RNE SRR |, &
éki X F1E R o



SCP Configuration

B 21
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H22 — BREZBAREBUBESHERPN SR, JEERRGRTHGE RE4NT FSnortHl N &E #
(SRU),
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RREEN
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K 26

BEXNTRAETERHRAEFRENERIE  MREZHEFRGZAZTTEEERMGRER
RE& , PINEERHRES.1 >5.2, 52>53, 53>52%F , MHBMTRE - 26 RS TRF IR,

1. R R 26F RAVIR R AT LIEROKSE |, REEFR D KRR BFRA , REFEHED,
2. EMRHE , BYFAMKTTHRENRREIE , AREHTE270EEI1PATRHIEE,

MRZXEREBTEEERFRENE —REHRE , WELXBINMRE27aFI SRR , AERE
31/E32,

/N s NEREINRE  EREEME ZEMUSBRE. . C2E , MAEESE T LGN
WIER, WEFREREIAE AN NEFSERTARS , EEEFHME— K,

MRARZXMIER , BAIUEIE27bER2HHNER,



B e 0 9 oI o a6 e e e e e e e e e e

Restore CD sourcefire Linux 05 5.1.
T |
- |

sourcef ire 3D Sensor 3
Checking RHarduware
The USB device was successfully imaged. Reboot from the USB device to continue i

nstallation...
fgddEnuaeaRuinininRGGEEH

fununnneg
The system will restart after you press e

B27a
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Restore CD Sourcefire Linux 0S 5.3.8-52
sourcef ire Defense Center 33

Checking Hardware

it

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyed
on the appliance.

Restore the system? (yes/no): yes

B27b
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Restore CD sourcefire Linux 0S 5.3.8-52 xB86 64

Sourcef ire Defense Center §3 5.3.0-571
Checking Hardware

e

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyec
on the appliance.

Restore the s

During the restore rOCES the license file and basic
{work se rE P ryed. These files can also be

Delete license and network settings? (yess/no): no

& 28
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Restore CD Sourcefire Linux 0S 5.3.8-57

sourcef ire Defense Center 3:
Checking Hardware
it
This CD will restore your Defense Center 53
to its original factory state. All data will be destroyec

on the appliance.

Restore the

During the LOre pre ns and basic
network ire pl Jed. These f1iles also be
reset to factory settings

Delete license and network settings? (ues/no): no

FE 3 3 o B A e 9 e 3 9 e 9 e 30 e e R e 2 9 3 e 9 3 e e S O B e O 3

THIS IS5 YOUR FINAL WARNING. ANSWERING YES WILL REMOVE ALL FILES

B 29
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Restore CD Sourcefire Linux 0S 5.3.

sourcefire Defense Center S
(1) Pre par i ng Digk

REdHuBuUERERY

(Z) Installing Suystem

B R R R BN R R RN AR R RS RRRY
BRESBUBRERERHUHARAUUUHBRRRBHHHERRHRS RS GRB B RN ARRRHOHERRRY
RERANUURR AR RN R R RN U R R R RN RN R RAR R R RS RRRY
BRSNS AR R R R
BB AR RN R R U RN U SRR R RU Y
BRRUHUNAEERN U RN RN R R R RG]
REEHRNR R R RR R RN B RN R R RN RRRR RGBS
REGHBUNAEREHHHHAHHUUUURRBEBHEARRBRERR GRS BUUAARRRHHGHRRYY
HERRUBURERER U RO R BN AR BRI AR E R R HY
iy

A 30



Install Complete
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& 32

Cisco FirepowergZE H1/31000, 2500F14500

FEFMC 1000, 2500f14500L , EMBAE. EAKVMIRHHCIMC , EREBIE , RE2
TR IRIN

1 - Cisco FirepowerBE B 12 #| 5 VGAE

2 - Cisco Firepower& 22 &l A R1T

3 - Cisco FirepowerB B2 & REEFE R
4 - Cisco FirepowergZE1#H &8 ZBMMEERN

MREFAUFAMEES | HIEBIXT“Cisco FirepowerZB B2 4|8 RAMEREN"(GEI3) , RE
1% “Cisco FirepowerB 2 2% & RS EVCAR " (ETL1)



Please walt, preparing to Boot. . . e e i et e
..................................... Config file:

YGA Mode
Serial Mode

Mode h

ore Mode

Opt lan co Firepower Management Console System Restore Mode' selected ... running
Config fi

sco Firepower Ma
nower M

. running

33
ZEENHRBL EHEMFMCIRE LWEE,

HUEHEER

B System_Restore LILO #i& 10

FireSIGHTEE H /UM FirePOWER 700018000 R 512 EE B EEFMMBRENERNFR 55
o WER“System_Restore” £ Mk | FELILO(Linux Loader)Bh K& & | BRI LAi5 A IR BN 2R LATE AR
EAIR &,

7010, 702070301k %
MREATOXXRIRE , BERUATIRUERBNRE
1. EEXARE B,

2. BIREZEBHITHREER , HEE &K DeleteB , LIFRIBHRBERRE., FEULEER
% -



American
Megatrends

EA1



Aptio Setup Utility = Copyright (C) 2012 fmerican Megatrends, Inc.

» Intel RC version

EA2

3. FA M A KRIEIFESave & ExitETl+, FELEIIF L , A E TSk BIEFESATA SM:
InnoDisk. - InnoLite F3REnteri,



ApTio Setup Utility - Copuright (C American Meg

SATA SM: InnoDisk. - Innolite

EA3

4. MREABENE RS , FRBREIO,



SYSLINUX 3.35 2887-81-28 EBIOS Copuright (C) 1994-2887 H.

elcone to the ! fire Linux Operating Systenm

H. Load with standard console

1. Load with serial console

¢. Load legacy installer standard
Load legacy installer serial

boot: H_

EA4

Peter Anvin




BA5

71101712018 &
MRFEATIXXRFRE , BERATIRUERERFIRE :
1. EEXARBEIR,

23T RRER , HERBEINESZFIE , LHRBHRZEERE, BRI E R
& -



American
Megatrends

W WL A I CO T

AMIBIOS (C) 2006 Amer ican Megatrends. Inc.

Aguila BIOS Uersiom:AQNIS093 Date:11/21/2011

CPU : Intel (R) Heon(R) CPU #3430 @ 2.40GHz
Speed : 2.40 GHz

Press DEL to run Setup (F4 on Remote Keyboard)

Press F1Z2 if you want to boot from the network

Press F11 for BBS POPUP (F3 on Remote Keyboard)

The IMC is operating with DDR3 1333MHz. 9 CAS Latencuy

DRAM Timings: Tras:24/Trp:9/Tred :9/Tur: 10/ Trfc: 107/Twtr :5/Trrd : 4/Txtp
BHC Initializing Virtwal USB Device .. Done

Initializing USB Controllers ..

(C) American Megatrends. Inc.
b6-0100-000001-00101111-112111-L{fdHudInc-AONISO93-Y2KC

EB1

3. ®EFRIETHDD:P1-SATADOMH #Z EnterbA 5| § ZSystem_Restore 7 X,



Please select hoot device: |

HDD : PO-INTEL SSDSAZCT04063

HDD : P1-SATADOM

Network:IBA GE Slot 0300 v13i36

T and | to nove selection

ENTER to select boot device
ESC to boot wsing defaults

B2



Sourcefire Copyright

B3
8000R ¥R ZHEEH LA FFS750, FS15008(FS3500

MRFEHS000RIEEHREE R OB BEFS750, FS15008FS3500 , FEMA T T BRIIERE S| &%
%

1. ERXARZBIR,

2. BIREZBHITHIRRBIR , HEEXF6R , LEFRBHRZIERRE. BSHNLKLE R
HESG :



ersion 1.23.1114. Copyright (C) 2010 American Megatrends, Inc.
ress <FZ2> to enter setup, <F6> Boot Menu, <F12> Network Boot

B C1

3. EFUSBIETL,



Please select boot device:

PO-INTEL 55D5AZ2BZ10063
USB DISK MODULE PMAP
IBA GE Slot 0100 v1371

Internal EFI Shell
Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

B C2

4. %% MSystem_Restores X /3 3 3 & R System_Restore 3¢ &,
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EC3

BHSFMC1000, FMC2500. FMC4500 ( ETM4MFMC ) HREIRE

N orE WFFEMCAs00 , KRS EETRANEHRE  ESUMELE T — g+

NTFUTES , ERRGEFRVRERERFTRE : FMC1000, FMC2500, FMC4500

1. ERFEREY , BAUFRILRESY

Flease walit, preparing to boDt.. ... nninrnnrnnensennsannnns
e o<1 0 £ BN (=H
TIMEOUT=5

DEFALLT=VGA

VERSION=6.2.2

root=sdev/sda3

1(#%) = Cisco Firepower Management Console 6.2.2 VGA Mode

2 = Cisco Firepower Management Console 6.2.2 Serial Mode

3 - Cisco Firepower Management Console System Restore Mode

4 = Cisco Firepower Hanagement Console Password Restore Mode
Enter selection [1]:



/content/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html#id_80692

Eﬁ

2. £$ESystem Restore ( REER ) IRIM#3ITEApI 2 a01k),

1 Mode

HMode

=CO Fj_[ I-"I'_Illl_lt—'[

lection [1]: 3
Cisco Firepower Mz sale f em Restore Mode'

Ennfig file:
TIMEOUT=5

stem Restore

1 GA Mode
isco FLrenuuer Hnr.gement Lunfule Sys est erial Mode
Enter selection [1]:

B’ D2

a FLFHﬂﬂMHr
lection [1]. 1
Option 1: 'Cisco Firepower
. running

®D3
4. RE , BEEBESFIRWRRAT , LI BHREEEHIT,
AR FIHZ BhEIn

SIS EEFMRG D XAETAIREARFIEBIOSH 5| S EH, MRHAXMER , SSEFRERS
E"JEEE’J%&TEI:%?EEETNWO EE%ERMAO



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



