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Edit Physical Interface

Made: Nane
Name: inssde
secunty Zoneé: il inside_zone
Descnption:

¥ Enabled

[ mMan agement Only

IPvd  IPv6  Advanced  Hardware Configuration

MTU: 1500

Interface ID:

(64 - 9198)

BH  GRUER.
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Interface
GigabitEthemet 11
GigabitEthemer1/2

GagabitEthemanl/3

Devices Routing Inline Sets DHCP

& Add Interfaces

Logical Name Type Mmuhjm Mac Address{Active/Standby) TP Address

nside Physical nside_zone 192 168,756/ 24(Static)
dmz Phiysacal dmz_zone 192.168.76.6/ 24(5tatic)
Gutsde Phiysacal outside_rana 192 168.77.6/24(5tanc)

F=L  BALUMNR-NREENHGZ/REZEOANZ2XE , MEFRR.

Overview Analysis

Object Management

2 Network
& Port
& Interface
2 Tunnel Tag
L Application Filters
VLAMN Tag

LI T Objects System Help »

Intrusion Rules

=y &d Security Zone
|

admin v

& Interface Group

caw dmz_zone
suw Nside_zone Security Zone Routed

saa Cutside_zone Security Zone Routed
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Z2XE5EA4SA
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o) Interface
+ Tunnel Tag
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% VLAN Tag
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& URL
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Object Management Intrugion Rules

Overview Analysis Policies Devices JEslijf=lad ploy System  Help v admin
'+ Add -
| Hame - Interface Type
& o5 Groupl Inteface Group Routed
a FTDS506-
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4 Jo% Group2 Interfsce Group Rswted
‘
4 o0 dmz_zone Security Zone Rouwted

E Geolocation
Variable Set
4 m Secunty Intelgence
& Network Lists and Feed:
i DHS Lists and Feeds
# LWL Usts and Feeds
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File List

L Cipher Suite LSt
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Devices alglsd Syster Haly admin *

Device Management MAT VPN Qos Platform Settings

ol Mew Policy

Firepawar NAT

Threat Defense NAT

BEY  BEERBEBMNANEIEIBERRE , WEAR.

Mew Policy T

Name: Fossos-1 1
D, Fgpimi™
Targeetid Denvices

Saeder® devnies b0 wheth vou want fo appdy e poboy.
Avallable Devioes Sqlectos] Diewlip:

L Search by ha ki g FTDS506- 1 a

FICH300 result
T2

BARYL  FNATHANRMEI KA |, BRI,
BREEFERBEEXLEER , MEFFR.

Add NAT Rule
Twpe: ¥ | Enable
Descnption:
I vreesition  PAT Pool | Advanced
fiwailable Interface Objects & Source Interface Objects (1) ntesface Objects |

L Search by namse o wl NEalE_Tone u | iak dMPZ_ZoBe

i3 SltEadE Fone

iea Bmz_zane Add me
“ Source
ok mmde_rFone
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Add NAT Rule L
MAT Rigie Banuil BAT Rk " inzeat: I At iy ¥ | MAT Pults Balore *
Type Statc * | F Enstie
Che=gvipriien ©
o cpos (T AT oot A
Chreperal Facked Tramslated Pached
Owigpniad Soureg="® Hozt-A LAl 4 Tirafrila bl Souids: =
¥ | &
Oviganiad Chesgtima n Address w
¥ i Trarls bed Depatmatcn: ¥ e
Ovigenad Souece Port: Ll 4 Traresla besd Sounce Poart: bl +
Omganall Destina bon Part: bl + Translabed Dhestnation Pork: bl +

FHLA =192.168.75.14

F#1B = 192.168.76.100

<#root>
firepower#
show run obj ect

object network Host-A
host 192.168.75.14

object network Host-B
host 192.168.76.100

A g5 nERBEBBSNATHTEOEEN R , UL EREAA R EZEOIPHI 0 HE,
AP Z AR ED L5 AVEMRS. L3RRS RO SERBTYL , NOSPFHM
EIGRP.,

SRR 7 L RMEFRo

E‘ Pobcy Assignments (1)

B Fler by Device

& Add Rue
r_uriqinal Packet “\ I Translated Packm_‘
& Dire... Typ Source Destination Driginal Orrigginal Origi...  Translated Transkated Trans... Options
Interface Obj... Interface Ob... Sources Destinatie... Servi.. Sources Destinatio.. Servi.. |
F HAT Rules Before
Il # Stal o inside_zone isy dmz_zone = Host-A = Host-B ﬁ Dins:false I + @

¥ Auto NAT Rules

¥ NAT Rules After

SR SPHRFEAFENBHRIENAN G HIRHIRE , R2FR. BILE , BEANATERANER T




ENEW. SEKEASAKE , BSIAERRIPHAZE, XRFHER , RAEAERAF , LINAETT
9.6.1.xK%B ( AT ) o

T Security Intelligence  HTTP Responses  Advanced

#8 Fiter by Device & Add Category &) AddRule  Search Rules x

Mandatory - FTDSS506-1 (1-2)

1 Host-Ate Ho X 192.168,75.14 :2 192.168.76,14

2  Host-Bto Ho Fi192.168.76.14 B 192.168.75.14

Default - FIDSS06-1 (-)

There are no rwles in this section, Add Rule or Add Category

Default Action Access Contral: Block All Traffic il u

IS :

MLINA CLI :

<#root>
firepower#

show run nat
nat (inside,dne) source static Host-A Host-B

BIMAE S 1800 BmANATHRN

<#root>

firepower#

show nat

Manual NAT Policies

(Section 1)

1 (inside) to (dnz) source static Host-A Host-B

translate_hits = 0, untranslate_hits = 0

N B EEA6IEN2 Mate.

<#root>
firepower#
show x| ate

2 in use, 4 most used




Flags: D - DNS, e - extended,
I - identity

, i - dynamic, r - portmap,

s - static, T - twice

, N - net-to-net

NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 0:41:49 timeout 0:00:00

NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:41:49 timeout 0:00:00

ASP NATZ :

<#root>
firepower#

show asp table classify domain nat

Input Table
in did=

0x7ff 6036a9f 50

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0

src ip/id=192.168.75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in did=

0x7f f 603696860

, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.76. 100

, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Output Table:

L2 - Output Table:

L2 - Input Table:

Last clearing of hits counters: Never



<#root>
firepower#

show asp table classify donmain nat-reverse

Input Table

Output Table:
out id=

0x7ff 603685350

, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=192.168.75. 14
, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out 1id=
0x7ff 603638470
, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168. 75. 14

, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

L2 - OQutput Table:
L2 - Input Table:
Last clearing of hits counters: Never

B IR H B ERE X FTDRY ¥ 1S 2 A% MHost-B pingEHLAFI I B PR o

<#root>
firepower#

capture DVZ interface dne trace detail match ip host 192.168.76.14 host 192.168. 76. 100

firepower#

capture INSIDE interface inside trace detail match ip host 192.168.76.14 host 192.168.75. 14



Civlzsersseiscolping 192.168.76.1680

Pinging 192.168.76.188 with 32 bytes of data:

Reply from 172.168.76.188: bhytez=32 time=3ms TIL=1Z8
Heply From f2.168. /6. 108 bhytes=3s time=ins 11L=12ZH
Reply from 192.168.76.188: bytes=32 time=1ms TTL=128
Heply from 1%2.168.V6.10H: hytez=3dd time=lmz TIL=1.ZH

Fing statistics for 192.168.76.180H:

Fackets: Sent d . Keoeiuved 4. Lost H (H lossy,
Approximate round trip times in milli-—seconds:
Minimum lmz,. Maximum Imz. Average 1nz
'-.__ IJ'- . I.J'"I.'I- 1
W ITRIEASPER A -
<#root>

firepower#

show asp table classify domain nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in id=

0x7ff 603696860

, priority=6, domain=nat, deny=false

hits=4

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

<#root>
firepower#

show asp table classify domain nat-reverse

Input Table

Output Table:
out id=

Ox7f f 603685350



, priority=6, domain=nat-reverse, deny=false

hits=4

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside
out 1d=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

BREAHRETR

<#root>
firepower#

show capture DVZ

8 packets captured

1: 17:38:26.324812 192.168.76.14 > 192.168.76.100: icmp: echo request
2: 17:38:26.326505 192.168.76.100 > 192.168.76.14: icmp: echo reply
3: 17:38:27.317991 192.168.76.14 > 192.168.76.100: icmp: echo request
4: 17:38:27.319456 192.168.76.100 > 192.168.76.14: icmp: echo reply
5: 17:38:28.316344 192.168.76.14 > 192.168.76.100: icmp: echo request
6: 17:38:28.317824 192.168.76.100 > 192.168.76.14: icmp: echo reply
7: 17:38:29.330518 192.168.76.14 > 192.168.76.100: icmp: echo request
8: 17:38:29.331983 192.168.76.100 > 192.168.76.14: icmp: echo reply

8 packets shown

BREENERE (EERREETR )

N EE  NATANMIDR ESASPEMEE,

<#root>
firepower#
show capture DVZ packet-nunber 3 trace detail

8 packets captured

3: 17:38:27.317991 000c. 2998. 3f ec d8bl. 90b7.32e0 0x0800 Length: 74
192.168. 76. 14 > 192.168.76. 100: icnp: echo request (ttl 128, id 9975)

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW



Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602c72be0, priority=13, domain=capture, deny=false
hits=55, user_data=0x7ff602b74a50, cs_id=0x0, 13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 2
Type: ACCESS-LIST
Subtype:
ResuTlt: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff603612200, priority=1, domain=permit, deny=false
hits=1, user_data=0x0, cs_id=0x0, 13_type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input_ifc=dmz, output_ifc=any

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside,dne) source static Host-A Host-B
Addi tional Infornation:

NAT divert to egress interface inside

Untransl ate 192.168.76.100/0 to 192.168.75.14/0

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip host 192.168.76.14 host 192.168.75.14 rule-id 268434440
access-1list CSM_FW_ACL_ remark rule-id 268434440: ACCESS POLICY: FTD5506-1 - Mandatory/2
access-1list CSM_FW_ACL_ remark rule-id 268434440: L4 RULE: Host-B to Host-A
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached
Forward Flow based Tookup yields rule:
in id=0x7ff602b72610, priority=12, domain=permit, deny=false
hits=1, user_data=0x7ff5fa9d0180, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.76.14, mask=255.255.255.255, port=0, tag=any, ifc=any

dst ip/id=192.168. 75. 14

, mask=255.255.255.255, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default



match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff60367cf80, priority=7, domain=conn-set, deny=false
hits=1, user_data=0x7ff603677080, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 6

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,dmz) source static Host-A Host-B

Additional Information:

Static translate 192.168.76.14/1 to 192.168.76.14/1
Forward Flow based Tookup yields rule:
in

i d=0x7f f 603696860

, priority=6, domain=nat, deny=false

hits=1

, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 7
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in 1id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 8
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x7ff6035c0af0, priority=0, domain=inspect-ip-options, deny=true
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 9



Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class 1inspection_default
inspect icmp
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in  id=0x7ff602b5f020, priority=70, domain=inspect-icmp, deny=false
hits=2, user_data=0x7ff602be7460, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 10
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
in  1d=0x7ff602b3a6d0, priority=70, domain=inspect-icmp-error, deny=false
hits=2, user_data=0x7ff603672ec0, cs_id=0x0, use_real_addr, flags=0x0, protocol=1
src ip/id=0.0.0.0, mask=0.0.0.0, icmp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icmp-code=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=any

Phase: 11
Type: NAT
Subtype: rpf-check
ResuTlt: ALLOW
Config:
nat (inside,dmz) source static Host-A Host-B
Additional Information:
Forward Flow based Tookup yields rule:
out

i d=0x7f f 603685350

, priority=6, domain=nat-reverse, deny=false

hits=2

, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

Phase: 12
Type: NAT
Subtype: per-session
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602220020, priority=0, domain=nat-per-session, deny=true
hits=4, user_data=0x0, cs_id=0x0, reverse, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any



dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 13
Type: IP-OPTIONS
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
Reverse Flow based Tookup yields rule:
in id=0x7ff602c56d10, priority=0, domain=inspect-ip-options, deny=true
hits=2, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 5084, packet dispatched to next module
Module information for forward flow ...
snp_fp_inspect_ip_options

snp_fp_snort

snp_fp_inspect_icmp

snp_fp_translate

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Module information for reverse flow ...
snp_fp_inspect_ip_options
snp_fp_translate

snp_fp_inspect_icmp

snp_fp_snort

snp_fp_adjacency

snp_fp_fragment

snp_ifc_stat

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:



found next-hop 192.168.75.14 using egress ifc inside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address 000c.2930.2b78 hits 140694538708414

Phase: 19
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based Tookup yields rule:
out id=0x7ff6036a94e0, priority=13, domain=capture, deny=false
hits=14, user_data=0x7ff6024aff90, cs_id=0x0, T13_type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000
input_ifc=inside, output_ifc=any

Result:

input-interface: inside
input-status: up
input-Tine-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

1 packet shown

£552. % FTD LBl Eiw M H#h 31k ¥R (PAT)
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Add NAT Rule
MAT Rube:
Type:

Description:

sww Outside_zone
sas dMzZ_zone
sww inside_zone

ian Groupl

amn Group2

Manual NAT Rule

Dynamic

w Insert: In Category

e F Enable

Translation  PAT Pool  Advanced

¥  MNAT Rules Before |v

4 Search by name

Available Interface Objects &

Source Interface Objects (1)

iah inside_zone

Add to
Source

Destination Interface Objects (1)

u | _ 5 outside_zone

FB2H  UTERPATHNEERX (WEMR) .




Add NAT Rule ?

NAT Rule: Manual NAT Rule » Insert: In Category ¥ NAT Rules Before v
Type: Dynamic v | I Enable
Descrption:
Interface Objects li:ﬂﬂ:ﬂﬁ. PAT Pool  Advanced
Original Packet Translated Packet
Omiginal Source: ™ Met_192.168.75.0_24bits Sl Translated Source: Destination Interface IP v
() The values selected for Dastnation Interface
Objects in ‘Interface Objects’ tab will be used
Original Destination: Address b
- i@ Translated Destinaticn: | 2
Original Source Port: * D Translated Source Port: v 3
Owiginal Destination Port: - @ Translated Destination Port: * 2
B=F . ERUMBEFT
i Flte by Do

F mm— L LR ~ Translated Packig ——

5 ' . L ¥ - . Tades
1 - S1 1, mide_rone by @ _zons | Hein-A | How-B o) Doeri -t

2 Il} ] isq nede_rone iy Swtide_rone B N9 160.75.0_24abits i ntetace I i Oms-faine
—

FNS  EAZRNEREY , FHREFRBEEEN A FMEREEL.,
ISIF :

NAT ECi&:

<#root>
firepower#
show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface
translate_hits = 0, untranslate_hits =0

ELINA CLIFIET#% 8 :

<ffroot>

firepower#



show x| ate

3 in use, 19 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic,
s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:15:14 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:15:14 timeout 0:00:00

r - portmap,

NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sI T idle 0:04:02 tineout 0:00:00

HEASMARED LB AR, EREPMHIR LG RRE

<#root>
firepower#

capture CAPlI trace interface inside match ip host 192.168.75.14 host 192.168.77.1

firepower#

capture CAPO interface outside match ip any host 192.168.77.1

MHost-A (192.168.75.14)XfIP 192.168.77. 11T ping#RE , LB TR,

vrsWindows

weystend2dping 192.168.77.1

Pinging 172.168.77.1 with 32 byteszs of data:
Reply from 192.168B.77.1: bytes=32 time=1nms
Reply from 192.168.77.1: bytes=3Z time=1lms
Reply From 192.168.77.1: hytes=32 timne~lns 255
Reply from 192.16B.77.1: bytes=32 time=1lmsz TTL=255
Ping statistics for 192.168.77.1:
Facketz: LHent 4. Received 4., Lost B O
Approximate round trip times in milli-seconds:
Hinimum Imz . MHaximum Imz. Averags 1 ms
ELINAHRS | BAI LA BIPATH IR
<#root>

firepower#

show cap CAPI

8 packets captured
1: 18:54:43.658001

192.168.75.14 > 192.168.77.1

: icmp: echo request

loss 2,




2: 18:54:43.659099 192.168.77.1 > 192.168.75.14: icmp: echo reply
3: 18:54:44.668544 192.168.75.14 > 192.168.77.1: icmp: echo request
4: 18:54:44.669505 192.168.77.1 > 192.168.75.14: icmp: echo reply
5: 18:54:45.682368 192.168.75.14 > 192.168.77.1: icmp: echo request
6: 18:54:45.683421 192.168.77.1 > 192.168.75.14: icmp: echo reply
7: 18:54:46.696436 192.168.75.14 > 192.168.77.1: icmp: echo request
8: 18:54:46.697412 192.168.77.1 > 192.168.75.14: icmp: echo reply
<#root>

firepower#

show cap CAPO

8 packets captured
1: 18:54:43.658672

192.168.77.6 > 192.168.77.1

: icmp: echo request

2: 18:54:43.658962 192.168.77.1 > 192.168.77.6: icmp: echo reply
3: 18:54:44.669109 192.168.77.6 > 192.168.77.1: icmp: echo request
4: 18:54:44.669337 192.168.77.1 > 192.168.77.6: icmp: echo reply
5: 18:54:45.682932 192.168.77.6 > 192.168.77.1: icmp: echo request
6: 18:54:45.683207 192.168.77.1 > 192.168.77.6: icmp: echo reply
7: 18:54:46.697031 192.168.77.6 > 192.168.77.1: icmp: echo request
8: 18:54:46.697275 192.168.77.1 > 192.168.77.6: icmp: echo reply

REERTEES DM BIEIHERIL

<#root>

firepower#

show cap CAPI packet-nunber 1 trace

8 packets captured

1: 18:54:43. 658001 192.168. 75. 14 > 192.168.77.1: icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist



Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source dynam c Net 192.168.75.0_24bits interface
Addi tional Infornation:

Dynamic translate 192.168.75.14/1 to 192.168.77.6/1

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT
Subtype: np-inspect
ResuTlt: ALLOW



Config:

class-map inspection_default

match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

ResuTlt: ALLOW

Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 6981, packet dispatched to next module

Phase: 15

Type: EXTERNAL-INSPECT
Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 16

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Verdict: (pass-packet) allow this packet



Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

ResuTlt: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address c84c.758d.4980 hits 140694538709114

Phase: 19

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

1 packet shown

HAxlate B EIE (BEEEFE )

<#root>
firepower#

show x| ate

4 in use, 19 most used
Flags: D - DNS, e - extended, I - identity,

i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net
NAT from inside:192.168.75.14 to dmz:192.168.76.100
flags sT idle 1:16:47 timeout 0:00:00
NAT from dmz:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 1:16:47 timeout 0:00:00
NAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags sIT idle 0:05:35 timeout 0:00:00

| CMP PAT frominside: 192.168.75.14/1 to outside:192.168.77.6/1 flags ri

idle 0:00:30 tineout 0:00:30



ZELINABES | & LLER :

<#root>

firepower#

show | og

May 31 2016 18:54:43: %ASA-7-609001: Built local-host inside:192.168.75.14

May 31 2016 18:54:43: %ASA-6-305011: Built dynamic |ICWP translation frominside:192.168.75.14/1 to outsi

May 31 2016 18:54:43: %ASA-7-609001: Built local-host outside:192.168.77.1

May 31 2016 18:54:43: %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1 gaddr 192.
May 31 2016 18:54:43: %ASA-6-302021: Teardown ICMP connection for faddr 192.168.75.14/1 gaddr 192.168.7
May 31 2016 18:54:43: %ASA-7-609002: Teardown local-host outside:192.168.77.1 duration 0:00:00

May 31 2016 18:55:17: %ASA-6-305012: Teardown dynanmic |ICVMP translation frominside: 192.168.75.14/1 to ol

NATZB % :

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)
1 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

2 (inside) to (outside) source dynam c Net_192.168.75.0_24bits interface
translate_hits = 94, untranslate_hits = 138

ASPRE TR :

<#root>
firepower#

show asp table classify donmai n nat

Input Table

in  1d=0x7ff6036a9f50, priority=6, domain=nat, deny=false
hits=0, user_data=0x7ff60314dbf0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

in  1d=0x7ff603696860, priority=6, domain=nat, deny=false
hits=4, user_data=0x7ff602be3f80, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.76.100, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

in  id=0x7ff602c75f00, priority=6, domain=nat, deny=false



hits=94, user_data=0x7ff6036609a0, cs_id=0x0, flags=0x0, protocol=0
src ip/i1d=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside

in  id=0x7ff603681fb0, priority=6, domain=nat, deny=false
hits=276, user_data=0x7ff60249f370, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.77.6, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

<#root>
firepower#

show asp table classify domain nat-reverse

Input Table

Output Table:

out id=0x7ff603685350, priority=6, domain=nat-reverse, deny=false
hits=4, user_data=0x7ff60314dbf0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.14, mask=255.255.255.255, port=0, tag=any, dscp=0x0
input_ifc=dmz, output_ifc=inside

out id=0x7ff603638470, priority=6, domain=nat-reverse, deny=false
hits=0, user_data=0x7ff602be3f80, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/i1d=192.168.75.14, mask=255.255.255.255, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=dmz

out id=0x7ff60361bda0, priority=6, domain=nat-reverse, deny=false
hits=138, user_data=0x7ff6036609a0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=outside, output_ifc=inside

out id=0x7ff60361c180, priority=6, domain=nat-reverse, deny=false
hits=94, user_data=0x7ff60249f370, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=192.168.75.0, mask=255.255.255.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=outside
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<#root>

firepower#

show run nat

nat (inside, outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static ne

nat (inside,dmz) source static Host-A Host-B
nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

<#root>

firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168. 75. 0_24bits destination stati
translate _hits = 0, untranslate hits = 0

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 96, untranslate_hits = 138

SR B N 2B & B FEVPN R BIZ 1T Packet Tracer, PATHNIRTAEAER



<#root>
firepower#

packet-tracer input inside tcp 192.168.75.14 1111 192.168.77.1 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.77.1 using egress ifc outside

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside,outside) source dynam c Net_192.168.75.0 24bits interface
Addi tional |nfornation:



Dynamic translate 192.168.75.14/1111 to 192.168.77.6/1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: rpf-check
Result: ALLOW
Config:

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

Additional Information:

Phase: 10

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 7227, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

3 ATE IS VPNBEIE B 7 B 1E 1TPacket Tracer ( BT E— X=X &FBVPNERE , Eit
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N B SUREENATERAN,

8 — )X Packet Tracer=1i% :

<{froot>

firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (inside,outside) source static Net_192.168.75.0_24bits Net _192.168.75.0_24bits destination static ne
Addi tional Information:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Config:

class-map class-default
match any

policy-map global_policy



class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional |nfornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subt ype: encrypt
Resul t: DROP

Config:

Addi tional Information:

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule

8 —)XPacket Tracer=1i% :

<{froot>

firepower#

packet-tracer input inside tcp 192.168.75.14 1111 10.1.1.1 80

Phase: 1
Type: CAPTURE



Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional Infornation:

NAT divert to egress interface outside

Untranslate 10.1.1.1/80 to 10.1.1.1/80

Phase: 4
Type: ACCESS-LIST
Subtype: Tog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside, outside) source static Net 192.168.75.0 24bits Net_192.168.75.0 24bits destination static ne
Addi tional Infornation:

Static translate 192.168.75.14/1111 to 192. 168. 75. 14/ 1111

Phase: 7



Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: ALLOW

Config:

Additional Information:
Phase: 10

Type: NAT

Subtype: rpf-check
ResuTlt: ALLOW

Config:

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
Additional Information:

Phase: 11

Type: VPN

Subt ype: ipsec-tunnel -fl ow
Resul t: ALLOW

Config:

Addi tional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7226, packet dispatched to next module

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside



output-status: up
output-line-status: up
Action: allow

NAT a5 138 AE
<#root>

firepower#

show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits =9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

F54. FEFTD EBLEXT RKNAT

destination stat

BIELLT ZRELENAT :

NAT A0 BEINATH
NATZH B

@A TE5E2ER 5>
FiF#EEO R &R

B RO dmz*

[RIBIR 192.168.75.99
HREHIR 192.168.76.99
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Add NAT Rule
NAT Rule: Auto NAT Rule
Type: Static

Ttn

Available Interface Objects &
] Search oYy name

ity outside_zone

Add to
Source

2% dmz_zone
']

asw Mside_zone

sa% Groupl

daw Group2

Source Interface Objects (1)

" ;
sna Nside_zone

Destination Interface Objects (1)

G J isa dmz_zone

Add MAT Rule
NAT Rule: Auto NAT Rule w

Static v =

Type:

Original Packet

Original Source:™® obj-192.168.75.99

Onginal Port: TCP w

Translated Packet

Transtated Source:

v @

Translated Port:

Address il

I obj-192.168.76.99 I




Add NAT Rule

MAT Rube: Auto NAT Ruba »

Type: S1a T v | F

r Falithrough to Inteface PAT{ Destinatian Interface)
e

[ Net to Net Mappng

[ Do not proxy ARP on Destination Interface
r- Perform Route Lookun for Destimation Interface

B=%  SRUOBEMR.

1 Sth.. 5 nsde_zone I outside_zone Met_192.168.75.0_24bes net_1001.1.0_24bas Wt _L92.108.75.0_245 naet_1001.1.0_24bas
h o - = - E

2 & Sta.. & nsde_zone I dmz_zone 58 Host-A B Host-B

3 - Dy.. 5 osde_zone I, outside_zone [ MNet_192.168.75.0_24bes ‘ Irteiface

¥ Auto HAT Rules
# I '. Sta.. I nsde_zone L dmz_zone 8 ob0-192.108.75.99 "om-wz.lw.m.w I

* HAT Rides Adver

ISIF -

<ttroot>

firepower#
show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface
!

obj ect network obj-192.168.75.99
nat (inside,dnz) static obj-192.168.76.99 dns



<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits

translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Aut o NAT Policies (Section 2)
1 (inside) to (dne) source static obj-192.168.75.99 obj-192.168.76.99 dns
translate_hits = 0, untranslate_hits = 0

{# Fpacket-traceri# TR :

<#root>
firepower#

packet-tracer input inside tcp 192.168.75.99 1111 192.168. 76. 100 80

Phase: 1

Type: CAPTURE

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.100 using egress ifc dmz

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

destination stat



access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434

access-1list CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:

Phase: 6
Type: NAT
Subt ype:
Resul t: ALLOW
Config:
obj ect network obj-192.168.75.99
nat (inside,dnez) static obj-192.168.76.99 dns
Addi tional Information:
Static translate 192.168.75.99/1111 to 192.168.76.99/ 1111

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 10

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION
Subtype:

ResuTlt: ALLOW



Config:
Additional Information:

New flow created with id 7245, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow
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BIELLT ZRELENAT :

NAT #y FZINATH N
NATZEH A

1A FE BB 3%

KR O &R+

BiriEO dmz*

R IR 192.168.75.0/24
HRERNIR 192.168.76.20-22
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Add NAT Rule

NAT Rule: Manual NAT Rule bl Insert: In Categorny ¥ | NAT Rules After »

Type: Dynamic -~ | Enable

Dascription:

L ETE e Translation  PAT Pool — Advanced

Avallable Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

4, Search by name inyinside_zone 5 B i dmz_zone ]

iuw DUtside_zone

sen dmz_zone Add to
a | Source
inw inside_zone .
iaa Groupl

ik Groupd

Add NAT Rule X

NAT Rule: Manual NAT Rule v Insert: In Category ~  NAT Rules After »
Type: Dynarmic ¥ | | ¥ Enable

Description:

Interface Objects PAT Pood  Advanced

Original Packet Translated Packet
Onginal Source:*® Net_192,.168.75.0_24bits |3 Translated Source: Address hd

Original Destination: Address w

¥ i@ Translated Destination: >

Original Source Port: Rl | Translated Source Port: b

€ © © ©

Original Destination Port: | @ Translated Destination Port: w

% =% : M Include Reserver Ports /g FIFlat Port Range , RFFERAEANER(1-65535) ( tIAFT
)

Add MAT Rule TX
NAT Rule: Manual MAT Rule e Insert: Ini Category ¥ | NAT Rules After b

Type: Dynamic ¥ | | ¥ Enable

Descrption:

Interface Objects  Trenslation WUGYRETE N Advanced

IF Enable PAT Poal I

PAT: Address vl ige-192.168.76.20-22 v 2

I Use Round Robin Alocation

™ Extended PAT Table

P Fiat port Range

F Indude Resarve Ports

%EZ’F . %%ﬂﬂﬁﬁf\o
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# Diection  T..  Seerce Destination  Original Ciriginal Oruginal Transiated Translated Translated  Options
Tnterisoe .. Enterlace Ob_.  Seuries Dsestinations. Serves  Sewies Iestinations Servioes
T HAT fubes Before
- . zore g = e | s g e . 4 i
- B Heata = L L i
- P P L L @ I~ -1 1

¥ Auto HAT Hules
] # 51 1y nsde_pone 5 dmz_tone g obi-192.168.75.99 & obg 19E 168.76.99 @) Drsotrue 78

T ORAT fules ARer

aas

IS -

<#root>
firepower#

show run nat

nat (inside,outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination static n
nat (inside,dmz) source static Host-A Host-B

nat (inside,outside) source dynamic Net_192.168.75.0_24bits interface

!

object network obj-192.168.75.99

nat (inside,dmz) static obj-192.168.76.99 dns
|

nat (inside,dne) after-auto source dynam c Net_192. 168. 75. 0_24bits pat-pool range-192.168.76.20-22 fl at

MNEEIER S :

<#root>
firepower#

show nat

Manual NAT Policies (Section 1)

1 (inside) to (outside) source static Net_192.168.75.0_24bits Net_192.168.75.0_24bits destination stat
translate_hits = 9, untranslate_hits = 9

2 (inside) to (dmz) source static Host-A Host-B
translate_hits = 26, untranslate_hits = 26

3 (inside) to (outside) source dynamic Net_192.168.75.0_24bits interface
translate_hits = 98, untranslate_hits = 138

Auto NAT Policies (Section 2)
1 (inside) to (dmz) source static obj-192.168.75.99 0bj-192.168.76.99 dns
translate_hits = 1, untranslate_hits = 0

Manual NAT Policies (Section 3)
1 (inside) to (dne) source dynami c Net_192.168. 75.0_24bits pat-pool range-192.168.76.20-22 flat include-
translate _hits = 0, untranslate hits = 0



Packet-tracer3& i :

<#root>
firepower#

packet-tracer input inside icnp 192.168.75.15 8 0 192.168.76.5

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.76.5 using egress ifc dmz

Phase: 4
Type: ACCESS-LIST
Subtype: Tlog
Result: ALLOW
Config:
access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434434
access-1ist CSM_FW_ACL_ remark rule-id 268434434: ACCESS POLICY: FTD5506-1 - Default/1
access-1ist CSM_FW_ACL_ remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE
Additional Information:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5
Type: CONN-SETTINGS

Subtype:

Result: ALLOW
Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

service-policy global_policy global
Additional Information:



Phase: 6

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside,dnz) after-auto source dynam c Net_192.168. 75. 0_24bits pat-pool range-192.168.76.20-22 flat
Addi tional |nfornation:

Dynamic translate 192.168.75.15/0 to 192. 168. 76. 20/ 11654

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9
Type: INSPECT
Subtype: np-inspect
Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect icmp
service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat (inside,dmz) after-auto source dynamic Net_192.168.75.0_24bits pat-pool range-192.168.76.20-22 flat
Additional Information:

Phase: 12

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: IP-OPTIONS
Subtype:

Result: ALLOW
Config:



Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 7289, packet dispatched to next module

Result:
input-interface: inside
input-status: up
input-line-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow
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Overview Analysis Policies Devices Objects | AMP Jeploy System

Configuration Users Domains Integration Updates Licenses v Health * Monitor Mo

Advanced Troubleshooting

FTDS506- 1
File Download ASA CLI
Command show w Parameter nat pool 1
Output UDP PAT pool inside, address 192.168.75.6, range 1-511, allocated 2

UDP F’.ﬁ.T |:H:|c-| II'I5-'Il:f'E_. add‘ress 192 153 756, range 512 1023, a“l:H:EI'LEd 1

ICMF PAT poaol l:fmz range- 192,168, ?6 20- 22 address 192 168.76. .'-!I} range 1-65535,
allpcated 1

x : STOe I- 511, onocared 3
UDP PAT pool uulsrde a-:ldre 55 192 1&8 ?? Er range 512-1023, allocated O
UDP PAT pool outside, address 192.168.77.6, range 1024-65535, allocated 3

2 I Exacuta Back
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