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ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTRBELE,

HRER

. EHFTDIREZMWFPRO300L , BAINEFMES XIFRA LEENAENEE,

- NFEE & E6.2 5 A

- U OBE48GIR N R R HIEEER . XN THRERESR | LEEREAFirepower 9300 E Rt 175 8F

BE.
- AXEFREANSEED  EEEOR
- EREOSBAKRTHNMERE

Aol
R&E

SSP

FTD1| |FTD2 FTD3

P05.201 Switch Fabric

5 192.168.75.x (Trident)

FTD_cluster
P05.210 [_\’
192.168.76.x =%

ES1.AFTDRB RS EEN
ESER :

HIERSER, B OANEENERD.
BARSE

S SIRI O EERIR D,

EHEHED , BUMBEFFPRIZOVNEESEEASMEBENRXIT <,

i%£#2Add Port Channel AL TSI ZHWIR A BERED :

¥ AEEID 5
E%ii] iz
enable Yes

RARID Ethernet1/3. Ethernet 1/4




EEOKUREEE , BT,

Add Port Channel
Port Channel ID: | § ble

Type: Data o

Speed: 1gbps w

Available Interface Member 1D

|4 search [ Ethernet1/3 5

| Ethernetl/2 7] Ethernet1/4 ¥
Ethernetl/3
Etherneti/4

| Ethernetl/s

| Ethernet1/6

7] Ethernetl/7 Add Interface

| Ethernetl/8

| Ethernet2/1

| Ethernet2/2

| Ethernet2/3

| Ethernet2/4

| Ethernet3/1

| Ethernet3/2

o ] o

SH2 SBREEEO,
Einterfacesit M+ L |, %R ZEND |, 2HEditH B EManagement Type#EQ,

B HOKREFEE , AT,



Edit Interface - Ethernetl/f1 7K
NBmia: Ethernetl/1 [ERjEnable
Typa: mgmi -
Gpead: Lghps -
[#] 4 Cancel
SIRIBIBREREHISEKED,
BHERINEOEE ZY , AEFEAXESHUE— MR OEERED , WEFR.
U% O&EEID 48
3] £
enable Yes
B RID -
Add Port Channel Tix
Port Channel ID: | 43 -+
Type: Cluster -
Spead: 1gbps il
Available Trterface Member 10
% Search
| Bthernetl)2
| EthermietlSs
| Ethernet 156
||| Etherneel/7?
| Ethermet /8
7] Ethernesa/1 Add Interface
T Ethernet2f2
||| Ethermet2/3
| Ethernet4
| Bthernetds1
|| Bthernetdy2
| Etharnetds3
|| EBthermetd/4d
] Cancel

£52.0|2FTDEE

EFEX :



BIRFTDERRZ,
FRRA R
SB1.SMZELogical Devices , A5 % HAdd Devicei&f,

BIZFTDES , MR :

BER FTD_cluster
EiR B RIFirepower B i Bh 1
RS AR A 6.0.1.1213
REEKX 3 :c3
ERNig® , R EOK, WEFR.
Add Device
Device Name: FTD_cluster
Template: Cisco Firepower Threat Defense V¥
Image Version: | 6.0.1.1213 i
Device Mode: Standalone @ Cluster
| OK Cancel

SER2.BEMIEBFTDES.
BIBFTDIREZE , RESNEEEMEIProvisioning- device_name& O,

REREBIRUGHEE , MEFR.
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Provisioning - FTD_thster bt
Clustered | Cisco Firepower Threst Defesse | 6.0.1.1213

| Duka Parts
(3L L HIF]

Fisereel LS

]
FET—
Eitwered LB
Eiraeraids] n

FTD - &0.1.1313
Frrarands) Serwty Sode L2)

Errarradid

Ebrurity Hodale Appi e Wi it AP ey Mg et Pt Wt
J My Mk | (2] [ (FI%!

FEAXE L BRBFTDEREEERI+ , MWEAFT.

HEAEWN FTD_cluster
EEENO AARR#EEO1/1



Security Module(SM)

Interface Information

Cluster Key:
Cluster Group Name:

Management Interface:

Cisco Firepower Threat Defense - Configuration 7
|| Cluster Information | Settings Interface Information  Agreement

Security Module-1,Security Module-2,Security Module-3

FTD_cluster

Ethermat]lf1 w

i Canoe

=

X LiE BREBFTDRERI+ , MEFT.

E A 2 4R

TR
Firepower& I H/0\P
B3R

B K IERE

DNS Servers
TEREENA
EH4ED0

EHE123

10.62.148.73

cisco.com

BEH

173.38.200.100
ksec-fprok-1-1-3.cisco.com

%




Custer Information | Settings

Cisco Firepower Threat Defense - Configuration

Interface Information  Agreement

Registration Key:
Password:

Firepower Management
Center [P:

Search domainsg:
Firewall Mode:
DS Sorvers:

Fully Qualified Hostname:

Eventing Interface:

10.62.148.73

CESCIDL O
Routed
173.38.200.100

ksec-fprok-1-1-3.csc0.com

(o] 4

Cancel

T

x

FAXECBRBFTDEOGEERT+ , MWEAT.

31 2 A
RELER1
EEP
R 4% 8 15
BES
REWR2
EEIP
W 4& #8175
BES
RELWR3I
EEIP
R 4% 55
BES

RIPv4

10.62.148.67
255.255.255.128
10.62.148.1

10.62.148.68
255.255.255.128
10.62.148.1

10.62.148.69
255.255.255.128
10.62.148.1




Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information  Settings | Interface Information | Agreement

Address Type: IPv4 anly .
Security Module 1

IPvd

Management IP: 10.62.148.67
Network Mask: 255 255,255,128
Gateway: 10.62.148.1
Security Module 2

[Py

Management 1P: 10.62, 148,68
Metwork Mask: 255.255,.255,128
Gateway: 10.62.148,1
Security Module 3

[Py

Management 1P: 10.62. 148,69
Nebtwork Mask: 255,255,255, 128
Gateway: 10.62.148,1

Ok Cancal

BZPUCRIMF LN, REETBE", WEFITR.



Cisco Firepower Threat Defense - Configuration * X
Cluster Information  Settings  Interface Information | Agreement

End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. IT IS VERY IMPORTANT
THAT YOU CHECK THAT YOU ARE PURCHASING
CISCO SOFTWARE OR EQUIPMENT FROM AN
APPROVED SOURCE AND THAT YOU, OR THE ENTITY
YOU REPRESENT (COLLECTIVELY, THE
"CUSTOMER") HAVE BEEN REGISTERED AS THE END
USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAVE NO
LICENSE TO USE THE SOFTWARE AND THE LIMITED
WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU
HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-S8UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC, ("CISCO") IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU PURCHASED THE SOF TWARE

[ a P T T TR R T ot T T A P T P i BT e S T
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System  Tosls Help BT
Pravisioning - FTD_cluster E Caroel

Clustered | Cisco Firepawer Threat Defenss | 6.0.1,1313

channdis

Etheraat2ld m

FTD - 6.0.1.1313
Etharsatl)]

Serurty Module 1.1,1

Py
L]

d  Secunty Modus 1 FTD [T EEFiL] 10.62 148 67 1062 148.1 Ermarmatif1

i Security Moduis T Fo [T EEEiL] LEEREC T 35 82 148.1 Erhaimat/f1
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IS

- MFPR9300 GUI , #1E 7R,

Overview Interfaces WL ISIN=RIYILEY Security Modules  Platform Settings System  Tools Meip admin

& FAeest 2 Asd Deven
= FTD_chuster Clusteres Status: ok . F 3. =
Security Medule Application Version Management 1P Gartevary Management Port Status
= Secwirty Module 1 FTD 6.0.1.1213 10.52.148.57 10U62.148.1 Etrsrnat)1 [ e— L ]
Ports:
fus - in-cluster
Dista Inbesfaces Pt -channels ant [P : 10,82.148.67
prirmany
Cluster [nterfaces: Pavt-channel4s TR T a8 T
BZadotha- Sda0- 1 Tel-af 1 o-otdbil laat 1
< Secwity Module 2 FTD 6.0.1.1213 10.52.148.58 10062148 1 Etrsrnet)1 @ criine L]
Ports: Attribates:
i Th-CIiater
Data Interfaces Peri-channel5 1P : 10uB2. 14888
SRy
Cluster [nterfaces Past-channelaB Pt U 140, T
B2 1.3 P -Saal)- 1 1 - Fit-pdnbiddibe 1 0
4 Secwity Module 3 FTo E0.1.1213 10.63. 14860 10L62.148.1 Eifwrnetls1 @ criine L
Ports Attt
(TR
Data Inberfaces Powt -channal$ nk 1P {1000 VA0
SOy
Clustar Intarfaces: Past-channalan s TR AT 1407y
D BebACEON Saall 1t eb BAOD 05 A0

- MFPR9300 CLI

FPROK- 1- A#
FPROK- 1- A# scope ssa
FPROK- 1- A /ssa # show app-instance

Appl i cation Nane Slot ID Admin State Qperational State Runni ng Version Startup
Version Cluster Qper State

ftd 1 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213
In Cluster

ftd 2 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213
In Cluster

ftd 3 Enabl ed Onli ne 6.0.1.1213 6.0.1.1213

In Cluster

. MLINA(ASA)CLI

firepower# show cluster info
Cluster FTD cluster: On
Interface node: spanned
This is "unit-1-1" in state MASTER
1D 0

Ver si on
Seri al
CCL IP

No. :

9.6(1)
FLML9216KK6
127.2.1.1

CCL MAC 0015. ¢500. 016f
Last join : 21:51:03 CEST Aug 8 2016
Last leave: NA
O her nenbers in the cluster:
Unit "unit-1-3" in state SLAVE
1D 1
Ver si on 9.6(1)
Seri al FLML9206H7T
CCL IP 127.2.1.3
CCL MAC 0015. ¢500. 018f
Last join : 21:51:05 CEST Aug 8 2016
Last leave: NA
"unit-1-2" in state SLAVE

No. :

Uni t



1D 2

Ver si on 1 9.6(1)

Serial No.: FLML9206H71
CCL IP 00 127.2.1.2

CCL MAC : 0015. c500. 019f

Last join : 21:51:30 CEST Aug 8 2016
Last | eave: NA

firepower# cluster exec show cluster interface-mode
cluster interface-node spanned

unl t_l_3- R S O S O O S

cluster interface-node spanned

unl t_l_2- R S O S S S O S G S S O

cluster interface-node spanned
firepower#

firepower# cluster exec show cluster history

From St ate To State Reason

21:49: 25 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 18 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:51: 03 CEST Aug 8 2016
ELECTI ON MASTER_POST_CONFI G Enabl ed from CL

21:51: 03 CEST Aug 8 2016
MASTER_POST_CONFI G~ MASTER Mast er post config done and waiting for ntfy

unl t_l_3- R O S S S

From St ate To State Reason

21:49: 44 CEST Aug 8 2016
DI SABLED DI SABLED Di sabl ed at startup

21:50: 37 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:50: 37 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 46 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 46 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage



21:50: 51 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 51 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 56 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 56 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 04 CEST Aug 8 2016
ONCALL SLAVE_COLD Recei ved cl uster control nessage

21:51: 04 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51: 05 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFI G Sl ave application configuration sync done

21:51: 17 CEST Aug 8 2016
SLAVE_CONFI G SLAVE_BULK_SYNC Configuration replication finished

21:51:29 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

unl t_l_2- R S O S

From State To State Reason

21:49: 24 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 16 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CLI

21:50: 17 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 21 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 21 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 31 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage



21:50: 31
ELECTI ON

21: 50: 36
ONCALL

21: 50: 36
ELECTI ON

21:50: 41
ONCALL

21:50: 41
ELECTI ON

21:50: 46
ONCALL

21:50: 46
ELECTI ON

21:50: 51
ONCALL

21:50: 51
ELECTI ON

21: 50: 56
ONCALL

21: 50: 56
ELECTI ON

21:51: 01
ONCALL

21:51: 01
ELECTI ON

21:51: 06
ONCALL

21:51: 06
ELECTI ON

21:51:12
ONCALL

21:51:12
ELECTI ON

21:51: 17
ONCALL

21:51: 17
ELECTI ON

21:51: 22
ONCALL

21:51: 22
ELECTI ON

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

Recei ved

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

message

message

message

message

message

message

message

message

message

message

message

message

nmessage

nmessage

nmessage

nmessage

message

nmessage

nmessage

nmessage

message



21:51: 27 CEST Aug
ONCALL

2016
ELECTI ON

21:51: 27 CEST Aug
ELECTI ON

2016
ONCALL

21:51: 30 CEST Aug
ONCALL

2016
SLAVE_COLD Recei ved cl ust
21:51: 30 CEST Aug
SLAVE_COLD

2016
SLAVE_APP_SYNC

21:51: 31 CEST Aug
SLAVE_APP_SYNC

2016
SLAVE_CONFI G

2016
SLAVE_BULK_SYNC

21:51: 43 CEST Aug
SLAVE_CONFI G

2016
SLAVE

21:51: 55 CEST Aug

SLAVE_BULK_SYNC Confi gur at i

Recei ved cluster contro

Recei ved cluster contro

message

message

er control nessage

Client progression done

Sl ave application configuration sync done

Configuration replication finished

on replication finished

firepower#

£53. FFTDEF M EIFMC

EFER :
FEBERZMIFIFMC , RARRFEIAIEE,
BRRTTHR

1=

LN

FER1FEERBNIMBEIFMC, SFMChA6.3—#F |
) o HRFTDHFMCEHZI AW,

HIFLCEM —NFTDIRE ( BWHAANEIRE

BERFMCHEMERE>RETE BRI+ , AR HBPINRE.

FRBRGHRFTRAIZERME —NBEIEE
¥ #“Register(GEA) 7 18 5E A o



Add Device T X

Host: 10.62.148.67
Display Name: FTD1
Registration Key: cisco

Group: None

Access Control Policy: § FTD9300

Smart Licensing
Malware:

Threat:

URL Filtering:

» Advanced

Iﬂ On version 5.4 devices or earlier, the licensing options will need to be

specified from licensing page.
| regser | conce

IE I AR R o

o @ FTD_cluster
Cisen Firepower 8000 Series SM-36 Threat Defense Cluster

© FTD1(primary) §
[ 10.62.148,67 - Cisco Firepawer [3000 Series 5M-36 Threat Defense - v6.0.1 - routed 20 Frepower 9000 Series SM-36 Thre Base, Threst, Mabwire, URL Fiering  FTDI000

& o2 "
10.62.148.68 - Cisco Firspower 9000 Series SM-36 Threat Deforse - v6.0.1 - routed Ciseo Firepower 9000 Series 5M-16 Thre Base, Threst, Mabsare, UAL Filtering FIDSa
& rroa

(4
10,62, 148,69 - Cisco Firepawer BO0O Series 5M-36 Threat Defanse - v6.0.1 - routed Cisco Pirepower 9000 Series SM-38 Thre Base, Threat, Mabware, URL Filtering D3

£554. £FMC LB B i A @8 7820

ESFER:

NimOBEREEORE F#EO.

FRRF R

HP1.MAFMC GUIF |, 1EZ“FTD_clusterdm® &4
SMEEORTF , AFETHFMEO>FEO , WEFTR.



Owerview Analysis Policies m Dhbjects AMP

FTD_cluster
Cieco Pirmpower S000 Saries $M-36 Thraat Deferne

Cluster  Devices Routing NAT @ Inline Sets DHCP
=

EAXEFAFEREE —MNFED. EROKUNAER , MEMMTR.

A A EB

General &M+

O % ABES
+3##0OID 201

VLAN ID 201

IPV4iE TR F

PR ERRBAIP

IP Address 192.168.75.10/24

Add Sub Interface

Name: Inside Enabled

Security Zone: w

Description:

IPvé  IPv6  Advanced

MTU: 1500 Lo m 2LLL

Interface *: Port-channelS v Enabled
Sub-Interface ID *: 201 (1 - 4294967295)

VLAN ID: 201 (1 - 4094)

OK

Cancel




Add Sub Interface

oK

Name: Inside Enabled

Security Zone: v

Description:

General IPvé  Advanced

IP Type: Use Static IP i

IP Address: 192.168.75.10/24 eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

Cancel

FRAXLFAEEEESE -NTFEN,

Z H\ER

General &I+

O i O BES
F#0OID 210

VLAN ID 210

IPv4i& I+

IP3E A FEABSIP

IP Address 192.168.76.10/24

BHOKELBIZE 720, #iSave , AAEDeploy changes to the FTD_cluster , 1B AT Ro

ISAIF -




Overview Analysis Policies slST=0 Objects AMP

Device Management HAT VPN Platform Settings

FTD_cluster D cances

Cison Firepower 9000 Series SM-36 Threst Deferse
Cluster Dewices Routing NAT m Inline Sets  DMHCP

Lagical Mame

Security Zome Mac Addrews Active Standby} 1F Address

[ Etharneti/a diasgricmsti Physical
|l Pert-ch
’H‘ Part-ch

£S5 R ERERESE

EFER :

BIEFBRARER B ENZ RIHERE,

BRITR

SR1IEMBEEFRZ LAERR.
SHETRRBLINAASAICLI , 3 ERFIS 5B O B R HIR,

firepower#

firepower# cluster exec capture capi interface inside match icmp any any
unl t_l_ 1(L(I:AL) EEE R I I R I I R R R I R I R R I R R I I I S I 2 I I S R I kI

unl t_1_3- R R b S R R R S b S R R ok S R R Rk kR R Sk ok R R R kR R R

unl t_1_2- R R b S R R R S b S S R R ok O R R Ik kS R R Sk kR ok S R T b

firepower#

firepower# cluster exec capture capo interface outside match icmp any any
unl t_l_ 1(L(I:AL) R I R R I I R I I I I I R R S I R R I R R I I I S I I I I S I I S I

unl t_1_3- R R b S R R R S b S R R ok S R R R Rk Sk Ik b S S R Rk S ok S R O

unl t_1_2- ER R I O S S O S S S R O I
firepower#

ISAIF -

firepower# cluster exec show capture

Uﬂl t_l_ l(LCx:AL) EIE R R R I R R I S R S R R S I R

capture capi type rawdata interface Inside [Capturing - 0 bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

unl t_l_3- R b O O S kR S

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any



capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match icnp any any

unl t_l_2- R S O S O O O

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

FIR2. ANVMAITFVM23 1T ping il i

M4 BRI, ENREREHRB L

firepower# cluster exec show capture

unit_l_l(ch:AL):******************************************************

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

unl t_l_3- R R O b S kR Ik kR Rk O R R O

capture capi type rawdata interface |Inside [Capturing - 752 bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - 752 bytes]
match icnp any any

unl t_l_2- R R O bk S R Sk kR Rk I O Rk O

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

BT TUARERERE EHNBIRRE L -

firepower# cluster exec unit unit-1-3 show capture capi

8 packets captured

1: 12:58:36.162253 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

2. 12:58:36.162955 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

3. 12:58:37.173834 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

4. 12:58:37.174368 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

5. 12:58:38.187642 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

6: 12:58:38.188115 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

7. 12:58:39.201832 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

8. 12:58:39. 202321 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

8 packets shown
firepower# cluster exec unit unit-1-3 show capture capo
8 packets captured

1: 12:58:36.162543

802. 1Q vl an#210 PO 192. 168. 75. 100 > 192. 168.

76.

75.
76.

75.
76.

75.
76.

75.

76.

100:

100:
100:

100:
100:

100:
100:

100:

100:

i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:

i cnp:

echo

echo
echo

echo
echo

echo
echo

echo

echo

reply

reply

reply

reply



request

2: 12:58:36.162894 802.

3: 12:58:37.174002 802.
request

4: 12:58:37.174307 802.

5: 12:58:38.187764 802.
request

6: 12:58:38.188085 802.

7: 12:58:39.201954 802.
request

8: 12:58:39.202290 802.

8 packets shown
firepower#

1Q vl an#210
1Q vl an#210

1Q vl an#210
1Q vl an#210

1Q vl an#210
1Q vl an#210

1Q vl an#210

TREESE , AT - TMBREIR

firepower# cluster exec no capture capi
unl t_l_ 1( L(IAL) R S S IR S S S S S S I I I R S S I R R I R S I I S I I S I I kS R S

PO
PO

PO
PO

PO
PO

PO

192.
192.

192.
192.

192.
192.

192.

168.
168.

168.
168.

168.
168.

168.

76.
75.

76.
75.

76.
75.

76.

100
100

100
100

100
100

100

192.
192.

192.
192.

192.
192.

192.

168.
168.

168.
168.

168.
168.

168.

uni t_1_3- ER R O O kO O

uni t_l_z- ER R O O kS O R O O O O O O O

firepower# cluster exec no capture capo
unl t_l_ 1( L(IAL) R S R S Sk I I S S I S b S I I S I R I S I R R I R R I I S I I S Sk S S I S S

uni t_1_3- ER R O O ok S S O O S S O I O O O

uni t_l_z- ER R O O kS S O R o S O I O

FB|IMVM2 T X HFIVM1,

VMATIELE N FTPRRSS 2R , VM2TIEL & N FTPE F .

ERLLT A B QI ZH IR

75.
76.

75.
76.

75.
76.

75.

100:
100:

100:
100:

100:
100:

100:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:

echo
echo

echo
echo

echo
echo

echo

firepower# cluster exec capture capi interface inside match ip host 192.168.75.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk I b R b O o R SRR I kO bk R R R O kS R

unl t_1_3- R R bk kR R R Rk kO R R Rk kO R S

unl t_1_2- R R I bk S R R R Rk kO kO R R Rk R R R kI Rk kb

firepower# cluster exec capture capo interface outside match ip host 192.168.775.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk b R b R R I b Sk b b R IR R b Sk kb o O R

unl t_1_3- R R I bk kR R R Rk kO kO R R Rk R R kR Sk kb

unl t_1_2- R R bk S R R R Rk kS kb O R R SRk Ik kb S kS R Rk kO b o

£ FFTPE P im R X MVM2 T8 EIVM1,

reply

reply

reply

reply



& Zshow conn#i H :

firepower# cluster exec show conn all

Unl t_l_ 1( L(I;A\L) EE IR R R I I S R R Rk I R R S I I I I R R I R R S R R S I S S R R S S I R Sk S 2
20 in use, 21 nost used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 52 nost used

centralized connections: 0 in use, 6 nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:32, bytes 665, flags
UIOeN

UDP cluster 255.255.255.255:49495 NP Identity Ifc 127.2.1.1:49495, idle 0:00:00, bytes
17858058, flags -

TCP cluster 127.2.1.3:10844 NP ldentity Ifc 127.2.1.1:38296, idle 0:00:33, bytes 5496, flags
U

TCP cluster 127.2.1.3:59588 NP ldentity Ifc 127.2.1.1:10850, idle 0:00:33, bytes 132, flags UO

unl t_1_3- R R b R R S Rk e b ok S R R S ok S S S S IR R Sk e b ok S R R

12 in use, 16 nobst used

Cluster:

fwd connections: 0 in use, 4 nost used

dir connections: 1 in use, 10 nost used
centralized connections: 0 in use, 0O nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:34, bytes 0, flags vy
TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.3:48493, idle 0:00:52, bytes 224, flags U

TCP cluster 127.2.1.1:64070 NP ldentity Ifc 127.2.1.3:10847, idle 0:00:11, bytes 806, flags UO

unl t_1_2- R R b R R S S R e e b ok R IR R S ok S b S S IR R Sk e b ok S R O R

12 in use, 15 nobst used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 3 nbst used
centralized connections: 0 in use, O nost used

TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.2:64136, idle 0:00:53, bytes 224, flags U

TCP cluster 127.2.1.1:15859 NP ldentity Ifc 127.2.1.2:10847, idle 0:00:11, bytes 807, flags UO

£ RERHE

firepower# cluster exec show cap
unl t_l_ l( LCX:AL) B R R R I R R R S R I O T

capture capi type rawdata interface Inside [Buffer Full - 523954 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524028 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100

unl t_l_3- R IR O bk S R O R R Sk R R R Rk O

capture capi type rawdata interface Inside [Buffer Full - 524062 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524228 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100



unl t_l_2- R S S S

capture capi type rawdata interface Inside [Capturing -

match i p host 192.168.75. 100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match i p host 192.168.75. 100 host 192.168. 76. 100

MY EERUIER R

ETES , BB FFPRI300 L EB/2MROEIE ( 8M48 ) W3R TER, BHIRFEASA, B
EFTDMEA TREHENSS. FELANER—RR , RERIMERER  EMNBRAES
, AR -1 ERRE:

Overview Interfaces QIGLITEINIIUTLEEN Security Modules

Logical Device List

- ASA

Security Module
Security Module 1

Ports:

Data Interfaces:

Cluster Interfaces:

Security Module 2

Ports:

Data Interfaces:

Cluster Interfaces:

Security Module 3

Ports:

Data Interfaces:

Cluster Interfaces:

Clustered Status:ok
Application Version Management IP
ASA 9.6.2.7 0.0.0.0

Attributes:
Cluster Operational Status:
Management IP VIRTUAL |

Port-channels
Cluster Role
Port-channel48 Management URL

Management IP

ASA 9.6.2.7 0.0.0.0

Attributes:
Cluster Operational Status:
Man ment IP VIRTUAL
Port-channelg anagement 1RTU
Cluster Role
Port-channel4s Management URL

Management IP

ASA 0.6.2.7 0.0.0.0

Attributes:
Cluster Operational Status:
Management IP VIRTUAL
Cluster Role

port-channels
Port-channel48 Management URL

Management IP

Platform Settings

0 bytes]

t Port

0.0.0.0

in-cluster

10.111.8.206

* master

hitps://10.111.8.208/

:10.111.8.193

0.0.0.0

in-cluster

:10.111.8.206

: slave

- hitps:/10.111.8.206/
©10.111.8.188

0.0.0.0

in-cluster

110.111.8.206

slave
https://10.111.8.208/

:10.111.8.180

Ethernetl/1

Ethernetl/1

Ethernetl/1

Status

@ online

@ online

@ online

System Tools Help admin

& Refresh | &) Add Device



Overview Interfaces Logical Devices Security Modules Platform Settings : Help admin

Packet Capture

Save and Run Save || Cancel

ASA Session Name* ARP

Selected Interfaces ~ Ethernetl/s

Ethernet1/1 |

)] Buffer Size 256 MB bl
Ethernetl/8 |
(Portchannel48) | Snap length: 1518 Bytes

Fthernet1/7 | Store Packats | overwiite  [[JEFERRIE

(Portchannel48) |l

Ethernet1/6 |
( J
(Portchannel48) —2-J Capture Filter Apply Filter Capture All
Ethernet1/S | o
(Portchannel4g) | ASA
Ethernetl/9, Ethernetl/10, Ethernetl/11,
Ethernet1/4 1 Ethernetl/12, Ethernet1/13, Ethernetl/14

(Portchannelag) )|

Ethernetl/3 |
(Portchannelas) ]

Ethernet1/2 |
(Portchannel48) | ]

Etharnet2/2 |
(Portchannelg) |

Ethernet2/1 |
(Portchannel8) ]

ES6MREFTHERMNIRZ

ESEX :

BERFMCHMNEERFHIBRME RS

FRRT R

HB1. B FZFMCH S EDevice > Device Management,

KRENRZZLRBREERSR , EFTR.

B FTD_cluster
Ciseo Fireperer 9000 Series SM-36 Threat Defense Cluster « O

&) FTDA{prirmary)

] -
10.62.148.67 » Cisca Firepawer S000 Series SM-36 Threat Defense - v6.0.1 - routed P50 FireRcwer 3000 Series SM-36 Thre Base, Threat, Malware, URL Fiening D200

& rro2 " -
48,82, L4888 « Chece Firescwer B000 Baries SM36 Thrsst Deferms « vi.0.1 = 1 Ciseo Firapower 9000 Series SM-36 Thre Base, Threat, Mabware, UAL Filtering FIDSa00
“Ral:] . . "
10.83. 148,80 « Cisco Fire - Baries §M-38 Threat - Bl = poash Cisco Pirepower 9000 Series SM-38 Thre Base, Threat, Mabware, URL Filtering DE3 ]

REFETRBIAED, RERIWEIN , MEFR.

Confirm Delete

b Device “*FTDR" will be deleted from
\-!‘,J Cluster “FTD_cluster” in Firepower

Management Center but will be
avallable in Firepower Security Appliance.
Do you wank to continue?

Yeu Ha




IS

- M\FMC , 1B 7R,

‘B FTD_cluster
o Clgcn Firgpowar 9000 Sarias SM-36 Thraat Defense Ouster

FTDA [ prirmany )
10,82 148,87 - Cscolfirepower 9000 Serles S44-36 Threat Defense - vi.0.1 - routed
FToa
10,62.148.69 - CscolFirepower 9000 Senes SM-36 Threat Defense - v6,0.1 - routes

Cisco Firepower 9000 Sees 5M-36 Thre Base

Firepower 9000 Senes SM4-36 Thre Base, Threas, Malware, LEL

Thread, Malware, URL Filier

- MFXOS CLlI,

FPROK- 1- A# scope ssa
FPROK- 1- A / ssa # show app-instance

Application Nane Slot ID Adm n State
Version Cluster Qper State

ftd 1 Enabl ed

In Custer

ftd 2 Enabl ed

In Custer

ftd 3 Enabl ed

In Custer

. MLINA(ASA)CLI,

firepower# show cluster info

Cluster FTD cluster: On

Interface node: spanned

This is "unit-1-1" in state MASTER
1D 00
Ver si on 9.6(1)
Serial No.: FLML9216KK6
CCL IP 127.2. 1.1
CCL MAC 0015. ¢500. 016f
Last join : 21:51:03 CEST Aug 8 2016
Last |leave: NA

O her nenbers in the cluster:

Unit "unit-1-3" in state SLAVE
1D 1
Ver si on 9.6(1)
Serial No.: FLML9206H7T
CCL IP 127.2.1.3
CCL MAC 0015. ¢500. 018f
Last join : 21:51:05 CEST Aug 8 2016
Last |leave: NA

Unit "unit-1-2" in state SLAVE
1D 2
Ver si on 9.6(1)
Serial No.: FLML9206H71
CCL IP 127.2.1.2
CCL MAC 0015. ¢500. 019f
Last join : 21:51:30 CEST Aug 8 2016
Last |leave: NA

firepower#

Qperational State

Ol ine
Ol ine

Ol ine

AE RBMFMCKRIEM |, BRFPRI300 LAYEER R &

Brir

Runni ng Versi on Startup

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213

6.0.1.1213




ERKHS THARBEEESR
WFERM , HEREEMES
PR HERR

B 8RB X L E BV SR HEERE B

HXRfER

- Cisco Firepower8 B/ OB E ISR ATE RGNV T UATHLE :
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280,

- FXOSHIEEESRMCLIEEREMNAERAYTEUTNERE -
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.htmli#pgfld-
121950,

- BRI REARZEFROTAC)EIUHEF L ATH(LIERE , LURA T B ERIFirepower F —RZ£H
AREEAAR , SEARAXFRIAAINR
http://www.ciscopress.com/title/9781587 144806,

- X F EFirepowerf AR 48 < By Fr B BL B FN B FE HEBR B R 154 B o
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html,

- BAREZ X4 - Cisco Systems



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
http://www.ciscopress.com/title/9781587144806
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
/content/en/us/support/security/defense-center/tsd-products-support-series-home.html
https://www.cisco.com/c/zh_cn/support/index.html
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