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AR ENABARIBARBESHRAZEH , FHRRAREEEZEHNANE. HMEZERMALR
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B TFTPIRSG 88380 T BAEXRRB AR IFMAEE,

EE AT HEKCIMC, BIOSHEMEHAMH , Ea]LIER Eﬂﬂfmﬁ,&y—ﬁhf(HUU) t
AFHAREHEG, ETHREREFARNFEMAER , SR Cisco UCS E%\EIJHERE%D
Cisco UCS E%ﬁuM%ﬁ"ﬁ%liﬂ’ﬂiﬂﬂﬂ?ﬁﬁﬁf?ﬁﬁ??aﬁ“ﬁ 7 W Upgrading the Firmware
on Cisco UCS EX ¥R 28 AR E 4.
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FireSIGHT VM 172.16.1.9

ISR-4451

L2 Switch
Laptop 172.16.1.2 1
IDS Mode packet} CIMC 172.16.1.8
redirection : ESXi 172.16.1.10

P

FirePOWER Sensor VM (on UCS-E) 172.16.1.6

UCS-E_LFirePOWERERFE K TERE
LT 27EUCS-ELiZ1THFirePOWERBRS B TET IR

1. BT EREMBDI/UCS-EZO#IEHEURRLE (ERTC2MGIRINEE )
2. Cisco IOS®-XE CLIBUERIEBLEERMU#THN ( MBEEOIB/NMEORNED ) .
3. EBBRCLE BB M AL TEE,

Kl CIMC
AT BMEAEECIMC,
HEEBICIMC

R AEMEZZICIMC, EAGF BT HAEBRKOTHSCIMCHERE, BWRFERAUAME
SifMIE O (TA ) EEFTINE, EEF E B HRIR R T EIThw-module subslotin © :

| SR- 4451#hw-module subslot 2/0 session imc

| MC ACK: UCSE session successful for IM
Est abl i shi ng session connect to subslot 2/0
To exit, type "a’q

pi cocomvl. 4

port is : /dev/ttyDASHL
flowcontrol : none
baudrate is : 9600
parity is : none
databits are : 8

escape is : Ca

noinit is : no

noreset is : no

nolock is : yes
send_cnd is : ascii_xfr -s -v -110
receive_cnd is : rz -vv



Term nal ready

R 1:EEY | HiafTrarq.

B 2:BIABAF | Radmin , B3 N <password>, HZBEBENSENTANR

. https://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/e/3-1-

1/gs/quide/b _Getting Started Guide/b 3 x Getting_Started Guide appendix 01011.htmI#G
UID-73551F9A-4C79-4692-838A-F99C80E20A28

AcECIMC

ERUTERTACIMCHEE :

Unknown# scope cimc

Unknown /cint # scope network

Unknown /cint/ network # set dhcp-enabled no

Unknown /cintc/network *# set dns-use-dhcp no

Unknown /cint/network *# set mode dedicated

Unknown /cinc/network *# set v4-addr 172.16.1.8
Unknown /ci nt/ network *# set v4-netmask 255.255.255.0
Unknown /cintc/network *# set v4-gateway 172.16.1.1
Unknown /cint/ network *# set preferred-dns-server 64.102.6.247
Unknown /cint/network *# set hostname 4451-UCS-E
Unknown /ci ntc/ network *# commit

B BRIZTcommitis S UREER,

AR FATERON  ZEXRENT A,

1= 1Tshow detailfi & LA IE ¥ 4R B :

4451- UCS-E /cint/ network # show detail
Net wor k Setti ng:

| Pv4 Address: 172.16.1.8

| Pv4 Net nask: 255.255.255.0

| Pv4 Gateway: 172.16.1.1

DHCP Enabl ed: no

otain DNS Server by DHCP: no
Preferred DNS: 64.102.6.247
Alternate DNS: 0.0.0.0

VLAN Enabl ed: no

VLAN ID: 1

VLAN Priority: 0

Host nane: 4451-UCS-E

MAC Address: E0:2F:6D:E0:F8:8A
NI C Mbde: dedicated

NI C Redundancy: none

NI C Interface: console

4451- UCS-E /ci nt/ network #

M EBR BB CIMCHIWeb R E , ERIAAFBNBBNMEM R, MIAAFBEMBDR

. username : admin


https://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/e/3-1-1/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_appendix_01011.html#GUID-73551F9A-4C79-4692-838A-F99C80E20A28
https://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/e/3-1-1/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_appendix_01011.html#GUID-73551F9A-4C79-4692-838A-F99C80E20A28
https://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/e/3-1-1/gs/guide/b_Getting_Started_Guide/b_3_x_Getting_Started_Guide_appendix_01011.html#GUID-73551F9A-4C79-4692-838A-F99C80E20A28

. B <BE>
c

€« https://172.16.1.8

sl Cisco Integrated Management Controller
Cisco 4451-UCS-E

Usemame: ELili]

Version: 2.1(1.20130726203500)

RIESXi

EXCIMCHAFAMEE , BuUEESHEPERWELURE, £ 1“‘Launch KVM Console()8 35
KVMiZEH &) B#R , Bifi“Add image ( RINBRR )" , ARIFFESXi ISOBE AELNR :

& C B bwps//172.16.1.8/index.htm

Co egrated Manageme D BHEr ~ - I Lagged a
0
Out
Overall Server Status & LA 8 W 0
aﬁwd Server SUH Launch KVH chs:lel
Server M;in Actions Server Properties =
& Product Name: E1408
Summary -1 Pcwer On Sarver :
Serial Number: FOC17513BQL
Invenbny Y Power off Server PID: UCS-E1405 M1/K9
RA
o ¥ shut Down server UUID: FOF7551 JEDE- 100
Sensors ’
sl BIOS Version: UCSES.1.5.0.2 (Build Date: 05/15/2013)
System Event Log ) Power Cycle Server s
Remocte Presence n Hard Reset Server 2 PUos! I
Rios 85 sunch kum Cansole Server Status
Power Policies i
ralts  Lock Front Panel Power Button Foacsiacii 0
o Semmney Overall Server Status: | Good
Host Image Mapping @ Lock Front Panel Reset Button Processors: |4 Good
@ Lock 10S Configuration Changes Memory: | Good
Cisco gl g [ -(CIMC) Info
Hostname: 4451-UCS-E
1P Address:  172.16.1.8
MAC Address: E0:2F:6D:E0:F8:8A
Firmware Version:  2.1(1.20130726202500)
CPLD Version: 3.2
Hardware Version: 2 .
(Reset vaives

BHEBFARTFR | KRG 2T RIMBRE SRS E LR |, B ATR.




172.16.1.8 - KVM Console
File Help

(KvM_ | Virtual Media |

Exit |

Add Image... |

1
Remove Image... |

[
l Create Image i
|
[
|

Details |

|Virtual CD/DVD Not mapped
Removable Disk Mot mapped
Floppy Not mapped

Client View
Mapped | Read Only | Drive
| 3 < E:-CDIDVD
| ~ (=) D: - Removable Disk
o
Lookn: |7 4451 || [=][2][=] [88]3=]
[) ESXi 5.1.0.799733 custom Cisco-2.1.0.3.sg
[) ucse-huu-2.1.1.iso
0 —
Details
Target Drive | Mapped To

File Name: ESXi-5.1.0-799733-custom-Cisco-2.1.0.3.is0

Files of Type: |D!'sk image file {*.is0, *.img)

=]

Open [ Cancel l

USB Reset

ME BN TG , 2HCIMCER P APower Cycle Server AFfUCS-EE#TEH ., ESXii&EMER

TRED. TERESXiZH,

X : IDRESXi IP#ist, AFBMZEB , WEFkSE,

L% vSphereF 7 i

AT N B UM L EvSphereHF F o

T #vSphereZ F i

BEIESXiH £ A F#VSphere®F F i tEiZ T HvSphere B Fim. FHEHZREIITEN L,




/Welcome to VMware ESXi 51 \ -+

é. & https://17216.1.10

VMware ESXi 5.1

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the client and log in to this host.

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage

+ Download vSphere Client vSphere from a client machine. These
tocls can be used in shell scripts to
automate day-to-day operations.

+ Download the Virtual Appliance

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected

¢ Download the Windows Installer (exe)
* Download the Linux Instalier (tar.gz)

Web-Based Datastore Browser

failure, centralize access control, and automate system Use your web browser to find and
administration tasks. down!.cad files ll:far ex?arnp_ie, virtual
machine and virtual disk files).
« Download VMware vCenter + Browse datastores in this host's
inventory

If you need more help, please refer to our documentation library:

For Developers

* vSphere Documentation
vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in

our Forum Discussions, and view our latest
Sessions and Webinars.

s Learn more about the Web Services SDK

BZhvSphereZ %

MitEHE B vSphereE i, ERBEREIEFOEZNASBNEZBER , B



vmware

VMware vSphere’

Client

qu” In vSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
vSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.q. Site Recovery Manaqger).

To directly manage a single host, enter the IP address or host name.

To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /[Name:  [172.16.1.10 =
User name: |rnnt

I Use Windows session credentials

Login I Close Help

R WFireSIGHTEZE .U MFirePOWERR &

SERTEVMware ESXi Cisco L ZBEFireSIGHTEE /0N ERMW LR | LLEESXi LZE
FireSIGHTEE H 10

X . AT EZEFirePOWER NGIPSVIiRZH R EHEBEE A OMNIERELL,


http://www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html

£0
EXNIFUCS-EL , HOANED :

. BEEMACH I O 2 RiE R EMGI3

- E-EMIMACHEIEEE O R ETER L Gi2

- REANERAAIBED
EHRWUCS-EL , =MD .

. EEMACH IO R iR G2
- BREENERAREBEO
ISRAK EI R NUCS-EEOH 2P Hix O,

UCS-E 120SF1140SE =/ MK GBS MEEIK A :

- vmnicO 851 Zl 3% B 55 & Rk _LBYUCSEX/0/0
. vmnic1 85 23§ A 25 & #R_LHIUCSEX/0/1
. vmnic2B 5 E|UCS-ERIEIGE21E 1
- BIEREEM)% O R EEMFCIMC,
UCS-E 140D, 160DF1180DFE /M 4% EHL 2T

- vmnicO #57 El 3% A1 85 54k £ AYUCSEX/0/0,
- vmnic1 5t E #& £ 85 &4k £ AYUCSEX/0/1,
. vmnic2MR & Z|UCS-ERIFEGE2#E O,

. vminc3M T E|UCS-ERIEIGE3#E 0,

- BIEREERE M) OXREEA T CIMC,

ESXi L #yvSwitchi O

ESXi L #IvSwitchORESXi, FireSIGHTERE A/ LHMFirePOWER NGIPSVIZ &2 5MEBENERE
A, 2 HvSwitch1(SF-Inside)#vSwitch2(SF-Outside)#IProperties S {TE A E Ko



localhost localdomain VMware ESX|, 5.1.0, 799733

Performance

Events ' Permissions

(o1 e a ol L oical Users & Groups

Remove... { Properties...

Physicsl Adapters

e B vmnic2 1000 Full G

gr‘

Getting Started | Summary ' Virtual Machines ' Resource Allocation

Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
TrEmary Standard Switch
Storage Virtual Machine Port Growup

» 3 VM Network

Storage Adapters Bl | 3 virtual machine{s)
Network Adapters 4451-VMware vCenter Server Appl..

Advanced Settings
Power Management

SFS
oC

Software

VMkernal Port

[d Management Network

Licensed Features
Time Configuration
DNS and Routing
Authentication Services

Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings
Advanced Settings

Virtual Machine Startup/Shutdown
Yirtual Machine Swapfile Location

vmk( : 172,16.1.10
fedl::e22f:6dff:fee0:fo88

Standard Switc

Viruz! Machine Part Group

[ SF-Inside
=1 |1 virtual machine(s)
SFS

Standard Switch

Virtuz! Machine Port Group

L7 SF-Outside

e

Remove...

Phiysical Adsprars
B vmnico 1000 Full 3

Remove, . .

Prysical Adsprers

BB vmnici 1000 Full 3

X

= |1 virtual machine(s) | VLAN ID: 20

SF5

&

T B E RvSwitch1BIE 4 (

IR ATE R VSWitch2 VRIS TR ) -

X : FHRANGIPSVAIVLAN IDELE 74095 , IRIENGIPSVIHY | XRHEM
. http://www.cisco.com/c/en/us/td/docs/security/firepower/60/quick _start/ngips_virtual/NGIP

Sv-quick/install-ngipsv.html

g @

(2 vSwitchl Properties
Ports | Netwark Adapters |

Configuration
ﬁ vSwitch

| Summary |
120 Ports
Virtual Machine ...

[~ Pert Group Properties

SF-Inside
Mone (0)

Network Labsl:
VLANID:

Effective Polides
Security
Fromiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balancing:
Network Failure Detection:
Motify Switches: Yes
Failback: Yes

=

=]

semalrafﬁc Shaping | NIC Teaming |

—Policy Exceptions

CF Precent
I~ [accent
I~ [Accent

Promiscuous Mode:
MAC Address Changes:
Forged Transmits:

Ledle ]l

Remove

Active Adapters:
Standby Adapters:
Unused Adapters:

vmnicd
None

None

F Tasks |



http://www.cisco.com/c/zh_cn/td/docs/security/firepower/60/quick_start/ngips_virtual/NGIPSv-quick/install-ngipsv.html
http://www.cisco.com/c/zh_cn/td/docs/security/firepower/60/quick_start/ngips_virtual/NGIPSv-quick/install-ngipsv.html

ESXi EHvSwitchft BB Tk, TE , BAMBIFEDOIRE

1. B EFirePOWERI& &K E £ o
2. R mEEYR R,

3. RIRFIE =AML SRS,

4. BREBIEERECN , M TEMT :

BleP e s

etttk Ssummary ' Resource Allocation |

What is a Virtual Machine?

A virtual machine is a software computer i
physical computer, runs an operating syst
applications. An operating sysiem installe
machine is called a guest operating syster|

Because every virtual machine is an isolat
environment, you can use virtual machine:
workstation environments, as testing envir
consolidate server applications

Virtual machines run on hosts. The same
many virtual machines

Basic Tasks
[l Power Off the virtual machine

i Suspend the virtual machine
_,_.—-—'—)_'_____"—“‘\\

-
(T Edit virtual machine settings

(£ SFS - Virtual Machine Properties

Hardware } Options | Resources |

==EE e |

virtual Machine Version: 7

Device Status
[¥ Connected
¥ Connect at power on

[T Show all Devices Add... Remave
Hardware Summary
Wl Memory 4096 MB
& crus 4
Video card Video card
& VMCI device Restricted
@ SCS1 controller & LSI Logic Parallel
& Hard disk1 Virtual Disk
BB Network adapter1 VM Network
B9 Network adapter2 SF-Inside
B9 Network adapter 3 SF-Qutside

Adapter Type
Current adapter:

E1000

—DirectPath 1O
‘ Status:

Not supported @

~Metwork Connection
Network label:

| |SF-Inside

[~}

L i
SF-Outside
VM Network

Help

oK Cancel

€ FFireSIGHT &2 .Uy it FirePOWERR &

SERER PR LS ER |, LUEEFireSIGHTEE S A0 EMFirePOWERIZ % -

EE [ B i

ERALRS AIEIAR B EREIZT.

AT A A EE [ R R AR AR IR .
HUCS-E LNt MISREE [ Bl 5 B8
FERRESUEEARE :

interface G gabitEthernet0/0/1
i p address dhcp
negoti ation auto

interface ucse2/0/0
no i p address
no negotiati on auto




swi tchport node trunk

no nop enabl ed

no nop sysid

service instance 1 ethernet
encapsul ati on unt agged
bridge-domain 1

1

interface BDl 1

i p unnunbered G gabitEthernet0/0/1
end

!

utd

mode ids-global

ids redirect interface BDI1

AR RHENEZE1T3.16. 1 RHE SR |, 1§121Tutd engine advanced®s % , fF

o

BREHEGEER
EISREH AT | BTATHS UL IHHBRRLEEM :

ci sco-1 SR4451# show plat hardware gfp active feature utd stats

Drop Statistics:

Stats were all zero

General Statistics:

Pkts Entered Policy 6

Pkts Entered Divert 6

Pkts Entered Recycle Path 6

Pkts already diverted 6

Pkts replicated 6

Pkt already inspected, policy check skipped 6
Pkt set up for diversion 6

Wrir

:@1\—.[1’)\ \_/ J’)\TShOWuD g J’)\E_L'LIE/U\EIJEE

/

BEBIHE:

- show plat software utd global

- show plat software utd interfaces

- show plat software utd rp active global

- show plat software utd fp active global

- show plat hardware qfp active feature utd stats
- show platform hardware qfp active feature utd

T PEHEBR
AES R T TATHRERTHEHROEL.
5T BUE T A T debug SR HE B 40 -

- debug platform condition feature utd controlplane
- debug platform condition feature utd dataplanF# =,

xutd

A
Ap

A
ar)
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. Cisco UCS ERFIBR$ 88 MCisco UCS ERFIM & it Mol i EHERRIER

. Cisco UCS Ex 5 S5 88 M Cisco UCS ERFIM it B 5| B2 xhiRAIER — ARE4

. Cisco ASR 1000R 5 & IR H

. Cisco UCS ExJIIRZEF M Cisco UCS ERFIME I M| BN ENARSABRFAFEE — H
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http://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/e/2-0/gs/guide/b_2_0_Getting_Started_Guide/b_2_0_Getting_Started_Guide_chapter_01010.html
http://www.cisco.com/c/zh_cn/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/bdi.html
http://www.cisco.com/c/zh_cn/td/docs/unified_computing/ucs/e/2-0/huu/guide/b_huu/b_huu_chapter_010.html
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