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AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZRENERAR
wh(RIA) BRE. MRENMBLTEHIRS , FERRETRAERSHBERRE,

db =2 /=K

B =115 &
BNHEHNEAERTIE

« FMCLEZMIEH BB
- BEEREE(iso)WFTPIRS S

LT REXFHERREIRE :

« BB XEmEEAH L1600
« B XEmEE L2600



« BHREEEEH /L4600
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1. ENTRBIRRBRAAEINEE. EMEFMEE , BEFREIEZIERED,
2. RBASERESRIERE.

[

SHR1EFMBHFMCIRE
A EBEGUIHITILERE
|2 RKpy NG EEHOHIGUL,
1.5 fnElSystem > Configuration > Process,

1.2 #FReboot Management CenterfyRun Command.
GUIEFEz =6l

rthatihs F]I‘?DOWE 4 Mgﬁagemeni Center  orenview Analysis Policies ~ Devices  Objects  AMP  Intelligence
Audit Log
Mame
Audit Log Certificate
Shutdown Managemant Center +
Change Reconciliation
Reboot Management Center +
DNS Cache
Restart Management Center Console +

Dashboard

Database

Email Notification

External Database Access
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Login Banner

Management Interfaces

Network Analysis Policy Preferences

Process

B.E@E N CLIHATILIRE
|2 B K SR E I O ICLL,
= EATRER,
LSRR R B R ARBA RN,



IV 3 {TisSreboot A EF B shit4l &

CLIZR -

Copyright 2004-2021, Cisco and/or 1its affiliates. Al1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center 2600 v6.7.0 (build 84)

> expert

admin@fmc_lab:~$ sudo su

Password:

Last Togin: Tue Jan 24 01:08:10 UTC 2023 on pts/0
root@fmc_lab:/Volume/home/admin# reboot

AR —B#Treboottn &, FREEZEEHFH A LNEITE  RAFTEEHE IR,

FoL ERHXE L, BAILUEESystem Restore Mode ( REEFRER )

Copyright (c) 2018 Cisco Sy s, Inc.

Press <F2> BIOS Setup : <F6> Boot Menu : <F7> Diagnostics
Press <F8> CIMC Setup : <Fl2> MNetwork Boot
Bios Version : M5.4.0.1h.0,1017180336
Platform ID
Config file:

TIMEOUT=5(s) Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz
DEFAULT=SERIAL= 64 GB Effective Memory = 64 GB

UERSIGH=E.?-Ding Speed 2400 Mhz
root=/dev/sda3figuration is not detected. Switching to AHCI mode.

1 - Cisco Firepower Management Console 6.7.0 VGA Mode

2(*) = Cisco Firepower Management Console 6.7.0 Serial Mode
3 - Cisco Firepower Management Console System Restore Mode

4 - Cisco Firepower Management Console Password Restore Mode
Enter selection [2]:

X BHRENAWLWHANEERFLED. IREMARTNEERER , B3RS
IERRIANRE  FEEFNBIFTREHALLRE,

B=H AXE L, #A2ikESerial Mode ( F1TEREN ) FARGEFRIRNBETE , TR
BRINETT

1 - Cisco Firepower Management Console System Restore VGA Mode
2(*) - Cisco Firepower Management Console System Restore Serial Mode

Enter selectjun [21: .
Option 2: 'Cisco Firepower Management Console System Restore Serial Mode' selected ... running
EFI stub: UEFI Secure Boot is enabled.

AR EARGIA , BINETUR SSerial Mode , BIMREE B FERTERE2EEE, MRE
WMARNEZIEEFBR , NEHLESBENTRANERE  EFEENSISTRREALIE,



FME . BHEnterBBIARNFR,

Cisco Copyright
The software contained on this media
is the proprietary and confidential
property of Cisco.

quyright 2022 Cisco Systems, Inc.
All Rights Reserved

O

SIWEABMERE L, BRETILREIPEE

—(15C0 Firepower Appliance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

1 mm
Choose the transport protocol

Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

wWipe Contents of Disk

<Cance >

X BALMERSIAREREPRL , B UEAEnterfIE R —MAT, TREXERE
£ F BEro

HR 5 NEFREB FRIFTPIRS BRI EED



PICK DEVICE
Choose network device
select from:

th3 140e...detected
h2 140e...detected
hl 1ixgbe...detected

(LU Xxgoe . . . (MANAGEMENT )

AR HRBERZSMNETE |, TRERRERETH REnter@BHE T —1NED.

SR 5 2R ERERIPRA



IPF ConTiguration
select IPv4d or IPvB

2 IPvE

<Cance|>

SRRSILBEECEANIPEES X



IF ContTiguration
celect static or DHCP

DHCP

<cancel>

S5 AMARSGHIPHLE

IP Address
Enter an IP address for this system:

10.88.170.214)

555 M AR TIERIPHE LY FMIBH



Net Mask
Enter the subnet mask:

|255.255-255.192

E5.65 M AEFEHANERIARXKIP:

Gateway
Enter the default gateway:

|1u.aa.1?n.193

EE7THRIUMBRERETIER :



IP ContTiguration
IP: 10.88.1/0.214
Netmask: 255.255.255.192
Gateway: 10.88.170.193

E  MREXNEMSHHBL T HIR , FEEARNSRIUFREHRNRE.

BAY E'REXREF , RFAEmM2BURERRIMNY ( ZRTFEERSE)

—i15C0 Firepower Appliance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
ﬂﬁﬂﬁlﬁﬁﬂﬂﬁﬂ@ﬁﬂﬁﬁﬁﬁﬁu
Select Patches/Rule Updates

Download ISO

Run the Install

Save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>




6. 15 BRE RN

MAIN MENU
Pick a transport protocol:

1 HTTP
2
s  SCP

cCance |

AR BEARHIR  RIOERFTPRS SRENE R

E6. 25 M N IZEIFEIP:



Enter the FTP server IP
Please 1nput IP address of the remote FTP
Server:

10.31.104.72

< MK

FOIFTEARIZEFHEAAFRE

Anonymous FTP
Use anonymous user for FTP?

ATE EEE

BOAZWRAFTRERZRAF,  FRAZEF#ERSENAF S,



Enter a username
Enter a username for the FTP server:

caLoOl

E6.55 M AR IFHEINED,

Enter a password
Enter a password for the FTP server:

586.6F LB IT XA T EFMRENISOBAF 2,



Select an ISO

Choose an IS0 to load
select from:

{ ) Eiscﬂ_Firepnwer_Hgmt_center-E.?.ﬂ-
(X) ®isco_Firepower_Mgmt_Center-7.0.4-

65-Restore.i1s0 ISO
S5-Restore.1so0 [p&le

£ BE 3 zCance | »

v

EETHRUARBERTIER !

FTP Configuration
Your FTP server configuration is:
ftp://10.31.104.72/

The selected iso 1is:
Cisco_Firepower_Mgmt_Center-7.0.4-55-Restore.i1so.
Is this configuration correct?(No to reconfigure)

745 Configuration3£ &£ £ | %&£ Option 4 to Download ISO:



—C15c0 Firepower A?q i1ance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
select Patches,/Rule Updates

Run the Install

save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>

EFE  TERBEZFR, —BEER , BFBRAHANEE FE
8 £ Configuration3E# | | #%£$FOption 5 (IEW5 ) LLETE THHRHETNRE

—C15C0 Firepower A?ﬁ lance 6./.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
select Patches/Rule Updates
Download ISO

save iﬂngiguratiun

Load Configuration
Wipe Contents of Disk

FBATHBERRBL , HEnter@INHASEHHKX



WARMING!

You are about to
re-partition the disk(s)
on this system.
Al17l data will be
destroyed.

Do you want to continue?

E82LXEMPXTEME , HEnterBUALEMBHRE

Rastore CD Ci1sco F1FEpﬂhEr UJHJQETEﬂt Center 7.0.4-=5%
Check ing Ha rdware

We re updating the system reéstore partition... This might take

The USE device was succéssTully imaged. Reboot from the USE de
FRERNERERNEFN RN RN RR RN

Il
The system will restart after you press enter.

E8ILEHHE N REnterBWINEFH S 3

SOBE TImE.

vice To continue Installation...




Install Complete
The installation 1s
complete. Press OK to
reboot.

X RGEFBYE  REMERASBINE , BHREZ ERZRRERS. RENEER
RELNENRECRTF. EXTRZERE , MAEF THREZERHSHETREATRERR
- SOEER

BOSEREXRE L  MBRETAHEF THERERGE



——L15C0 Firepower Aﬁl[l: 1ance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
Select Patches/Rule Updates

Run the Install

save Configuration
Load Configuration
wipe Contents of Disk

#1025 H &R [E Configuration Menufg , &R ERIN5IZTLRER G2

—C15C0 Firepower Aqq lance 7.0.4-55 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
Select Patches/Rule Updates
Download ISO

Save Configuration
Load Configuration
wipe Contents of Disk

F10NTHEERFEL , REnter@BINHEBEHT I X



-WARNING!
You are about to
re-partition the disk(s)
on this system.

All data will be
destroyed. _

Do you want to continue?

%$£10.25 EiARestore of the system ¥ Ml BRiF T IERNFIRE |, FR A ‘yes” , HEBMNERERE
REnterig

Restore CD Cisco Firepower Management Center 7.0.4-55
Checking Hardware

we're updating the system restore partition... This might take some time.
This €D will restore your Firepower Management Center
to its original factory state. A1l data will be destroyed
on the appliance.
Restore the system? (yes/no): yes _ _
During the restore process, the l1icense file and basic

network settings are preserved. These files can also be
reset to factory settings

Delete Ticense and network settings? (ves/no): yes

F10ITETHRAES , B A yes"HIREnterfB 4L



Are you sure? (yeas/no): yes

AR BREFH, KOFB200 T TR, TERRSTRENTARAYES S % Ha =6,

Restore CD Cisco Firepower Management Center 7.0.4-55
(1) Preparing Disk
BEBRERERBRERB RN RERRE R RN

(2) Installing System

5£10.3F5 3 HE AP REnterBIAEH S 3

Insta Comp lete
The installation 1is
complete. Press OK to
reboot.




X EFREHFMCHEEEAREZE0D® , AN ELBERMERERS., FMCIEZE
*EBE , EFREIRTK , B UASEHTHREE.

FMCE#RRBENEFZFFRHI

ventdb ... done

AE  IRENFMCHERIAEIER : admin/Admin123
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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