EHFMCEERFTD LBEISP VTI
B =%

wa
FREH
EXRER
ERNAH
FMC. LB il &
AHEE
KRigFLE
IKE Fii&
IPSec fiLi&
BHEE

&g

XN BEFMCEEMFTDRE LEAERLIBRERE O ENISPIRE,

TR

EARER
+ WERABIVPNEER T HEFRAE. LERAYTRBVIRELR , ARIROKR
. %E?&ﬁ; Firepower ¥ & tREBMEBVTINEMAREXEE, XBETHVTILAE
FTDHIEST , R MABEFMCR AT,
1 AR 4E 4

« SEATFVMwarety ERIFirepower B B5#(FTD) : hx4<7.0.0
« FirepowerZ I f/5\(FMC) : MrA7.2.4 ( NEBARA<169 )

ANHEHPHEEHRETREXRRENEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTENRS , FHRETBAERSHBERRE,

FMC LRYECIE
N

1. SMENRZ>VPN >3 S Bk [



Integration

Device Management
Device Upgrade
NAT

QoS

Platform Settings
FlexConfig

Certificates

2. HAdEUR VPN M

VPN

I Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Site to Site Monitoring

Deploy

W Wit @ aominv

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer

Packet Capture

T

i Distr

‘asco SECURE

Create New VPN Topology

Topology Name:*

Dual-I1SP-VTI

Last Updated: 10:02 PM ﬁ ‘
X |

3. A GHE , EBVTIFIRN R , REERBIKERE ( A4FIFRIKEV2 ) o

Policy Based (Crypto Map) () Route Based (VTI)

Network Topology:

I
Hub and Spoke Full Mesh

IKE Version:*

IKEv1 IKEv2

£ i B 1B
1. EREERBERENRE.
FIEEN S FAE L,

BRLVERY Qi+ BFRAMF N E S ERED , INABIRPEFE-PEDUERED,



Endpoints IKE IPsec Advanced

Node A

Device:*

New_FTD

Virtual Tunnel Interface:*

Tunnel Source IP is Private

Send Local Identity to Peers

v
v |+
Edit VTI

+ Add Backup VTI (optional)

Connection Type:*

Bidirectional

Node B

Device:*

Extranet v

Device Name*:

VTI-Peer

Endpoint IP Address*:
10.10.10.2

MREGIEFOVIEER  FAMEBRNSE , BAZED , RREEHBE"

AR XRRAEVTL
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Add Virtual Tunnel Interface (7]

General

Name:*
VTI-1

Enabled

Description:

This is the primary VTI tunnel.
This VTI goes through ISP 1.

Security Zone:
ouT v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for the
VTl

Tunnel 1D:*

| 1 | (0- 10413)

Tunnel Source:*

| GigabitEthernet0/0 (outside1) v | | 10.106.52.104 v |

IPsec Tunnel Details

IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.
—Bgee TunnsiMades®
(o IPv4 ) IPv6

192.168.10.1/30 i ]

3. BE Y, RMBEFMDVIT URIEBIVIT,



Device:*

[ 10.106.50.55 v ‘

Virtual Tunnel Interface:*

[ VTI-1 (IP: 192.168.10.1) v ‘ —

Tunnel Source: outsidel (IP: 10.106.52. 104 )Edit VTI
[ ] Tunnel Source IP is Private

Send Local Identity to Peers

Connection Type:*

Bidirectional v

Additional Configuration o

Route traffic to the VTI . Routing Policy
Parmit \/PN traffir - A Pnlirwv

4. REYHNFEPHVIINSH (MR KEE ) .



Endpoints |IKE IPsec Advanced

‘_ 10.106.50.55 v \

Virtual Tunnel Interface:*

‘ VTI-1 (IP: 192.168.10.1) v ‘ +

Tunnel Source: outside 1 (IP: 10.106.52. 104)Edit VTI
I:I Tunnel Source IP is Private

Send Local Identity to Peers

Backup VTI: Remove

Virtual Tunnel Interface:*

(] Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers

Connection Type:*

5. MREGIZFMVTIIEZED  EANEBNSE , BRAZED , ARETHBE,
EE X RAEEIVTI,



Add Virtual Tunnel Interface &

General

\ V'I'I-Z

Enabled
Description:

. This is the secondary VTI tunnel..
VTI goes through ISP 2.

Security Zone:
- out v

Priority:

‘ 0 (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<lD=> js configured. Tunnel Source is a physical interface where VPN tunnel ferminates for the

VT
Vil

Tunnel I1D:*

" 2 (0 - 10413)
~Tunnel source «
‘ GigabitEthernet0/1 (outside2) 10.106.53.10 v

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic [P type. Configure IPv4 and IPv6 addresses accordingly.

' 192.168.20.1/30 | @

| Cancel m

IKE Bii&

1. SMEIKERTF, ERSUERERTE LR , B RKEPolicyl 2T 51 A HERMA 012
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Endpoints IKE IPsec Advanced

Authentication Type: Pre-shared Automatic Key v

Pre-shared Key Length:* Characters (Range 1-127)

IKEv2 Settings

Policies:* AES-GCM-NULL-SHA-LATEST £

Authentication Type: Pre-shared Automatic Key v

Pre-shared Key Length:* ' 24 Characters (Range 1-127)

IKEv2 Policy

Available IKEv2 Policy C +

Q_ Search |

AES-GCM-NULL-SHA

4

AES-SHA-SHA
AES-SHA-SHA-LATEST

Arko_Test_IKEv2

_ DES-SHA-SHA

' Cancel m

Selected IKEv2 Policy

—

AES-GCM-NULL-SHA-LATEST v

oo | (D

2. EREHWIERE, MREAMAZFIHEN , BEKeyMConfirm KeytE F 1R At #
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Endpoints IKE IPsec Advanced

IKEvZ Settings
Policies:* AES-GCM-NULL-SHA-LATEST 4
Authentication Type: Pre-shared Manual Key v
Key:* | «ene
Confirm Key:* | ...
Enforce hex-based pre-shared key only

IPSec Bt i&

S MElIPsecitl+, &AILA R dhproposal ( B ) 550 R E R IR R E AT E LA Z I
BB, b UREFTEERES —MNTHEL.

Endpoints IKE] IPsec dvanced

IKE : Tunnel -

Transform Sets: IKEv1 IPsec Proposals #  IKEv2 IPsec Proposal$® #

AES-GCM

Enable Security Association (SA) Strength Enforcement
Enable Reverse Route Injection

Enable Perfect Forward Secrecy

B A B I

1. ¥ ZEDevice > Device Management , 3} 2 HEBIRREIRZ(FTD),

i 8t
Firewall Management Center Overdew  Analyss  Polickes Objects  Insegration mepey O, @0 @ admin :
—
- Trutisboot e
View By Traup -

Dwice Upgrade Sine To Sie File Downioad

AN(4) @ Emoe & Wasning (0) Offine (2 ® Bormad {07 Deployme 0, Search Device m
e L] = NAT Remate Accoss Theaat Datense CLI
Collapse A s Dynamas Avcess Policy Packif Traser
Piatform Settings Troubdeshooting Facket Cagtum
Hame Madel Accass Control Policy Hurto Rolack
FloaGonty 40 10 Site Moainoring
Cenifcaios




2. ¥ ZFRouting ( B H ) > Static Route ( B#SEH ) |, BEYIRA , NBEBRMEIEENHEE
VTl

AR ATNEEELMNEHASE  LREBIBRERO, EAGF , £ T HSEKA,

anage Virtual Routers -+ Add Houte

Device Interfaces Inline Sets DHCP

Global Leaked
oba Network from :
. Interface Virtual Gateway Tunneled Metric Tracked
Router

Virtual Router Properties

P |Pv4 Routes
ECMP

OSPE » |Pv6 Routes
OSPFv3

EIGRP

RIP

BGP

Static Route

“ Multicast Routing '

3. AZRRPRMERMANEEH , ANHEEHREESHADE ( FFlHH2) .
B—& WEEAVTIED , E-REBAFEAVTI-2EAQ,

Network a Interface Leaked from Virtual Router Gateway Tunneled Metric

¥ IPvd Routes

pratected-network VTI-1 Global VTI-1-Gateway false 1

protected-network WTI-2 Global VTI-2-Gateway false 2

56 UE

1. ¥ EDevices > VPN > Site to Site Monitoringe



Device Management

.

Device Upgrade
NAT

QoS

Platform Settings
FlexConfig

Certificates

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy

Troubleshooting

Site to Site Monitoring

2. B EIRBERARXBERSNESHARE.

View full information

Dual-ISP-VTI

Dual-ISP-VTI

Troubleshoot

File Download
Threat Defense CLI

Packet Tracer

Packet Capture

@ Active
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