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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Block all ather traffic

The default action bocks all other
traffic.

QOutside Interface Address

Connect Ethernet1/1 (Outside) to your ISPAWAN device, for example, your
cable modem or router. Then, configure the addresses for the cutside interface.

Gonfigure IPvd

Using DHCP -
Canfigure IPVE

Using DHCP =

Management Interface

Configure DNS Servers
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root@firepower:/home/admin#
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firepower>
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admin@firepower:~$ sudo su
Password:
root@firepower:/home/admin#

CLISH#EX ElLinat&E =,

_

Clish#E X BlLinatE =\

> system support diagnostic-cli

Attaching to Diagnostic CLI . . . Press 'Ctrl+a then d' to detach .
Type help or '?' for a 1list of available commands .

firepower> enable

Password :

firepower#

CLISHIEE X ZFXOSE X

—

Clish Mode to FXOS mode ( &EERZIFXOSHER )

> connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software
Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
(------ cropped output ------- )

firepower#

BEXFILINAE



ERFLinatR=

root@firepower:/home/admin#
root@firepower:/home/admin# exit
exit

admin@firepower:~$ exit

Togout

>

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.
firepower> en

Password:

firepower#

G

root@firepower:/home/admin#
root@firepower:/home/admin# sfconsole

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.
firepower> en

Password:

firepower#

FXOSZFTD CLISH#ER ( 1000/2100/3100% %1% % )

FXOSZClish#&E=

firepower# connect ftd

>
To exit the fxos console
> exit

firepower#

firepower>




FXOSZEFTD CLISH#&E ( 4100/9300%51i% % )

bE R E R anAE SRR IR 1 _E A R B AEICLI

firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:

Close Network Connection to Exit
Firepower-modulel> connect ftd

>

BHEHEA

wmA~ , REWAquitiB B Telnet B AR

Example:

>exit
Firepower-modulel> ~
telnet> quit
firepower#
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