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Onboarding

Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices. Set up a Secure

D & Con t
ASA Multiple ASAs FTD
Adaplive Sacurily Appliance Adaplive Sscurily Appliance
B4+ (B.44)
Meraki tegrations AWS VPC
ki Secuity Appl d
N
Duo Admin Umbrella Organization Impart
Ju Adimin Panes Vigws Umibrella Organization Polcies Wigurat ofl

fram COO

FASHRERITREFTDIRR "B UFFHEME R, BESLEETHREBTEERMPERZNS
pr
« ¥&F %15 (By Serial Number) : bt/ EEA TYERE , fINEEZ I HFHRMMRAMFirepower

1000, Firepower 210052 £ A3E3100R 5], ©FEENFHPCAR SIS LK E B B M # M
BT,

- BYEMBS  XREENBEZEMAZE , W TEIDHCPEWIPHE UK IRE RHEF , ENED
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https://www.defenseorchestrator.com/

£ FZiE(Using Credentials) : ltERAEZSRAARZZIEREAST., ABHERZEON
IPtbik , Zithut RIBENEZFREEEEFN

FFRISRE | HEBFDMEDT |, REiEFE Use Registration Keyit I LA AR 5SCDOREEH — Bt
, MAERIRZIPH Y AT RESE o),

Cancel

A Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more ('

Firewall Threat Defense a a a
FIDO Use Registration Key Use Serial Number Use Credentials (Basic)
Onboard a device using a registration Usa this method for low-touch Onboard a device using its IP address
key generated from CDO and applied provisioning or for onboarding or host name, and a usemamse and
on the device using Firepower Device configured devices using their serial password
Manager. number.
(FTD 6.7+, 1000, 2100 and 3100
sernes only)

$EHP : EDevice NameFEH M AFTENRZ A , HIEEPolicy Assignment, Btk | EF 4B
515 % R}EW1T A ATHE

Follow the steps below Cancel

A Important: This method of enboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more (2

Firewall Threat Defense

=

Use Registration Key
Onboard a device using a registration T Onba
key generated from COO and applied .
on the device using Firepowar Device r 1 - thalr ser

hiznager.

&P Device Name Device Name @ Important: If you already have a SecureX or Cisco Threat
Response (CTR) account, you will need to merge your
CDO tenant and SecureX/CTR account in order for your
devices to be registered with SecureX. You can do so
m through the SecureX portal. See Merge Your CDO and
SecureX Accounts (' for instructions.
Until your accounts are merged, you will not be able to
see your device's events in SecureX or benefit from
other SecureX features.

FDM_Onboarding

EARL . BMIABERT |, Database UpdatesTf 7 ELE N L EIMITE L EMHA REETHNERN . Bbix
EfCERNBERRL B RZEEREYNERAABEENRITXI,.



o Device Name FDM_Onboarding
Database Updates Immediately perform security updates, and enable recurring updates.

Databases Geolocation, Intrusion Rule, VDB, Security Intelligence Feeds
Schedule Weekly on Mo at 02:00 AM Set Schedule

%P 7. 7ECLI Registration KeyZB% , CDOBE A BEMFHF. EERZ B BHEZA AT R
PAREZBELMNRF. MAEXE , AIBENRVERZREMENR,

n' 18l Srdmivardier
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Copy regiaks afion by
B el Pkl Lyl T TR T E
Paize thed PesLargssn Eiry copes] S i Do Srrked L maeagarsne 0 FOR Lasre rces 07
L7

S8 FEAEF BIRES £ RAEMZH,
S8 9 1518 T & FCDOMSecure Firewallig & EIE 8RR %

IR 10 MSystem Settings ( REIRE ) X HEHi%EFECloud Services ( RS ) »

Management: Unmerged Geolocation, Rule, VDB, System Upgrade,
Security Intelligence Feeds

Interfaces Routing Updates System Settings

View All Interfaces > View Configuration > View Configuration >

Smart License 9 Backup and Restore Troubleshoot

X Last Backup: 10 Apr 2024
Tier: FTDV20 - 3 Gbps -
View Configuration > View Configuration > REQUEST FILE TO BE CREATED See more

HI 11 HERegion TRIFIRFIEEEBNIEREXE , SHFEVERE -
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Dewice Summary

Cloud Services

o Mot Registerad

You can reglster the device with the Cisco cloud to use additional cloud-based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternatively
auto—-enroll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrollment Type

Security/CDO Account Smart Licensing

Region
US Region v

Registration Key

85038aebd2b7c06d4540477897 2d16fa

@ Service Enrollment

Cisco Defense Orchestrator

Cisco Defense Orchestrator |s a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cisco Defense Orchestrator

Cisco Success Network

Cisco Success Network anablement provides usage information and statistics to Cisco which are
essential for Cisco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sample Data that will be sent to Cisco. See morg v
; Enroll Cisco Success Network

$ IR 12 Z£Enroliment Type ( EMZER ) F5 , EF Security Account ( Z2KF ) .
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