Firepowerfl§ RIRERFK(FX0) 2.2 : ZEEE
RPN/ BRI SISESE AARADIUS

H 3%

AL B ISERRSS 28
FXOHL AR i
ISE 2.0% i
R DR ER
HXEE

v

N3 HE IR G4 &S & 15 BR 55 51 2 (ISE) Bt ERADIUSE UE MR X Firepower A] 7 B #RAER S A (FXO) ML
Yo

FXONFBEEBEATR/AS

- BER-NBNRGHTERERR,. MNEEKFIBEESERIANERT , AETTRER.
- Ri-X R E B R R FDR B R BRLERES.
- BRAE-XINTPECE., BEBARYCall HomeE BREFAVF AT MRS B SN REBETR , 2ERLEH
ERFBFANHE. WRENERVIEREHE,
- AAA YR, ABFAAAERENRER. X REMNERVIEFE,
BECLIXEHERNT :

fpr4120-TAC-A /security * #iEE RA @
A
A& Priv

aaa aaa

admin admin



BRFRE

Rz Rz

S

REAAEEEXKELHT , MERI , Cisco TACLIEIF,

TERFZAM
ER

Cisco BB THUTER :

- iRFirepower Al B ER S (FXO)
. ISEELE &R

& AR A H
AR RS BET U T AR ARA

. Cisco Firepower 4120% £ T Ehr4x2.2

- EBLER SRS 5122.2.0.470
AXEPNEEHRETHEXREREFNREREEN,. AXEPFEANMERERHEXAR
B (BN BRE. WREFEANREIMG , FRRECLKTHRMEGSHEBEER,

[T

BB/ BIRRT
- BUF B FFXOSHE TWebBGUIFISSHHY A @33 ISE

NERFFXOSHE FTWebMIGUIFISSHR AR RTINS B AP A®ETISE,
- B ISER U IAE RN E EIREEFXOW

W &% B



3 {:Ef

10.88.244.50
10.83.180.6

FXOS chassis
Network admin

[
A EFXOYLIE
IR EAVAEERARADIUSH R
SE1. SR FARE>AAA,
$B2 S HRADIUSIETA

i Lowp Tcacs

fessss bt Hestname ‘Order Serviee Auth Port =

F=F : B/ RADIUSH AR ERMN(16- MR ),
3.1. ERADIUSHt R tth X o, 5 2 30,
3.2. —EAIMRADIUSHNEX FEEITIF , FRAZTENE,
3.3. REHOKE XA IRADIUSHE N B X iEAE



Edit 10.88.244.50 ? /(%

Hostname/FQDN(or IP Address):*

Order:* 1

Key: TIITIIL SetYes

Confirm Key: lllll.!.l.l
Authorization Port:* 1812

Timeout:* 5 Secs

Retries:* 1

QK Cancel

S B4, 2 H“Save”,

Overview Interfaces Logical Devices Security Engine JZETsfitay T4, T-E

= e ST oo

SSH

SNMP Properties

HTTPS Timeout:* 5 Secs

 AAA

Syslog Retriga:™ 1

oS RADIUS Providers

FIPS and Cornman Criteria Add

w

Acess List
Hostname Order Service Auth Port
10.88.294.50 1 authorization 1812 &
Save | | Cancel

SIS SN RE>A - EE>E
FAYT | EERUIARIE T EIEERADIUS,

Gwverview Interfoces Logical Devices  Security Engine  Platform Settings

)2 5 FICLIFNRADIUS#t I 75



for4120-TAC-AHEE R4
fpra120-TAC-A /security #35 B BRIARRIE
fpr4120-TAC-A /security/default-auth #$E8UFradius
=% . EFEAdetalf PHERETRE R,
fpr4120-TAC-A /security/default-auth # & Ri¥FHE R
EIARILE
Admin&ig, : Radius
AR /EM4NIE : Radius
Web<iE I #THABR (SAF)) : 600
AEBIT(LAR) Webfly , SSH , IERBEZATE : 600
438 & TERBAT (LUT) Webly |, SSH , ERBFAIE : 3600
BRITEF A FEEM(AR) : 600
BITERHBEX2FENSAR) 3600
AdminTAUERRSS 24 :
AR ERIAEBRSS 254
FEAENER: &
HR3. 7 TEERADIUSIRS BSHBZTUTH T,
for4120-TAC-AHEE R £
fpr4120-TAC-A /security #38 B radius
fpr4120-TAC-A /security/radius #Bl1 4 I&558%10.88.244.50
fpr4120-TAC-A /security/radius/server #8&descr “ISERSS 88"
fpr4120-TAC-A /security/radius/server * #3848
N
FAiNTRLY « weeees
L . FEAdetalBFHERE RE R,

fpr4120-TAC-A /security/radius/server * #1& & RFHAE R



RADIUSHRSS 2% :

FHlE. FQDNZFIPH#biE : 10.88.244.50

Descr :
w1

WIER/RY 1812
et : 5
i BISERRS 88

B IFXOES M & & IR
F 1. S 2| Administration >R IR>MEZE .
SR2 B EEN

‘thith Identity Services Engine Home  » ConlextVishilty  » Operatons  + Pocy [IRENGE Ll

» Sysiem  » |dentity Management  ~Network Resources  » Device Porial Management  pxGrid Services  » Fead Service  » Threat Ceniric NAG

= Matwork Devicas  MNebtwork Device Groups  Metwork Device Profiles  External RADIUS Sarvers RADIUS Server Sequences  MNAC Managers  Exlernal MOM  » Location Services
——

<]
Network devices Network Devices
Default Device
fEdit <badd [fyDuphicate @uimport @ Export @) Generatz PAC | ) Delete
Device Security Settings ’
Name o IP/Mask Profile Name Lacation Type Descriptian

No data available

SERIMAZENE(RI, Pk, REFEXEFMEnable (event) RADIUSFIFIKEY) , B HER,



Identity Services Engine Home

» Context Visibility ~ Administration

» Operations + Policy
* System  » ldentity Management = - Metwork Resources b Device Portal Management  pxGrid Services ¢ Feed Service  + Threat Cenfric NAC

» Network Davices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Sarver Sequances NAC Managers External MDM b Location Services

(<]
Network devices Metwork Devices List > New MNetwork Device
Network Devices
Default Device
* Name | FX0S
Device Security Settings

e —

IP Address: | 10.83.180.6 NIEE

* Dewica Profile % Cisco » &

) —
] —

* Network Device Group

DeviceType [xos (o | [ SetTo Defaut |

© | [ Set To Default |

IPSEC (15 [PSEC Device

Location [ul Locations © | [ Set To Default |

¥+ RADIUS Authentication Seftings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secrel | spassess |  Show |
CoA Port [ 1700 | ["setTo Defautt |
RADIUS DTLS Settings (i
DTLS Required []
Shared Secret  radiusilis i
Coa Pont | 2083 | | set Ta Defautt |
Issuer CA of ISE Centificates for CoA [ Salect if required (optional) v]

SIEERARNAF

SIS A48 Administration > & 15 & 2> Groups >f F#RiR4A,
S22 HFM.

bl |dentity Services Engine Home

» Context Visibility » Operations » Policy ~ Administration » Work Centers

» Systemn |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
» Identities  Groups  External Identity Sources  Identity Source Sequences b Settings
RRS———
Identity Groups User Identity Groups
& L)
O o B Gk, J Edit =bAdd M Delete v @almport s Export v
» ] Endpoint Idenity Groups Name & Description
» =) User Identity Groups [0 28 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
] 52 Employee Default Employee User Group
O 5% GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
[J 22 GuestType_Contractor (default) Identity group mirroring the guest type
O ."_:.‘} GuestType_Daily (default) Identity group mirroring the guest type
O &1 GuestType_Weekly (default) Identity group mirroring the guest type
O &% OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group



SRIMABHNEH BETRR.

thutlie  Identity Services Engine Home ¢ ContextVisbility  » Operations ~ Administration

» System =~ |dentity Management = » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Ide o User ldantity Groups > New User Identity Group
[. e ] Identity Group

T . *Name [ FXOS ADMIN |
» ; Endpoint Identity Groups Description [

3 ;Mm@mps

EZ3 | concel |

SRABEEFMAMENAFAENIRSI,

«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

v
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

13 : Endpoint Identity Groups Name 4 | Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

43 FXOS ADMIN
&2 FXOS OPER
&2 FXOS Read Only

A A IR ASO U IR ITE Cdefe it L L Tt TR SR AU S

H 5. S Xt Administration > & {4 & E>#51H> Users,
S R6. B HFM.

jooooog

ulile Identity Sarvices Engine Home b ContextVisibilty  » Operations  Agminisiration

» System = |dentity Management = » Metwork Resources  » Device Portal Management  poGrid Services  » Feed Service  » Threat Centric NAC

=ldentiies  Groups  External ldentity Sources  |dentity Source Sequences  » Saettings

Users Network Access Users

Latest Manual Network Scan Resulls =
JEdr feadd B change Status B impert O Export 3 Dolete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable

SR7TMATZTENEEN. P4, B8E).



‘thuilis  Identity Services Engine Home  » ContetVisbilty  » Operations ~ Administration

» System = ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]

Users MNetwork Access Users List > New Network Access User
* Network Access User

Latest Manual Network Scan Results

*Name | fuosagmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password
* Login Passworg | ssessess [ smensene [ Generate Password | i
Enable Password | | [ Generate Password | (i

w User Information

First Name | |

Last Name | |

 Account Options

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)

« User Groups

- {Pxos ADMIN ol

Es (cancel )

SR EELELFRFHNLEE,

i+ Identity Services Engine Home  * ContextVisibilty  » Operations v agministration RN CTAS0

» Systern |~ lgeniity Management  » Network Resources  » Device Ponal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings
o
Usars Network Access Users

Latest Manual Network Scan Results Jedt dhndd E Status »  @eImport Gk Export v 3 Delete v LyDupheate

Status Name + | Description First Name Last Name Email Address User [dentity Groups Admin
[0 gEnabled g Mxosasa FXOS AR

[ mEnabled g Fxosadmin FXO5 ADMIN

[} g Enabled ¢ fxosoper FX05 OPER

[J mEnabled § Mosro FXOS Read Only

ISR AGKNSNE R
ST S E R >Policy 7t 38> 4 R> T P> BB 324



‘G Identity Services Engina Home  » Conteod Visibility » Operptions [EETNTETEN  » Administraon  + Work Centers
Authentication  Authorization  Prefiing  Posture  Client Provisioning  +Poley Elements

Dictionaries » Condiions  ~Resulls

o
SN Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Reslone > Policy Export Page
» Authorization
# Edit add  [PyDuplicate | 3¢ Dalate
Authorizaticn Profiles " + -
[ name Profile
Dowriloadable ACLE X
[0 Blacknole_Wirelass_Accass e Cisco &2
' ling O cisco_IP_Phones b Cisco 5
» Posture O cCisco_websuth &k Csco &
O NSP_Onboard & Cisco 5
e sl [0 Mon_Cisco |P_Phanes ik Cisco @
O DenyAccess
O Permitaccess

SR2IBERBENEEXHNFIERE M,
21. BEEREXHFEFR.

Authentication  Authorization  Profiing Posture  Client Provisioning =~ Policy Elements

Dictionaries » Conditions = Results

.  Description
Default profile used to blacklist wireless devices, Ensu
Default profile used for Cisco Phones.
Default Profile usad to redirect users to the OWA port
Onboard the device with Native Supplicant Provisionir
Default Profile used for Non Clsco Phones.

Default Profile with access type as Access-Reject
Default Profiie with acoess type as Access-Accept

<]
Authorization Profiles > FXOS-ADMIN-PROFILE
» Authentication L
Authorization Profile
* Authorization *Name | FXOS-ADMIN-PROFILE
Authorization Profiles Description |
Downloadable ACLS " Access Type | ACCESS ACCEPT -

+ Profiling Metwnrk Device Profile 2 Cisen » 69

2.2. T£ St A9 R MR B BL & LA T CISCO-AV-PAIR

cisco-av-pair=shell : roles=" admin”

v Advanced Attributes Settings

Cisco:cisco-av-pair v shell:roles="admin"

2.3. Click Save.

| Reset |

HP3EMA LT Cisco AVXY , EERRNAFBBHNLR2



cisco-av-pair=shell : roles=" aaa”
cisco-av-pair=shell : roles= " 4"

cisco-av-pair=shell : "RiE"#roles=

v Advanced Attributes Settings

| Cisco:cisco-av-pair 3| = |shell:roles="aaa" o

v Advanced Attributes Settings

ICisoo:cisco-av—pair O| - |shell:roles="operatjons" O|

v Advanced Attributes Settings

Cisco:cisco-av-pair v shell:roles="read-only" W

‘thuk  Identity Services Engine Home  » ContextVisbilty  » Operations [ERdX"BM * Administation ) Work Centers

Authentication Authorization Profiling Posture Client Provisioning - Policy Elements

Dictionaries  » Conditions  ~ Results

<]
» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
» Authorization
f Edit Add “wDuplicate | Y Delete
Authorization Profiles /Edt qpadd 1
] Name Profile
Downloadable ACLs .
[0 Blackhole_Wireless_Access i Cisco £
» Profiling [ cisco_IP_Phones et Cisco £
. sl 23]
» Posture [0 cisco_WebAuth st Cisco 6B
D FXOS-AAA-PROFILE i Cisco £
R, [0 FXOS-ADMIN-PROFILE & Cisco
[J FXOS-OPER-PROFILE 2 Clsco 5
O FXOS-ReadOnly-PROFILE at: Cisco &

b= toand g



TSN EM>BU>H B2 T X EZ L REEEARAN NS,

Clhek B 10 5 wissies Setop nd Visibiity Setup Cic ot Show 15 ages

B2 REME, CTHAURRTHEMRR , BRN T RAIRMNGERARZRE

A 1 FXORAEMNY

IFBREHEEME % RBFRBETHHREREHFXOS

SV : BRIAM GE R &1 )

£/ - REAF

i FXOS AUTHENTICATION RULE :If DEVICE:Device Type EQUALS All Device Types#FXOSAlow Protocols - Default Network Access  and
Defaul use Intemal Users

IR R R R

SE1.SX REE>BN>H B GRS M REEEECIRANM T .

WCexTaty e woas ENgs + Context VisbBty MWl ¢ Aminmiation Work Cerden. L e @ o

30K Pere 10 e winehess: B and vty Selup Do N Show 1S 303

- £
| et Mo R At |

SE2HMABRNANNESERNS I,
2.1. MM Z# : Fxos <USER ROLE>#11,

Status Rule Name

Fa + | Fxos Admin Rule

2.2. IR : AP #rAGroups>#kit<USER ROLE>,



Conditions (identity groups and other conditions)

P

if no ma

FX...

= |a“d ‘ Condition(s)

¢ |

then

ermissions

AuthZ Pr...

<

FXOS ADMIN

4
Il

L

FXOS AAA

FXOS ADMIN
FXOS OPER

Employee

FXOS Read Only

Illlll[llll{l‘a’—'

GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default)

GuestType_Daily (default)
GuestType_Contractor (default)

ALL_ACCOUNTS (default)

2.3. B : SIEHNBER>RE | RBXBEETRAEREZEEH#FXOS,

Conditions (identity groups and other conditions)

I FX...

if no matches, then

<> (iEnd

DenyAdq

<=

DEVICE:Device Type EQUALS All ...

[E] Add Al Conditions Below to Library

Condition Name

|

Permissions

hen | Selectan item <

Description

[DEVICE:Device Ty... ] |Equals  +|

[All Device Types#... @

24 MR EXRB-HEAFACREEXH

1 -

[.

-

@ All Device Types

U All Device Types#FX0S

£ Ao

[ Airespace

[ Alcatel-Lucent
£ Aruba

[ Brocade

] CERTIFICATE
£ Cisco

[ Cisco-BBSM
£ Cisco-vPN3000

£ cwn

Mo W w W oW oW oW w oW




Permissions

hen | FXOS-A... -

FXOS-ADMIN-PROFILE

-

1l

&~
@ Blackhole_Wireless_fccess
(4 Cisco_IP_Phones

G Cisco_WebAuth

Status  Rule Name
P4 Fxos Admin Rule

SRIEEMBEAFARHIR,

Status Rule Name

Fxos Admin Rule
Fxos AAA Rule

Fxos Oper Rule
Fxos Read only Rule
Default

S4B EH“Save™ £ N Ko

@ DenyAccess

(G4 FXOS-AAA-PROFILE

(i FXOS-ADMIN-PROFILE
(G4 FXOS-OPER-PROFILE
(&4 FXOS-ReadOnly-PROFILE
(&4 NSP_Onboard

@ Mon_Cisco_IP_Phones
@ PermitAccess

Conditions (identity groups and other conditions)

' FXOS ADMIN '\ DEVICE:Device Type EQUALS All Device
Types#FX0S

Conditions (identity groups and other conditions)

i1 FXOS ADMIN ~MD DEVICE:Device Type EQUALS All Device
Types#FX0S

I FXOS AAA AND DEVICE:Device Type EQUALS All Device
Types#FXOS

i FXOS OPER AMND DEVICE:Device Type EQUALS All Device
Types#FXO0S

i7" FXOS Read Only AND DEVICE:Device Type EQUALS All Device
Types#FX0S

if no maiches, then DenyAccess

Permissions
hen FXOS-ADMIN-PROFILE

Permissions
then FXOS-ADMIN-PROFILE

then  FXOS-AAA-PROFILE

then  FXOS-OPER-PROFILE

then  FXOS5-ReadOnly-PROFILE



rur

BRUENASMNAFNRIEESBEAFAE,

FXO#FEWE

1. Telnet=H SSHM FXOW FEME FFERETMECIEHAFISEN,
A% : fxosadmin

g
for4120-TAC-AHEE R £
fpr4120-TAC-A /security # 2 RZBAF¥HAEE
2 F Ffxosaaa :
ViEA
RAFAe .
£¥ : aaa
7% Rk
1z % A P fxosadmin :
e
AFRAe .
# ¥ : admin
A% Rik
m#2 A Ffxosoper :
UiEA
RAFAe .
A% BE



A R

2 A Ffxosro :
e
AFRAe .

A R
BIEEHAFXONFECINAFRERAFERNAFBERNNG T E.
EERRAFA®,
fprd120-TAC-A /security # ?
FINTIA
SERAFERHClear userZERHT
BIECIBIEEXNR
) BRI BRAEE XY R
ZRIhEE KBRS
enable (event)3 A RS
Bl ZEm AFEEXNR
SEEEREREN
REESEME
& 7RShow system information
L IEEUECImCR1E
fpr4120-TAC-A#EE$Efxos
fpr4120-TAC-A (fxos) # debug aaa AAATE R
fpr4d120-TAC-A (fxos) #
REAFAe,
fprd120-TAC-A /security # ?
SEEERERER
RESEBME

i 7I"Show system information



fprd120-TAC-A#E #Efxos
fpr4120-TAC-A (fxos) # debug aaa AAATER

%N A EIELINIR

2. EREIISERY , BRI R KX FXOHFEIP#E HE A E K,
EERAFAG,

Add RADIUS Provider

IF Agdress) |
Iewsast palabie L —y
- e [
Cortrm, Kay: J8
Authorination Por: 12
Tirsout: = L] Secs
o Cancel

Overview  Interfaces  Logicsl Devices  Security Engine R EUESIURIIES-T)

Note:’* EAJAIRHAL X,

ISE 2.0%iE

1. ST ER4E> RADIUS> Live B &, & RI%BER I AR Th I K WY =1

~RADIUS | Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot v Adaptive Netwark Contrdl  Reporns

Click heen o go winsless salup and visibilty setup Do not show this again
Leloge  Live Sestions

Misconfigured Supplicants @ Mizconfigured Netwark Devices @ RADIUS Drops © Cilent $topped Responding O Repeat Counter @
Refresh  Mever j Show  Lates! 20 recorts j Within| Last 3 hours -
S Refresn D RessiRepest Counts 2 Expon Tow Trieer &=
T Status Details Repeat C...  ldentity Authentication Policy Authorization Policy Autharization Profiles Metwork Dev...  ldentity Group

: -

Jan 20, 2018 10:14:09. [ ] Yy fxasadmin Dataull >» FXOS AUTHENTICATION RULE =» Detaull Diefault >» Fxos Ademin Rule FXOS-ADMIN-PROFILE FXOS User |denity Groups FXOS
Jan 20, 2018 10:13:89.... [} o frasadmin D »» FXOS AUTHENTICATION RULE »» Destault FX08 Uhser |dersty Groups FXOS
Jan 20, 2018 100801 o oo Doafiault > FXOS AUTHENTICATION RULE == Dafaull Default >> Fxos Read orly Rk FXO8-Read0naly-PROFILE FXOE W |deniity Groups FXOS
Jan 20, 2098 100880 [} a frasm Default >> FXOS AUTHENTICATION RULE > Default FROS5 User idendty Groups FXOS
Jan 20, 2018 10:068:17 [ = txaso Default >> FXOS AUTHENTICATION RULE > Datault FXOS User |deniity GroupsFX0S
Jdan 20, 2018 100818 o 1 toasn Datault >> FXOS AUTHENTICATION RULE > Datault FXOS User Identity Groups-FX0S
Jan 20, 2098 10:04:23. [ -] o feasadmin Dtauli >> FXOS AUTHENTICATION RULE =» Detauti Diefault >» Fxos Ademin Rule FROS-ADMIN-PROFILE FROS Uhser |dendty Groups FXOS
Jan 20, 2018 10:02:59.... [ ] a + tasadmin 4 Defaull »> FXOS AUTHENTIGATION RULE »» Datault Default >> Fxos Admin Rule FXOS-ADMIN-PROFILE FXOS User |dendty Groups FXOS

B BB BR

N T debug aaa authenticationfMRBZE T A T inds FFXO clio




ford120-TAC-A#IE #Efxos

fpr4120-TAC-A (fxos) # debug aaa AAATER

fpr4120-TAC-A (fxos) # debug aaaE#f

fpr4120-TAC-A (fxos) # debug aaatii®

fpr4120-TAC-A (fxos) # term mon

ERYANESE , BFEFIUATHES.

20181820 17:18:02.410275 aaa : Wif#aaa_req_process, iEH&E0

201818120 17:18:02.410297 aaa : aaa_req_process : EH MapplnBIAAATER : B F
appin_subtype : ERIA

20181820 17:18:02.410310 aaa : try_next_aaa_method

20181820 17:18:02.410330 aaa : BEMEFER1 , FEHAZHEIER R0
20181820 17:18:02.410344 aaa : handle_req_using_method

2018f&20 17:18:02.410356 aaa : AAA_METHOD_SERVER_GROUP
20181820 17:18:02.410367 aaa : aaa_sg_method_handler group= radius
2018120 17:18:02.410379 aaa : f£ @I Xt bk IhaEAYsg_protocol

2018f&120 17:18:02.410393 aaa : KixiHRITRADIUSHRS

20181820 17:18:02.412944 aaa : mts_send_msg_to_prot_daemon : HRFHFKE= 374
20181820 17:18:02.412973 aaa : «iF : 0x8dfd68cH A INE & iF &K1

20181820 17:18:02.412987 aaa : EEEMNHEAHKZE

201818120 17:18:02.656425 aaa : aaa_process_fd_set

20181820 17:18:02.656447 aaa : aaa_process_fd_set : ffaaa_qgH9mtscallback
20181820 17:18:02.656470 aaa : mts_message_response_handler : mtsZ&
20181820 17:18:02.656483 aaa : prot_daemon_reponse_handler

201818120 17:18:02.656497 aaa : &iF : M & FMBRAY0x8dfd68c 0
20181820 17:18:02.656512 aaa : is_aaa_resp_status_successIRZS= 1
201818120 17:18:02.656525 aaa : is_aaa_resp_status_successE

20181420 17:18:02.656538 aaa : ¥ iFHJaaa_send_client_response, session-
>flags=21.aaa_resp->flags=0.



20181820 17:18:02.656550 aaa
20181#j20 17:18:02.656577 aaa
20181820 17:18:02.700520 aaa
20181#20 17:18:02.700688 aaa

201814720 17:18:02.700702 aaa
log=added A FPfxosro

20181#20 17:18:02.700725 aaa
20181820 17:18:02.700738 aaa
20181#20 17:18:02.700749 aaa

20181820 17:18:02.700762 aaa
appin_subtype : ERIA

20181#20 17:18:02.700774 aaa
20181820 17:18:02.700798 aaa
20181#20 17:18:02.700810 aaa

20181820 17:18:02.700997 aaa
>flags=254.aaa_resp->flags=0.

20181#20 17:18:02.701010 aaa
20181820 17:18:02.701021 aaa
20181#20 17:18:02.701033 aaa
20181820 17:18:02.701044 aaa
20181#20 17:18:02.701055 aaa
20181820 17:18:02.701067 aaa
20181#20 17:18:02.706922 aaa
20181820 17:18:02.706937 aaa
20181#20 17:18:02.706959 aaa

201818120 17:18:02.706972 aaa
log=added A F* : X} & B #fxosro

: AAA_REQ_FLAG_NORMAL

. B IhEImts_send_response

: aaa_process_fd_set : fEaaa_accounting_qg#Ymtscallback
. |IBERMER : accounting_interim_update

: aaa_create_local_acct_req : user=, session_id=,

: # &M aaa_req_process, £iF&EO
: MTS#ERSZ ZNULL, A#hiFR
T ®IEAAA REQ _RESPONSE_NOT_NEEDED

: aaa_req_process : EMMappInFIAAAER : BERIA

. try_next_aaa_method
c ARMABRAERERNRB
: WiERARBE BB

. B & Kaaa_send_client_response, session-

D [BEEIANNE RN E S FHERIEER KT

C ARBEREFENEE

: AAA_REQ_FLAG_LOCAL_RESP

. aaa_cleanup_session

. MiZR faaa_reqo

IR 5 A

: aaa_process_fd_set

: aaa_process_fd_set : fEaaa_accounting_qg#Ymtscallback

. |IBERMER : accounting_interim_update

» Hig

. aaa_create_local_acct_req : user=, session_id=,

ERAMAANER S , BFFRIATREGE.

20181820 17:15:18.102130 aaa

. aaa_process_fd_set



201818120 17:15:18.102149 aaa : aaa_process_fd_set : ffaaa_qgHfYmtscallback
20181420 17:15:18.102267 aaa : aaa_process_fd_set

20181820 17:15:18.102281 aaa : aaa_process_fd_set : ffaaa_qgHfY¥mtscallback
20181420 17:15:18.102363 aaa : aaa_process_fd_set

201818120 17:15:18.102377 aaa : aaa_process_fd_set : ffaaa_qgHf¥mtscallback
20181420 17:15:18.102456 aaa : aaa_process_fd_set

201818120 17:15:18.102468 aaa : aaa_process_fd_set : ffaaa_qgHf¥mtscallback
20181420 17:15:18.102489 aaa : mts_aaa_req_process

20181820 17:15:18.102503 aaa : ¥ ifH#Yaaa_req_process, iE&E0

201818120 17:15:18.102526 aaa : aaa_req_process : EH MapplnBIAAATER : B F
appin_subtype : ERIA

20181820 17:15:18.102540 aaa : try_next_aaa_method

201818120 17:15:18.102562 aaa : BEEMEHERT , MR H AR5 R0
201818120 17:15:18.102575 aaa : handle_req_using_method

2018f&20 17:15:18.102586 aaa : AAA_METHOD_SERVER_GROUP
20181820 17:15:18.102598 aaa : aaa_sg_method_handler group= radius
201818120 17:15:18.102610 aaa : @I XL ThEEA sg_protocol

201818120 17:15:18.102625 aaa : KixiFRITRADIUSHRS

20181820 17:15:18.102658 aaa : mts_send_msg_to_prot_daemon : HRFH A KE= 371
20181820 17:15:18.102684 aaa : «iF : 0x8dfd68cH A MNE & iF &1

20181820 17:15:18.102698 aaa : EEEMN HEAKZF

20181820 17:15:18.273682 aaa : aaa_process_fd_set

201818120 17:15:18.273724 aaa : aaa_process_fd_set : ffaaa_qgf9mtscallback
20181820 17:15:18.273753 aaa : mts_message_response_handler : mtsZ&
20181820 17:15:18.273768 aaa : prot_daemon_reponse_handler

201818120 17:15:18.273783 aaa : &iF : M iEFMI BRAYO0x8dfd68c 0

201818120 17:15:18.273801 aaa : is_aaa_resp_status_successiRZS= 2



20181820 17:15:18.273815 aaa

20181420 17:15:18.273829 aaa
>flags=21.aaa_resp->flags=0.

20181820 17:15:18.273843 aaa
20181420 17:15:18.273877 aaa
20181820 17:15:18.273902 aaa
20181f#j20 17:15:18.273916 aaa
20181820 17:15:18.273935 aaa
20181f#j20 17:15:18.280416 aaa
20181820 17:15:18.280443 aaa
20181f#j20 17:15:18.280454 aaa

20181820 17:15:18.280460 aaa

HXRfER

. is_aaa_resp_status_successE

. Wil Aaaa_send_client_response, session-

: AAA_REQ_FLAG_NORMAL

. B IhEImts_send_response

. aaa_cleanup_session

;B SR EBFEmts_drop

. BiZ ¥ aaa_reqo.

: aaa_process_fd_set

: aaa_process_fd_set : ffaaa_qgf¥mtscallback

: aaa_enable_info_config : aaa® F4EixEEMNGET_REQ

REN E-FSEFEREEZT : RKARLUE

HTACACS/RADIUSKIE/Z A , Ethanalyzer onfi FX-0OS clifF R R AZ BN HE, LiTHEH

bug5l#E Y,

Bug ID : CSCvg87518


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg87518/?reffering_site=dumpcr
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