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Cloud Services
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Device Summary

Logging Settings

Remote Servers
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Edit Syslog Entry

IP Address

10.88.243.52

Protocol Type

UbP TCP
O O

Port Number
514, 1025 - 65535

Interface for Device Logs

Select the interface for sending diagnostic syslog messages.

o Note: The source IP address will either be for the management interface, or
for the gateway interface if you route through data interfaces.

O Data Interface

(® Management Interface
|
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E 10.88.243.52

severity level for filtering FXOS chassis syslogs

© Information b

Message Filtering for Firepower Threat Defense
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Device Summary

Logging Settings

@ Successfully saved logging settings.

S| 10 BHIRE,
=+r . admin g
® - Administrator

Pending Changes

Q Last Deployment Completed Successfully
18 Aug 2022 03:18 PM. See Deployment History

Deployed Version (18 Aug 2022 03:18 PM) Pending Version @ LecEnD

&) Access Rule Edited: Inside_Outside_Rule

ruleAction: TRUST PERMIT
eventLogAction: LOG_BOTH LOG_FLOW_END

€) Syslog Server Added: 172.16.1.250:514

= syslogServerIpAddress: 172.16.1.250
- porthumber: 514

= protocol: UDP

= name: 172.16.1.250:514

deviceInterface:
= inside

) Device Log Settings Edited: Device-Log-Settings
syslogServerLogFilter.datalogging.loggingEnabled: ... true
syslogServerLogFilter.datalogging.platformLoglevel ...  INFORMATIONAL

- syslogServerLogFilter.fileMalwareLogging.loggingEn:
- syslogServerLogFilter. fileMalwarelLogging.severityL:
syslogServerLogFilter.datalogging. syslogServers:

- 172.16.1.250:514

&) Access Policy Edited: NGFW-Access-Policy

MORE ACTIONS w CANCEL DEPLOY NOW ~
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@ Security Policies

1 rule Y Filter a’ @. -

ACTION  ZONES HETWORKS FORTS Fd APFLICATIONS

s 1 Inside_Outside... inside_zone outside_zone &

Trust

B=F ¥ Loggingit T+ , £ At End of Connectionfy #i%£ %4l |, i%£$FSelect a Syslog Alert
Configuration ™9 ~HI&7k , 7£Syslog Server i | RFEEOK,

Edit Access Rule

Order Title Action

1 » Inside_OQutside_Rule
Source/Destination Applications URLs® Users @ Intrusion Pol icvo File po[ic\.lo

SELEGT LOG ACTION SEND CONNECTION EVENTS Tt

() AtEnd of Connection

FILE EVENTS Create new Syslog Sener

(O No Connection Logging
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SH1AESTRIG , TLAEAshow running-config logging@ S/ K FTD CLIBERER FHiRE.

F=H . SMFISysloghRsEs HWIESysloghRSs 25 M AR F 2B #2 SyslogiH o

i Titpct4 by Ph. Jounin - O X
Cunent Directory | C:\Program FileshT fitpdEd j Erawse |
Server interfaces |10.88.243.52 IntellR] PROAM000MT Metwark Connection ﬂ S hvows Dhir I
Titp Sewer] Thtp Client IWLOQ viewer]

bt from date A
167400 19 2022 16:44:26: %FTD-7-710008: U... 10.88.146.119 19/08 11:45:10.683

<167>800 13 2022 16:44.27: %FTD-7-710005: 0., 1088146119 19/08 11:45:11.215

<167>Aug 19 2022 16:44:30: 2FTD-7-710005: U... 10.88.146.119 19/08 11:45:14.586

<167:Au0 19 2022 16:44:31: 2FTD-7-710005: ... 10.88.146.119 19/08 11:45:15.085

<167>Au0 19 2022 16:44:31: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:15.602

<167>Aug 19 2022 16:44,23; ZFTD-7-710005; U.., 10.88.146119 19/08 11:45:17.13

<167>Aug0 19 2022 16:44:34: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:18.573

<167:Au0 19 2022 16:44:35: %FTD-7-710005: ... 10.82.146.119 19/08 11:45:19.245

<167>800 13 2022 16:44. 36 XFTD-7-710005: 0., 1088146119 15/08 11:45:20.686

167800 19 2022 16:44:28: 3FTD-7-710005: ... 1082746119 19/08 11:45:22.572

<167>Au0 19 2022 16:44:353: %FTD-7-710005: ... 10.88.146.119 19/08 11:45:23.684

167400 19 2022 16:44:42 %FTD-7-710005: U... 1088145119 19/08 11:45:28.124

<167>Aug 19 2022 16:44:43; FTD-7-710005: U... 10.88.146119 19/08 11:45:27.688

167400 19 2022 16:44:44: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:27.875

167400 19 2022 16:44:44: %FTD-7-710005; U... 10.82.146.119 19/08 11:45:28.219

<167>8u00 19 2022 16:44,45 %FTD.Z-710005; U.., 10088.146.113 19/08 11:45,28.691

<167:Au0 19 2022 16:44:46: 3FTD-7-710005: ... 1082746119 19/08 17:45:30.062

167800 19 2022 16:44:48: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:32.688

167800 19 2022 16:44:4% %FTD-7-710005: U... 100851461139 19/08 11:45:33.568

<166>Aug 19 2022 16:44:50: XFTD-6-199018; F.. 10.88.146119 19/08 11:45:34.034

<167xAu0 19 2022 16:44:52: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:38.127

167400 19 2022 16:44:53: XFTD-7-710005: U... 10.88.146.119 19/08 11:45:37.568

<167»Aug 19 2022 16:44:54: ZFTD-7-710005: U... 1088146119 19/08 11:45:38.210

<167:Au0 19 2022 16:44:54: 3FTD-7-710005: .. 1082746119 19/08 17:45:38.682

167400 19 2022 16:44:55: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:39.121

<167:8ug 19 2022 16:44:57: ZFTD-7-710005: U.., 10088.146.119 19/08 11:45:41.199

<167>Aug 19 2022 16:44:57; XFTD-7-710005: U... 10.88.146.119 19/08 11:45:41.231

<1664 19 2022 16:44:57: %FTD-6-302016; Te... 10.88.146.119 19/08 11:45:41.371

1672400 19 2022 16:44.57: 2FTD-7-609002: Te... 1088146119 19/08 11:45:41.371

<167»Aug 19 2022 16:44:57: ZFTD-7-609002: Te... 1088.14E1719 19708 17:45:41.371

<167:Au0 19 2022 16:44:58: FTD-7-710005: ... 10.88.146.119 19/08 11:45:42.199
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'"Ctrl+a then

|

commands .

Password:
FTD=1#

FTD-14 [

B=F : Audp 5S40 E—MNBIESHIR ( MREAtep , MJvtep 1468 )

B=4 RIIBERALEEHRITEISYsloghRE R LHMEEO R, FEHAWiresharksk insk sy H a3z
BHREAEF. NiWiresharkFHED | L REBERS [T RBREES,

M The Wireshark Network Analyzer = m} 4
Archivo  Edicién  Visualizacién Ir  Captura  Analizar  Estadisticas Telefonia Wireless Hemamientas Ayuda

d n @ RE ] : === %:}

= =

[obase wn fivo e ve T+

Bienvenidos a Wireshark

Capturai

usando este filtro: | * | Todas las interfaces mostradas =

Local Area Connection™ 9
Local Area Connection™ &
Local Area Conn
=
Adapter for [[Qirscc

Mo hay

Lescuprir

Guia de usuario © Wiki - Preguntas y respuestas - Listas de correo

Esta ejecutando Wireshark3.6.7 (v3.6.7-0-g4a304d7ec222) . Redbe actualizaciones automaticas.

Preparado para cargar o caphurar Mo hay paquetes Perfi: Default

L 8 Audp.port==514H &R TR AMA T , EIEFE D Hudp 51412 EE RTIEER. M
T BIABESIRBEELETSysloghk$ 5.
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dm @  |DRABRe=EF 5[ aaan

ip.addr == 10,88.146. 11 -] +

Mo. Time: Source Destination Protocol [ Length Info
26 8.328459 l].G.BB.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:34: XFTD-7-710085: UDP request discarded from
145 ©.965848 16.86.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:35: ¥FTD-7-710885: UDP request discarded from
294 1.902835 10,88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:36: XFTD-7-718805: UDP request discarded from
383 1.969237 10.88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:36: XFTD-7-710005: UDP request discarded from
435 3.614217 10.88.146.119 18.8E.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-718805: UDP request discarded from
461 3.998686 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: ¥FTD-7-718085: UDP request discarded from
523 4.329918 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-710005: UDP request discarded from
548 4.465525 16.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-7108@5: UDP request discarded from
572 4.994842 16.85.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2022 16:59:39: XFTD-7-7100@5: UDP request discarded from

< £

> Frame 26: 155 bytes on wire (1246 bits), 155 bytes captured (1248 bits) on imterface \Device\NPF_{FFB4AATC-2AES-4A96-BFFA-F3A92CE11E17}, id @
> Ethernet II, Src: Cisco_df:1a:f5 (84:3d:c6:df:1a:f5), Dst: VMware_b3:f9:3b (@0:58:56:b3:79:3b)
i ; Dati 18,88,243,52
User Datagram Protocol, Src Port: 36747, Dst Port: 514
Syslog message: LOCAL4.DEBUG: Aug 19 2822 16:59:34: ¥FTD-7-718@85: UDP request discarded from @.9.8.8/68 to diagnostic:255.255.255.255/67\n

8@ 50 56 b3 f9 3b 84 3d c6 df la 5 83 @@ 45 e FYegm sena E-
20 8d 2b 12 40 20 3¢ 11 78 fl @a 58 92 77 @2 58 - -+-@- < x oXewX
T3 34 8f 8b 92 82 @0 79 62 al 3c 31 36 37 3e 41 4 -~ -y j-<16TA
75 67 20 531 39 20 32 38 32 32 20 31 36 3a 35 39 ug 19 2@ 22 16:59
38 33 34 38 20 25 46 54 44 2d 37 2d 37 31 30 30 :34: XFT7 D-7-7100
3@ 35 3a 20 55 44 5@ 20 72 65 71 75 65 73 74 20 @5: UDP request
64 69 73 63 61 72 64 65 64 20 66 72 6f 6d 20 39 discarde d from @
2e 30 2e 30 2e 30 2f 36 38 20 74 of 20 64 69 61 .8.0.8/6 8§ to dia
67 6e 6f 73 74 69 63 3a 32 35 35 2e 32 35 35 2e  gnostic: 255.255.
32 35 35 2e 32 35 35 2f 36 37 @a 255.255/ 67

() 7 wireshark_Ethernetd 18P 10 1.peapng || Paquetes: 11855 - Mostrado: 77 (0.6%)- Perdido: 0 (0.0%) || Perfi: Default
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