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e R RN FMCIR R EE>Z O H) LAAEOZR_NER,

'Lll'gél;' F'repc’"f'?:r. _I\.-"I:anag_eremenl Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy @ d"’ i+ @ adminv
FTD1010-2
Cisco Firepower 1010 Threat Defense
Device Routing Interfaces Inline Sets DHCP SNMP
—
Q, Search by name Sync Device Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Paort Mode VLAN Usage SwitchPort
@ Diagnostic1/1 diagnastic Physical r —
Ethernet1/1 Prysical » 7
Ethernet1/2 Physical Access 1 « ”
@ Emernetnfa Physical Access 1 | & Fd
[@ Emernetifa Physical Access 1 | @ Fd
[@ Ethernetiss Physical Access 1 -« P
[@ etmernetife Physical Access 1 - Fa
Ethernet1/7 Physical Access 1 -« 7 -
Displaying 1-9 of 9 interfaces < Page| 1 ofl > > C
£
Y OME (L2FIL3)
Edit Physical Interface -] Edit Physical Interface [+]
General Hardware Configuration 1 General 1Pvd IPvB Advanced Hardware Configuration FMC Access
—
Interface ID: Name:
Ethernet1/2
Enatisd Enabled
Dascription: [
| Mar
4 Description;
Port Mode: 1
Trunk - |
, Mode:
Mative VLAN ID: 1 None -

1

Allowed VLAN [Ds:
2-4.6

Protected:

=1 ;

Sacurity Zone:

Propagate Security Group Tag:

Cancel OK
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RP
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|

10.10.204.x/24

Uplink 2 (Control plane)
2.5 Gbps

Application

Device  Routing m Inline Sets DHCP  SNMP

Ethernet1/3  NET203 Physical

10.10.203.2/24(Static)

Ethernstl/4  NET204 Physical 10.10.204.2/24(Static)
ER
- NRITAERE , X2MNsOE T2 T ENL2FM,

- ERARATEERON , BEIHMA ( ASASFTD ) 4L,

- XTFFTD , BEH MR ( FITMALLOW )
FIDEONER

interface Ethernetl/3 nameif NET203
cts nmanual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 10.10.203.2 255.255.255.0
1
interface Ethernetl/4 nameif NET204
cts nmanual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 10.10.204.2 255.255.255.0

, BIREEET L HSnort5| ER &,

FP10108% Fa % O B UE

|

. Application
S S 233  1010203x24 2 0 2.5 Gbps

RP

e1/3[}
e1/4[l}

.3 10.10.204.x/24 2

Uplink 2 (Control plane)
2.5 Gbps

A\ n \

L 4
Conb'oller . DP

.

o

Data0/0




MFXOS CLIFT e BB O it HeR. ARFIERE1/3wA LAY A O BBEME O 2B ITHE

FP1010(l ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep
"stats.ing unicastframes\ | stats.egr_unicastframes"
stats.ing_unicastfranes = 3521254 stats.egr_unicastfranes = 604939

A LARL A FTDE B8 2R 4R T IR IR & -

FP1010# show capture
capture CAP203 type raw data trace interface NET203 [Capturing - 185654 bytes]

XEMRA R, OFE , BIESLHBIEROUTE LOOKUPHTHA :

FP1010# show capture CAP203 packet-number 21 trace
21: 06:25:23.924848 10. 10. 203.3 > 10.10.204.3 icnp: echo request

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resolve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional Information:

found next-hop 10.10.204.3 using egress ifc NET204

FP10103R 512 MEFA M ( H7HE )
[ B S

Application

2.5 Gbps
IIIIIIIIII Illll'!!‘.’ !‘II

I Al
T LA .

Controller
@
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Uplink 2 (Control plane)
Datal]O

= =
S =3 1010203.x/24
RP '

A

10.10203.x/24___

2.5 Gbps

==
[

Device Routing lnﬁm Inline Sete  DHCP  SNMP
| Search by name | & Sync Device || 3 Add Interfaces =
|lllz-lln- ~ Logical N...  Type  Security Zones [mm_wsh-dm IIPM:IM - Port Mode |'II'I.AHI.hI!| - SwitchPort
Ethernett/3  NET203 Physical @, -]
Ethernetl/a  NET204 Physical (@5 5]
BV134 NET34 Bridge... 10.10.203.1/24(Skatic I’ 8

- NIRITAERE , ﬂﬁ’l\lﬁﬁlil)_?% FE—-L3FM ( RELTEHABHAE ) , BVLANTE,
- EFEEATEERON , BEIHMA (ASARFTD ) 4 H,




- FFTD , BEHANIR/E ( HIMALLOW ) |, BIESBEZ T LAASnort5| ZR &,
FTDEOERER

interface Ethernetl/3 bridge-group 34 nameif NET203
cts nmanual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
|
interface Ethernetl/4 bridge-group 34 nameif NET204
cts nmanual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
|

interface BVI34 nameif NET34 security-level 0 ip address 10.10.203.1 255.255.255.0

FP1010M#F4A ik O B UE

LSS RBVI AN EOKA :

FP1010# show bridge-group 34
I nterfaces:
Ethernetl/3 Ethernetl/4
Management System | P Address: 10.10.203.1 255.255.255.0
Management Current | P Address: 10.10.203.1 255.255.255.0
Managerment | Pv6 G obal Unicast Address(es): N A
Static mac-address entries: O
Dynam ¢ mac-address entries: 13

&S E RASAFTDRIERENA AT U F#E5(CAM)EK :

FP1010# show mac-address-table

interface mac address type Age(m n) bridge-group

NET203 0050.5685.43f1 dynami c 1 34

NET204 4c4e.35fc.fcds8 dynami c 3 34

NET203 0050. 56b6. 2304  dynam c 1 34
NET204 0017. df d6. ec00 dynami c 1 34
NET203 0050. 5685. 4f da dynami c 1 34

HREREREADRETHEERREBRNMAC L2ERERM

FP1010# show cap CAP203 packet-number 1 trace
2 packets captured

1: 11:34:40.277619 10.10.203.3 > 10.10.203.4 icnp: echo request
Phase: 1

Type: L2-EGRESS-IFC-LOOKUP Subtype: Destination MAC L2 Lookup
Resul t: ALLOW

Config:

Addi tional Information:

DestinationMAC lookup resulted in egress ifc NET204

XTFFTD , FMCEESEHZEAREAXRRELENZRMFEZONES
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Action Policies interfaces

FP10104L583 A B THRM IR O ( WH3#H )
A AR

Application

VLAN 203

10.10.203.x/24

! . ss
VLAN 203

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

‘ HW switching for intra-VLAN traffic \

|, Interface Logical Name  Type  Security Zones MAC Address (Active/Sta... 1P Addres:  Port Mode VLAN Usage  SwitchPort
Ethernet1/3 Physical Access 203 &0 &
Etherneti/4 Physical Access 203 [ 1@] &

BR

- YR RFTD 6.5+FASA 9.13+Zh&E,
- MBITAEXRE , B NmDEZESIR —L3FMARE —VLAN,
- WHEFHROEEARXTET (NEHFERE ) .
- 7ESwitchPort#E 3\ T B & /Y By X 3Fim 1% 8 B B2 5 & FR(nameif),
HROEXRER TEEHE TE —VLAN ( VLANKRE ) 8 , HIFEEBREFP1010K 23Tk
M2,
FTD#OEE

MCLIWAEXRE A BEESL2BILIEERL

interface Ethernetl/3 switchport switchport access vlan 203 ! interface Ethernetl/4 switchport




switchport access vlan 203

SEVLANR R

HRECACLTE EL BVLANA FE i !

R R 2R IR O

FENREE 20 EEN RPN IR AT EREBRE,
FMC Ul ( EZRIFPIHWAMNIBERT ) -

Edit Physical Interface Edit Physical Interface

Hardware Ce © b Hardware Co©
Interface ID: Enabled Interface ID:
Description: ‘ Description:
Port Mode: Access o Port Mode:
VLAN ID: 203 (1 - 4070) VLAN ID:
Protected: Protected:
FTD# O &R

#n $switchport protected E A T & :

nterface Ethernetl/3

swi t chport

switchport access vlan 203
switchport protected

nterface Ethernetl/4

swi t chport

switchport access vlan 203
switchport protected

FP101032 #6: 4/l O 3 iE

FEARRBIF , KET 10002 BEHTFEI(ICMP) , HR/PRFEKRD (1100FF )

router# ping 10.10.203.4 re 1000 timeout 0 size 1100

EREREEONAOMBE OSBRSS, FEAUTHS :

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep

"stats.ing unicastframes\|stats.bytes_1024tol518_frames"
stats.ing_unicastfranes = 146760
stats. bytes_1024t 01518 franes = 0

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep

"stats.egr unicastframes\|stats.bytes_1024tol518_frames"
stats. bytes_1024t 01518 franes = 0
stats. egr_uni castfranes = 140752

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 3 | egrep

"stats.ing unicastframes\|stats.bytes_1024tol1518_frames"

Access

203

[ enabled

(1 - 4070)



stats.ing_unicastframnes = 147760 <-———==————————————~ Ingress Counters got increased by
1000
stats. bytes_1024t 01518 franes = 1000 <--------—=—=—————-- Ingress Counters got increased by 1000

FP1010( Il ocal - ngnt ) # show portmanager counters ethernet 1 4 | egrep
"stats.egr_unicastframes\|stats.bytes_1024t01518_frames"

stats. bytes_1024t 01518 frames = 0 <------=---——------ No egress increase
stats. egr_uni castfranes = 140752 <-=-=——==——=————————~ No egress increase

W HERAIRIEYVLIANRE -

FP1010# show switch vlan
VLAN Nane St at us Ports

1 - down
203 - up Ethernetl/3, Ethernetl/4

REEDRAVLANGE —NimH , VLANRVRZSRH A UP

o R O MK A SR R lim O XA/ AT |, HEXR S EAVLANKWE—wD |, N
VLANRZS < FR

FP1010- 2# show switch vlan

VLAN Nane St at us Ports
1 - down 201 net201 down
Ethernetl/1l <--- el/l1l was admin down 202 net202 down Ethernetl/2 <---

upstream switch port is admin down

T ETRAT RV CAME :

FP1010- 2# show switch mac-address-table
Legend: Age - entry expiration tinme in seconds

Mac Address | VLAN | Type | Age | Port
4c4e.35£c.0033 | 0203 | dynam ¢ | 282 | Et1/3
4c4e.35fc.4444 | 0203 | dynam ¢ | 330 | Et1l/4

R EBZHRALCAMER BRINE LB [A] 79550 306

FP10102&2/1NCAM :

1. AR RHICAMER: A T8 4 33
2. ASAIFTDEIREE R CAMER: i T Hr iz
FMNESFP1010M IR /AR R IR DX B2 NCAMR (R ZBIIRARFTDEIRRE)FH T E

o

B4 ; i5 205 SwitchPortiE = 5 488 F B9show switch mac-address-table internal switch CAM3%
ExrEE R R AR show mac-address-table FTD datapath CAMZRIES

B4k BEXENHMER
ASAFTDHEREBBHEFTE TEXREHIRARNESR -

FP1010# show log
FP1010#



ASAFTDHIERBEZERTE REH IR -

FP1010# show conn
0 in use, 3 nost used
I nspect Snort:
preserve-connection: 0 enabled, 0 in effect, O nost enabled, 0 nost in effect

SN, FMCEESEH T E R4 IR,

FP10104L584. 358l O ( P4k )
T BE

Application

(VLAN 203)

10.10.203.3/24 Trunk

10.10.203.4/24 203

Uplink 2 (Control plane)
2.5 Gbps

HW switching for intra-VLAN traffic

Device Routing Interla«s Inline Sets DHCP  SNMP

4 Search by name & Sync Device || £ Add Intesfaces.
Ethernet1/3 Physical Trunk 203 ) &
Ethernetl/s Physical Access 203 &0 &
Trunk 203-210 | offj— A||0wed VLAN ||$‘t

ER

- B EFTD 6.5+FASA 9.13+3h#E,

- MIRITTAEXRE , B NROEZEEE—L3FMAE —VLAN,

. kG O EARIEWIAIRARIE W ( R I ARMEVLAN ) .

CYBOERBRERXTEEXE TE—VLAN (VLANRRE ) i, HiEaX BN R E,
FTDEOER

BLEXRCTE2ERBRIRO :

interface Ethernetl/3 switchport switchport trunk allowed vlan 203 switchport trunk native vlan
1 switchport mode trunk

!

interface Ethernetl/5

swi t chport

switchport access vlan 203



FP1010%415. 324l 0 ( VLANE )
AR ARE

l
E1/1
10.10.203.3/24 Access / .
— 3] |
E1/3[}

Access E1f4.
204 -
10.10.204.4/24 E1/5.

Application

| Int vLAN 203
ASH 10.10.203.1/24

| Int VLAN 204
VLAN 203 %550 LAN | 10.10.204.1/24

~ VLAN 204 _
E1l/ 6. Uplink 2 (Control plane)
SVl | ' 2.5 Gbps |

E1/s|]

Device  Routing Inam Inline Sets  DHCP  SNMP

Ethernet/2 Physical

Ethernetl/4 Phrysical
(g vian203 NET203 VLAN -
[ vian204 NET204 VLAN .

- MR BERE |, 205 DEEZ2NFREBL3F M M2 TR VLAN,
- VLANZ R # R 8@ VLANED ( EALTFSVI) .
- NABRHAERE , VLANEREEIAR A

|
El/f1 5 .
10.10.203.3/24 Access / . Application

Uplink 2 (Control plane)
2.5 Gbps

| Data0/0

FTDEONRE
BB R T RRALE LB O (SVI):

interface Ethernetl/2
switchport switchport access vlan 203
interface Ethernetl/4

switchport switchport access vlan 204
!



interface Vlan203 nameif NET203 security-level 0 ip address 10.10.203.1 255.255.255.0
interface Vlian204 nameif NET204 security-level 0 ip address 10.10.204.1 255.255.255.0

VLANE i RO BERLE
XEBEIANTFREVLIANKNIESWRE

FP1010# show capture CAP203 packet-number 1 trace | include Type
Type: CAPTURE

Type: ACCESS- LI ST

Type: ROUTE- LOOKUP
Type: ACCESS- LI ST

Type: CONN- SETTI NGS
Type: NAT

Type: | P-OPTI ONS

Type: | NSPECT

Type: | NSPECT

Type: CAPTURE

Type: CAPTURE

Type: CAPTURE

Type: NAT

Type: | P-OPTI ONS

Type: CAPTURE

Type: FLOW CREATI ON
Type: EXTERNAL- | NSPECT
Type: SNORT

Type: ROUTE- LOOKUP
Type: ADJACENCY- LOOKUP
Type: CAPTURE

BREERENTENE

FP1010# show capture CAP203 packet-number 1 trace | i Type

Type: CAPTURE Subtype: Resolve Egress Interface

Type: ACCESS-LIST found next-hop 10.10.204.3 using egress ifc NET204
Type: ROUTE-LOOKUP -

Type: ACCESS-LIST access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432
Type: CONN-SE'ITINGS* —
Type: NAT FTD Modular Policy Framework (MFP)

Type: IP-OPTIONS policy-map glebal_policy

Type: INSPECT class class-default

Type: INSPECT «* set connection advanced-options UM_STATIC_TCP_MAP
Type: CAPTURE policy-map glebal_policy

Type: CAPTURE class inspection_default

Type: CAPTURE inspect icmp

Type: NAT

Type: IP-OPTIONS
Type: CAPTURE

- FLOW-CREAT! I
Iﬁgz El).(?rg;RﬁT\E:?N!EE}):’NECT - I Snort Verdict: (pass-packet) allow this packet

Type: SNORT P—
ype: Resolve Egress Interface
Type: ROUTE-LOOKUP found next-hop 10.10.204.3 using egress ifc NET204
Type: ADJACENCY-LOOKUP
Type: CAPTURE I next-hop mac address 4cde.35fc.4444 hits 10 reference 1

FP10103€416. VLANHI XL i85
mEARME
TEVLANE R R A2 EEER -

1. V5 (R4 ) SR &

2. 'no forward'is 5



f5 A “no forward a5 & VLAN B 7t &

FMC UIE & :
Edit VLAN Interface ?
IPvd  IPv6  Advanced
Name: METZ203 ¥ Enabled

Description:

Mode: Mone B
SEeCurity Zone: (i
MTL: 1 511) (64 - 9198)
WLAN ID *: (1 - 4070)
Disable Forwarding on 204 i

Interface Vlam:

BR

- no forward drop 22 [,

- EFREERATHAVLANEO,

- EACLREZHI , FEHno forwardie &,
FTDE O R

BIFHCLIEER :

interface VI an203
no forward interface Vlan204
nanei f NET203
security-level 0O
i p address 10. 10.203.1 255.255.255.0
|
interface VI an204
nanei f NET204
security-level 0O
i p address 10. 10.204. 1 255. 255.255.0

MRBFESHTERNEEF , WEKASAFTDREFERERSGBTHER -

FP1010# show log
Sep 10 2019 07:44:54: %TD 5-509001: Connection attempt was prevented by "no forward" command.
icnp src NET203: 10. 10. 203. 3 dst NET204: 10. 10. 204. 3 (type 8, code 0)

MINRE £ BEERASP) THMRARE , EMANACLTAL :



FP1010- 2# show asp drop
Franme drop:
Flow is denied by configured rule (acl-drop) 1

HTEFR2EMOM , RtEHAVLAN 203)TE LR EIEHVB(VLAN 204) KR E |, B A FMEREVR
==

P

Application

| AN 204
%550 LAN 0.10.204.1."24

Controller =l
Uplink 2 (Control plane) I
2.5 Gbps
E1/8|l}

Data0/0

RO — FP1010, FrEEE 4 RR+HriE
EE R TR :

10.10.203.1/24

|
E1/1]
3] |
E1/3]
E1/4 ]
e1/s||
3V |
E1/7|}
E1/sl|

10.10.203.2/24 Application

. 10.10.203.3/24
. 10.10.203.4/24 (GW)
=,

X550 LAN
Controller . DP

Uplink 2 (Control plane)
2.5 Gbps

Data0/0

LRI

. ZAKBENE FRE—L3FM(10.10.203.x/24),
. B H188(10.10.203.4)E FMH T HGW,
FEHEIPENEERITIE

1. #ii
2. BEHF AR+ AR I
WRIHET A4



|
10.10.203.1/24 BG1
. 10.10.203.2/24 BG1 El/l. Application
- v~ 3] | 2.5 Gbps ¢
10.10.203.3/24 E1/3 _ AS,
. 10402084124 1aW0 v / . 7] 10.10.203.100/24
= e1/4[ll
. E1/s|i} | X550 Latl
BG1=Bridge-Group 1 E1/6. Uplink 2 (Control plane)
E1/7[l | 2.5 Gbps
E1/s|
| DataOD
ER
ARHWERR -
- BVI 1548 EENREZER—FM(10.10.203.x/24) R A IPRIE,
- AN OB TE—MEE ( AFHhR4E1).
- ENR O RSN iR O BEE T & o
- EHFENAENZINKNBEEIEA (HIWMFTD ) .
MFMCUINBEXRE , BENR :
Device Routing Inline Sets DHCP SNMP

A Search by name | & sync Device || ) Add Interfaces ~
Ethermet1/1 Physical
Ethernetl/2 Physical

Ethernetl/3 Physical

Physical

FTD# O &R
REIPHNEER

interface BVI1l nameif BG1l security-level 0 ip address 10.10.203.100 255.255.255.0
nterface Ethernetl/1

no switchport bridge-group 1 nameif HOST1
nterface Ethernetl/2

no sw tchport

bridge-group 1

nameif HOST2

nterface Ethernetl/3

no sw tchport

bridge-group 1

nameif HOST3

nterface Ethernetl/ 4

no sw tchport

bridge-group 1

nameif HOST4

LR PRRE




BG1 = Bridge-Group 1

Uplink 2 (Control plane)
2.5 Gbps '

| DataDlJ
WIS 2. 58 4 3T e+ B 43
|
10.10.203.1/24 access 203
10.10.203.2/24 access 203 . Application

l 10.10.203.3/24 access 203 E1f3 .
p—— 10.10.203.4/24 (GW) access 204 E1/4.
e1/s[i|
e1/6l
E1/7|]

Uplink 2 (Control plane)

2.5 Gbps
E1/s|
| Dataofo
ER
RRUHNEAR :

. BVI 154 EERNIREIER—FM(10.10.203.x/24) b A IPSIE,

- EEER LR ENA I O ESwitchPortiE X TEE , /& TE—VLAN(203),
. EER UGWE]’J AfESwitchPortiE X TEE , /& T RRIKIVLAN(204),

- H2/ANVLAN# O (203, 204), 2AVLANEOREDEIP , B TMHF4L,
- ENEEHHBE BT SRR,

- EHEIRKHBEEBELNA (FIWFTD )

FMC UIfL &
Device Routing lnﬁm Inline Sets DHCP SNMP

4 Search by name | & SyncDevice || © Add Interfaces

Ethernetl/1 Physical
Ethemet1/2 Physical

Ethemet1/3 Fhysical

Physical &
\"|M|2IJ3 Ja
[l vian204 s

(g e i 10.10.203.100/24(Static) FEB v




FTDEOE R
REIPHWEER

nterface Ethernetl/1
switchport switchport access vlan 203
nterface Ethernetl/2
switchport switchport access vlan 203
nterface Ethernetl/4

switchport switchport access vlan 204
!

interface V1an203

bridge-group 1 nameif NET203

interface Vl1an204

bridge-group 1 nameif NET204

!

interface BVI1l nameif BGl ip address 10.10.203.100 255.255.255.0

ENBENBEEENZICWESS :

Application

10.10.203.2/24 access 203

10.10.203%,24 access 203 | ' Vi1
10.10.203.4/24 (GW)  access 204

e

Uplink 2 (Control plane)
2.5 Gbps

DataOr‘O

FP1010i& i EEM
AT A HEHA)

Active
FP1010

€12 Edge Switch Core Switch

[ Gyzlﬁ -

access 300

access 300
E1/3 G3/22
. access VLAN 1
FP1010 in HA >
Standby
FP1010 | €12 Edge Switch Core Switch
w1 63421 p—

access WLAN 1

EHARE R ERH RGN , FE2NEER :
1. ZARB EAHWRRBET BB ELABES. XAESEHRENE,



2. XMl O FHHAK 2
®ITER

- AR BESwitchPortThBEEASAFTDE AT A E S EH, FMCEEREHRIEXTUTRE
https://www.msco.com/c/en/us/td/docs/securltv/flrepower/670/confiquration/quide/fpmc—confiq—
quide-v67/regular_firewall interfaces for firepower threat defense.html#topic kgm dgc b3b

" Firapower Threat Defensea
Interfaces and Device Settings For all Firepower 1010 interfaces, the default auto-negotiation setting also includes the Auto-MDIfMDIX feature. Auto-MDI/MDIX eliminates the need for

crossover cabling by performing an internal crossover when a straight cable is detected during the auto-negotiation phase. Either the speed or duplex must be set
to auto-negotiate to enable Auto-MDI/MDIX for the interface. If you explicitly set both the speed and duplex to a fixed value, thus disabling aute-negotiation for
both settings, then Auto-MDI/MDIX is also disabled. When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therafore
Regular Firewall Interfaces for Auto-MDI/MDIX is always enabled and you cannot disable it.

Firepower Threat Defense

Interface Qverview for
Firepower Threat Defense

Guidelines and Limitations for Firepower 1010 Switch Ports
Inline Sets and Passive = .~ .
Interfaces for Firepower Thraat High Availability and Clustering

Defense + No cluster support,

DHCP and DDNS Services for

Threat Defense » You should not use the switch port functionality when using High Awvailability. Because the switch ports operate in hardware, they continue to pass traffic on

both the active and the standby units. High Availability is designed to prevent traffic from passing through the standby unit, but this feature does not extend to
Quality of Service (QoS) for switch ports. In 2 normal High Availability network setup, active switch ports on both units will lead to network loops. We suggest that you use external
Firepower Threat Defense switches for any switching capability. Note that VLAN interfaces can be monitored by failover, while switch ports cannot. Theoretically, you can put a single
switch port on a VLAN and successfully use High Availability, but a simpler setup is to use physical firewall interfaces instead.

2 Firepower Threat Defense High

B4 BRI (STP)HRE

FP1010EBRBHLFEZEITSTP,

FERUATHR

Edge Switch Core Switch
G2/1

STP Root Bridge
VLANSs 300, 301

&R L, BAVLANK R O RG2/1:

Edge- Swi t ch# show spanning-tree root | i 300|301
VLANO300 33068 0017. df d6. ec00 4 2 20 15 e@i2/1
VLANO301 33069 0017. df d6. ec00 4 2 20 15 e@i2/1

FFP1010EER D E MY , HER —VLAN (B4R ) FREFNKOD

FP1010 £1/2 Edge Switch Core Switch

G3/21
ccess VLAN 1 G2/1 [E—
access 300 —.

at)

access 301

a;;’?vmw . G3/22 STP Root Bridge
VLANs 300, 301



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#topic_kqm_dgc_b3b

(7] &

- BT G3/22 L R FWVLAN 3018 VLANSHEHY £ BPDU

Edge- Swi t ch# show spanning-tree root | in 300|301
VLANO300 33068 0017. df d6. ec00 4 2 20 15 Gd2/1
VLANO301 33068 0017. df d6. ec00 8 2 20 15 @i3/22

B BEFL2RBYLEREZIFP1010 , N AT A STPIE

FMCEEHREAPHLIZERXRTX—R

https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-
quide-v67/reqular firewall interfaces for firepower threat defense.htmli#task rzl bfc b3b

KN

Note 1D does not end up in a network loop.

The Firepower 1010 does not support Spanning Tree Protocol for loop detection in the network. Therefore you must ensure that any connection with the

FXOS REST API

FMC REST API
T RIS E X FHFRIREST API:

- L2 E O FHPUT/GET]
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfac
es/{objectld}

- VLAN# O[%#POST/PUT/GET/DELETE]

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/vlaninterfaces/{o
bjectld}

R HERR 2 M
WA

A E X4 EFTD/NGIPSHEHEBRSishow techf i P 3R, EHTHEHERREY , FEEEUT
Iﬁi BUTHESHHAER
- lopt/cisco/platform/logs/portmgr.out
- Ivar/sysmgr/sam_logs/svc_sam_dme.log
- Ivar/sysmgr/sam_logs/svc_sam_portAG.log
- [var/sysmgr/sam_logs/svc_sam_appAG.log
- ASAZ1TELE
- /Imnt/disk0/log/asa-appagent.log
MFXOS (8% ) — CLISEHE

X FFTD(SSH):


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_rzl_bfc_b3b

> connect fxos

Cisco Firepower Extensible Operating System (FX-0OS) Software

TAC support: http://wwmv ci sco.comtac

Copyright (c) 2009-2019, Cisco Systems, Inc. Al rights reserved.

FP1010- 2# connect local-mgmt
FP1010- 2( 1 ocal - mgnt ) #

MNTFFTD (##HE )

> connect fxos

You came from FXOS Service Manager. Please enter 'exit' to go back.
> exit FP1010- 2# connect local-mgmt

FP1010- 2( 1 ocal - mgnt ) #

FP1010/5 3%

im O FFSHRENFIERNIBR LY MK O IhEE.

EHREEEF ,ﬁ#‘aﬂﬁﬁ%ﬁﬂ’ﬂ“ﬁ#‘m?’“%ﬂ”ﬁﬂﬁiﬁ #alRERED LEKRNERIEREBSME
FNERAFO)WIFFH. UTR—NMrANTREIEIMED

FP1010- 2# connect local-mgmt
FP1010- 2( | ocal - ngnt ) # show portmanager switch status

---Port Control 2 regAddr=8 data=2E80--

Junbo Mode =2
Mode: 0:1522 1:2048 2: 10240

802. 1q node =3
Mode: O0: Disabl e 1: Fall back 2: Check 3: Secure

Discard Tagged = 1 Mode: 0:Allow Tagged l:Discard Tagged

Di scard Untagged = 0 Mbde: 0: All ow Untagged 1:Di scard Untagged ARP Mrror = 0 Mdde: 1:Enable
0: Di sabl e Egress Mnitor Source = 0 Mdde: 1:Enable 0:Disable Ingress Mnitor Source = 0 Mde:
1: Enable 0:Disable Port default QPri =0

EUFFERT , SUUEIEHREOABEANEHEFFICTFRE !

Davica  Routing l nteris - Il Inline Safs  DHCP  SHMP FP1010# connect lacal.mgme
3 e D 3 Add Inberfaces » FR1010{local-mgmt}# show portmanager switch status | egrep "Port Registers Dump| Tagged™

ARSI (—— Port Registers Dump for port 1

Logical... Type Sec.. M. 1P Address Port Mode  VLAN Usage  SwitchPort Discard Tagged =
R Maode: 0:Allow Tagged 1:Discard Tagged Routed Mode (86}
¥ e e Port Registers Dump for port 2 -

/ e =0
= Mode: 0:Allow Tagged 1-Discard Tagged ﬁ Trunk Mode
=T . Port Registers Dump for pot 3 ——
A—
i
i
1
1

1

Discard Tagged =1
Mode: 0-Allow Tagged 1:Discard Tagged H EARE I
-------- Port Registers Dump for port 4 Access Mode

Dis:a:\io'l'aggedr =D? 7
Made: 0:Allow Tagged 1.Discard Tagged

......... Part wg?, oump for port 59?..,,,., El Routed Mode (IP)
Discard Tagged

Mode: 0-Allow Tagged 1: D-scartl Tagged
......... Part Registers Dump for pori B ——eee
Discard Tagged

Maode: 0:Allow Tagged 1. D-mtd Tagged
......... Part Registers Dump far pon T eeeeee
Discard Tagged

Maode: 0-Allow Tagged 1: D-scar:l Tagged
......... Port Registers Dump for poft § ——
Digeard Tagged =1

Made: 0-Allow Tagged 1:Discard Tagged

ARGAGARE

ddddsSsEES D DE;

......... Part Registers Dump for pont 9~
Discard Tagged =0
Mode: 0:Allow Tagged 1:Discard Tagged

I #EFPRM showH R ( #£FP1010L )



BAKFPRVBS S H FHE EASIFTPRRSS 2R |, THITATRE -

FP1010(l ocal - ngnt ) # show tech-support fprm detail

FP1010( !l ocal - ngnt ) # copy workspace:///techsupport/20190913063603_FP1010-2_FPRM.tar.gz
ftp://£ftp@10.229.20.96

FPRM#EZI 2B E — /N8 Atech_support_brieffy 324, tech_support_briefXX @& — R Flshowin &
- HA—/ Eshow portmanager switch status:

tmp
opt
mnt

isan

| tech_support_brief

REFHAEFEE. FREEAERGE
6.5 4= 3K Hi Y BR 51
. SVHEO R X HN S H ML

- 101077 FZER.
. SVI VLAN ID3E [l BR %179 1-4070,

- A EFL2MR O EE,
- A EFEL20 O BEREREER,
B3 H1hsEH < AV R &l
Ihee #iR PR &l
VLAN#Z O A1 ZRVLANEE O B3 60
T REERXTHROLERTFNREX
R 4kiE R VLAN VLANZ 20
MR PR RAFICHBIEE
Native VLAN EROLFRREOD EREMNAIE 1
VLAN
SREFETREOD
SN (#OVLAN, F#0O, iwOBE 60
%EED%)
He R4l

- FEOMEOVLANTRESE FERIAYVLAN,

. S5BVINFMEEOMLAE TR —EEO,

- BVITTLAEALIER s O MLIER w0 FIZEONA S B,
. ATLAfE A OVLANRIA S BIZBVI,

- EESEALER KO FMEOVLANSIZEBVI,



HXRfER

. BRlFirepower 10102 £ 18 %

- BLEiEE


https://www.cisco.com/c/zh_cn/support/security/firepower-1010-security-appliance/model.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
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