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Encrypt on Delivery

The message continues to the next st
When all processing is complete, the i
delivered.

Encryption Rule:

Always use message encryption. |
(See TLS settings at Mail Policies > Dh

Encryption Profile:

¥ CRES_HIGH
CRES_LOW
CRES_MED

e )
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MESA CLI% A encryptionconfigai 5

ESA.com> encryptionconfig
IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles
Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIGH-CRES Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles



- CLEAR - Clear all configuration profiles
- PROXY - Configure a key server proxy
[1> new

1. Cisco Registered Envelope Service

2. IronPort Encryption Appliance (in network)
Choose a key service:

[11>

Enter a name for this encryption profile:
[1> HIGH

Current Cisco Registered Key Service URL: https://res.cisco.com
Do you wish to alter the Cisco Registered Envelope Service URL? [N]> N

1. ARC4

2. AES-192

3. AES-256

Please enter the encryption algorithm to use when encrypting envelopes:
[1]1>

1. Use envelope service URL with HTTP (Recommended). Improves performance for opening envelopes.
2. Use the envelope service URL with HTTPS.

3. Specify a separate URL for payload transport.

Configure the Payload Transport URL

[11>

1. High Security (Recipient must enter a passphrase to open the encrypted message, even if
credentials are cached ("Remember Me" selected).)

2. Medium Security (No passphrase entry required if recipient credentials are cached ("Remember
Me" selected) .)

3. No Passphrase Required (The recipient does not need a passphrase to open the encrypted
message.)

Please enter the envelope security level:

[1]1>

Would you like to enable read receipts? [Y]>
Would you like to enable "Secure Reply All"? [N]> y
Would you like to enable "Secure Forward"? [N]> y

Enter a URL to serve as a link for the envelope logo image (may be blank):
[1>

Would you like envelopes to be displayed in a language other than English ? [N]>
Enter the maximum number of seconds for which a message could remain queued waiting to be
encrypted. Delays could be caused by key server outages or resource limitations:

[144001>

Enter the subject to use for failure notifications:
[ [ENCRYPTION FAILURE]]>

Please enter file name of the envelope attached to the encryption notification:
[securedoc_S${date}Ts${time} .html]>
A Cisco Registered Envelope Service profile "HIGH" was added.

1. Commit this configuration change before continuing.

2. Return to the encryptionconfig menu and select PROVISION to complete
the configuration.



Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIGH-CRES Hosted Service No Not Provisioned
LOW-CRES Hosted Service No Not Provisioned

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> provision
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Cigco IronPort Email Encryption Settings
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FECLI® & A encryptconfig Ftype profilesii ©o

ESA.com> encryptionconfig
IronPort Email Encryption: Enabled

Choose the operation you want to perform:
- SETUP - Enable/Disable IronPort Email Encryption



- PROFILES - Configure email encryption profiles
- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

CRES_HIGH Hosted Service No Provisioned
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5.x.3 - Temporary PXE Encryption failure

BRFR  REAAARAREEL R 410558 MM 45 =&

5.x.3 - PXE Encryption failure. (Message could not be encrypted due to a system configuration
issue. Please contact your administrator
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5.x.3 - PXE Encryption failure. (Error 30 - The message has an invalid "From" address.)

5.x.3 - PXE Encryption failure. (Error 102 - The message has an invalid "To" address.)
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https://www.cisco.com/c/zh_cn/td/docs/security/email_encryption/CRES/admin_guide/b_Admin_Guide/b_Admin_Guide_chapter_0100.html#con_7787623
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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