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https://wiki.mozilla.org/Security/Server_Side_TLS
https://www.cisco.com/c/zh_cn/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html
https://www.cisco.com/c/zh_cn/support/docs/security/cloud-email-security/214281-accessing-the-command-line-interface-cl.html

Edit SSL Configuration

Mode —Cluster: Hosted_Cluster | change Mode... hd

¢ Centralized Management Options

SSL Configuration

GUI HTTPS: Methods: | ¥ 718 v1.2
| TLS vi.1
#*| TL.S vi.0

S5L v3

S5L Cipher(s) to use: |RC-"I-SHh: RC4-MDS: ALL:-aMULL:-EXPOR

Inbaund SMTP: Methods: | ¥ TLS vi1.2
o TLS vi.1
¥ TLS v1.0

S5L V3

SEL Cipher(s) to use: | [Rca-5HA:RC4-MDS:ALL:-3NULL:-EXPOR

Qutbound SMTP; Methods: | | TLs v1.2
*| TLS vi.1
# TLS v1.0

S5L v3

S5L Cipher(g) to use: | |RrC4-SHA:RC4-MDS:ALL:-aNULL: -EXPOR

MNota:

TLSv1.0 and TLSv1.2 cannot be enabled simultaneously, but both can be enabled for use with TLSv1. 1.
[ Cancel | [Submit |
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(Custer Hosted_Cluster)> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl_2
GUl HTTPS ci phers:

RC4- SHA

RC4- MD5

ALL

- aNULL

- EXPORT

Inbound SMTP method: tlsvl_2
I nbound SMIP ci phers:

RC4- SHA

RC4- MD5

ALL

- aNULL

- EXPORT

Outbound SMTP method: tlsvl_2
Qut bound SMTP ci phers:
RC4- SHA

RC4- MD5

ALL

- aNULL

- EXPORT

Choose the operation you want to perform

- QU - Edit GQUI HTTPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- QUTBOUND - Edit Qutbound SMIP ssl| settings.



- VERIFY - Verify and show ssl cipher list.

- CLUSTERSET - Set how ssl settings are configured in a cluster.

- CLUSTERSHOW - Display how ssl settings are configured in a cluster.
[1> INBOUND

Enter the inbound SMIP ssl method you want to use.
l. TLS v1.0
2. TLS vl1.1
3. TLS v1.2
4. SSL v2
5. SSL v3
[31> 1-3

Enter the inbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL: - aNULL: - EXPORT] >

o
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H GH: MEDI UM @TRENGTH: ! aNULL: ! eNULL: ! LOWN ! DES: ! MD5: ! EXP: ! PSK: | DSS: | RC2: | RCA: | SEED: ! ECDSA: ! ADH: ! |
DEA: ! 3DES: | SSLv2: 18SLv3: !TLSv1: - aNULL: - EXPORT: - | DEA

HREEFHEMAFESSLVIZRBENHELK LLESA/CESINIERI SSLV3 : XX , HihLER
FRIER , SSLEFALEHE  RESEXEREETRHNDE,

R TRIESTLSVI.ON ROIZE R FRFEIIEE | EEEREHIBR! SSLV3:ITLSV : BEREHEIRN
FIEBFFRE

HI GH: MEDI UM @TRENGTH: ! aNULL: ! eNULL: ! LOW ! DES: ! MD5: ! EXP: ! PSK: I DSS: ! RC2: ! RCA: ! SEED: ! ECDSA: ! ADH: ! |
DEA: ! 3DES: ! SSLv2: - aNULL: - EXPORT: - | DEA
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A BERY IR B fimail_logs//H B IRER |, (BERS&RHIXT :

Sun Feb 23 10:07:07 2020 Info: DCI D 1407038 TLS failed: (336032784, 'error:14077410: SSL
routines: SSL23 CGET_SERVER HELLO sslv3 al ert handshake failure')

Sun Feb 23 10:38:56 2020 Info: DCI D 1407763 TLS failed: (336032002, 'error:14077102: SSL
routines: SSL23_ CGET_SERVER HELLO unsupported protocol ')
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117855-technote-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/210533-SSL-Cipher-Strength-Details.html?referring_site=RE&pos=2&page=https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117855-technote-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118844-technote-esa-00.html?referring_site=RE&pos=3&page=https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117855-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置在Cisco ESA和CES的传输层安全版本1.0
	目录
	简介
	如何能启用在Cisco ESA和CES的TLSv1.0 ？
	图形用户界面
	命令行界面
	密码器

	相关信息


