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https://www.fbi.gov/scams-and-safety/common-fraud-schemes/nigerian-letter-or-419-fraud
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IMS Global Settings
Ironport Intelligent Multi-Scan:  Enabled
Regional Scanning: | OFf

Edit IMS Settings
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Edit Common Global Settings

Message Scanning Thresholds: = Increasing these values may result in decreased performance. Flease consult documentation for size recommendations
based on your enviranment.

Always scan messages smaller than |2M Maximum
Add a trailing K or M to indicate units. Recommended setting is 1024K( 1MB) or less.

Meyer scan messages larger than I]H Maxirmum

Add a trailing K or M to indicate units. Recommended setting is 2048K(2MB) or less,

Timeout for Scanning Single Massage: |6:D Seconds
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Message Scanning Thresholds: | Increasing thesa values may result in decreased performance, Please consult documentation for size recommendations
based on your environment,

Always scan messages smaller than EM Maxirmum

Add a traiting K or M o indicate units, Recommended setting is 10XME{1MB) or less

Hever scan messages larger than [3’\-1 Maximum

Add a traiing K or M to indicate units. Réecommendad satting iz 2045K(2MB) or less

Timeout for Scanning Single Message: !&a. Seconds

Scanning Profile: Marmmal

* Aggressive

s on blocking spam,
mere impact on spam detection

Regional {China)
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External Spam Quarantine Settings
# Enable External Spam Quarantine

Name: ||;gntralized_s|:lam

{e.q. spam_quarantinga)

IP Address: Isma_ip_address

Port |6025

Safelist/Blocklist: | & Enable End User Safelist/Blacklist Feature

Blocklist Action: | Quarantine 5
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Add Pokicy.
Order | Policy Mamea  Anti-Spam Anti-Vinss Advanced Malware Protection Graymall Content Filters Cutbreak Filters  Delete
Default Policy  IronPort Intelligent Multi-Scan | Sophos File Reputation Graymall Detection URL_LOG_ALL_REPUTATION Ratention Time
Posiove] Defiver Encrypted: Daliver Makware Fila: Drop Unsubschite: Enabled URL_LOG_ALL_CATEGORY Wirus; 1 cay
Suspected: Deliver Unscannable: Deliver | Pending Analysis: Quarantine Marketing: Spam Quaranting  URL_QUARANTINE_MALICIOUS = Other: 4 hours
Wirud Pogsitive: Drog Unscannable - Massage Efror: Deliver Sacial: Spam Quaranting URL_REWRITE_SUSPICIOUS
Unscannable - Rate Limit: Deliver Bulk: Spam Quaranting URL_INAFPROPRIATE

Unscannabla - AMP Sarvice Not ... SPF_DKIM_FAIL
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Policy: Default

Enable Anti-Spam Scanning Anti- ;
for This Policy: Ui IronPort Ant-Spamiservics

*  Use IronPort Intelligent Multi-Scan
Spam scanning buiit on IronPort Anti-Spam.

Disabled
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https://www.cisco.com/c/zh_cn/support/docs/security/content-security-management-appliance/118461-technote-esa-00.html
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eSS
Pltlvdv[-lduntlllnd Spam Settings

Apply This Action to Message: Spam Quarantine 3
Nate: If local and external quarantines are defined, mall will be sent to local quarantine,

Add Text to Subject: | | prepend 4|  |[SPAM)
I Advanced Optional settings for custom header and message delivery.

| supected Spamsetngs

Enable Suspected Spam Scanning: No ® Yeg
Apply This Action to Message: Deliver ¥
Send to Alternate Host (optional): |

Add Text to Subject: | prepend$|  |[SUSPECTED SPAM]

I Advanced | Optional settings for custom header and message delivery.

- BRERAFIRE R B AT A ok | H B EAVIRE R E H E IR B A9 SR R4 0 21 FI90 M FREE Y
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Spam Thresholds

Spam is scored on a 1-100 scale. The higher the score, the mare likely a message is a spam.

IronPort Anti-Spam: * Use the Default Thresholds

Use Custom Settings:

Positively Identified Spam:  seore > (50 - 100)

]

Suspected Spam:  gegre = (minimum 25, cannot exceed positive spam score)

IronPort Intelligent Multi-Scan: ' Use the Default Thresholds

® Use Custom Settings:
Positively Identified Spam:  seore > [1] (50 - 100)

&

Suspected Spam:  gegre = 3 (minimum 25, cannot exceed positive spam score)
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Sophos Anti-Virus Overview

Anti-Virus Scanning by Sophos Anti-Virus: | Enabled
Virus Scanning Timeout (seconds): | 60
Automatic Updates: (?) | Enabled

| Edit Global Settings... |

Current Sophos Anti-Virus files

File Type Last Update

Current Version New Update
Sophos Anti-Virus Engine Wed Nov 6 10:04:30 2019 3.2.07.377.1_5.68 Not Available
Sophos IDE Rules Wed Mov 6 12:03:56 2019 2019110602 Mot Available

Mo updates in progress.

[Update Now_
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Anti-Virus Settings

Policy: DEFAULT

Enable Anti-Virus Scanning for This Policy: Yes

# Use McAfee Anti-Virus

¥ Use Sophos Anti-Virus

Na

- BNARREEXH  RIEERABRKRARHRENAHE

Message Scanning
Scan for Viruses only
Drop infected attachments if a virus is found
¥ (recommended) Include an X-header with the Anti-Virus scanning results in messages

Action Applied to Message:

Archive Original Message: * No Yes
Modify Message Subject: * No Prepend Append

I: WARNING: VIRUS REMOVED]

b Advanced | Optional settings for custom header and message delivery.

. IN#E/Y MUnscannableil B W HEN R ERAXMIR EMIEEN — SBSRER,
- R ENHENRREERFMEBRFENERN TEEGIETR



Action Applied to Message: Deliver As Is

Archive Original Message: ® No Yes
Madify Message Subject: No ® Prepend Append

|[A/V UNSCANNABLE]

b Advanced Optional settings for custom header and message delivery.

Action Applied to Message: Deliver As Is

Archive Original Message: '*® No Yes
Modify Message Subject: No * Prepend Append

[tarv UnsCANMABLE]
b Advanced Optional settings for custom header and message delivery.

Virus Infected Messages:

‘

Action Applied to Message: Drop Message

Archive Original Message: '* No Yes
Modify Message Subject: No * Prepend Append

I:'.-'.'.-'\-'{.\.':I'HG : VIRUS DETECTED]

b Advanced = Optional settings for custom header and message delivery.
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Graymail Global Settings

Graymail Detection Enabled

Safe Unsubscribe = Enabled

Automatic Updates I? Emabled
Edit Graymail Settings I
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Graymail Settings

Policy: DEFAULT

Enable Graymail Detection for This Policy: ° Yes No
Enable Graymail Unsubscribing for This
Policy: O ves No
Perform this action for: (&) All Messages Unsigned Messages

{Recommended)

E%gﬁgﬁ@%’&’!‘ﬁ B FHR AR M4 M 4 68 F B 4FiR M AVERME | FEAHE S FHb4ri AR
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< Action on Marketing Email
Apply this action to Message: Deliver

|

Send to Alternate Host (eptional): |

Add Text to Subject: Mo D) Prepend Append

[[MARKETING]
b Advanced  ‘Optional settings for custom header and message delivery.

+ Action on Social Network Email

. |

Apply this action to Message: Deliver ]
Send to Alternate Host (optional): |

Add Text to Subject: Mo @ Prepend Append

[[SOCIAL NETWORK)
+ Advanced | CPtional settings for custemn header and message delivery.
+ Action on Bulk Email
Apply this action to Message: | | Daliver
Send to Alternate Host (opticnal): |

‘

Add Text to Subject: Mo @) Prepend Append

[[BULK)
b Advanced | Optional settings for customn header and message delivery.
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Outbreak Filters Global Settings

Enable Outbreak Filters

Adaptive Rules: Enable Adaptive Rules

Maximum Message Size to Scan: | [3M Maximum

Add 2 trailing K or M to indicate units.
Emailed Alerts: (7] Receive Emailed Alerts
‘Web Interaction Tracking: (7] Enable Web Interaction Tracking
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Outbreak Filter Settings

Quarantine Threat Level: (7 34
Maximum Quarantine Retention: | yira aArtachments: ’.'l_ Days ¢
Other Threats: '4_ Hours 3
Deliver messages without adding them to quarantine
Bypass Attachment Scanning: None configured

- MEMIAWAEBE , J&SKEphish , BRIIEFEEEURL, EFEAZSEIRNTNEES
URLE T &b
- BREBEMAYURLEFTE E S fEnable (event) 1.2 REY IR BE :



Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7) 34

Message Subject: Prepend |[Pnssihle $threat_category Fraud] Insert Variables | Preview Text [

Include the X-IronPort-Outbreak-Status headers: Enable for all messages

Enable only for threat-based cutbreak

© Disable
Include the X-IrenPort-Outbreak-Description header: Enable
+ Disable

Alternate Destination Mail Host (Other Threats only): |
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
Enable only for unsigned messages (recommended)

Enable for all messages
-] g
Disable

Bypass Domain Scanning (7)

#H
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001 :db8::/32)
Threat Disclaimer: System Generated

Preview Disclaimer &

Disclaimer text will be applied to the top of the message body for Suspicious and Quarantined messages. To create custom disclaimers
go to Mail Policies = Text Resources > Disclaimers
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