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Sander Verification
Envelope Sender DNS Verification: | ® gn ) off

Mailformed Envelope Senders:

SMTP Code: |553

SMTP Text: IlS.S.d Domain required far sender address

Enwelope Senders whose domain deas nok resolve:

SMTF Code: |451

SMTP Text: [£4,1,8 Domain of sender address <$EnvelopeS

Envelope Senders whose domain does not exist:

SMTP Code: |55_'.|

SMTP Text: IIS.I.Q Comain of sender address <$Envelopes

Use Sender Verification Exception | 8 gn ) odf
Table:

F2RF : FHDMARCR IEFrom$Rk

DMARCK I 2B EZERIRNBAESZHNIEE , EBEERENNREEL KT, DMARCH
FASPFEDKIM ( ZEBRBE R ) HITHEMRRIENESSFromiRLF EIMARZLZWFHWAERE
KB , HAESPFHFDKIMIRRF SFROMIRLFRIRAF —Ho

EBEIDMARCEIE , ZFAMHSAEDLESEAR - EHEIENF . ki, Cisco Secure Emailik
AUFEERAENDMARCRIIE EXH , UBZHAMEENDMARCEKR , XoEmEELAERE
(RUA) TN BE/BUE (RUF) R & . X /SR A B F nsg b6 B B RIEEE,

RERENT . REFARGABRNHWDMARCEKERIENBRIADMARCELE X . WA , HI4gRE
DMARCRIFM £ RSB F AR EBWMNIREG ., EREEREXME , YE B4R KE" (Mail
Flow Policies)®R A KB H /5 IDMARCKIE RS o

3.DMARCH UF Fi & X 4

Create DMARC Verification Profile

Profile Name: IDE FAULT

Message Action when the Policy in DMARC | (7 g Action

Record is Reject: =
L Quarantine to:
® Reject
SMTP Code: [s50
SMTP Response: |#5.?.1 DMARC unauthenticated mal

Message Action when the Policy in DMARC | () Mo Action
Record is Quarantine: .
® Quarantine to: | Palicy {centralized) ~|

Message Action for Temporary Failure: (O] Accept
) Reject
SMTP Code: Jas1
SMTP Response: |.l Unable to perform DMARC w

Message Action for Permanent Failure: C"-'Accept
® Reject
SMTF Code: [s50
SMTP Response: |#S.?. 1 DMARC verification failed.
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Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning

for This Policy? @ Use IronPort Anti-Spam service

() Disabled

Paositively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine ~

Note: If local and external quarantines are defined, mail will be sent to local gquarantine.

Add Text to Subject:  [prepend v|  [[sPAM]

b Advanced Optional settings for custom header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | O no @ yas

Apply This Action to Message:

Send to Alternate Host (optional): |

Add Text to Subject: | prepend ~|  [[SUSPECTED SPAM]

b Advanced Optional settings for custom header and message delivery.
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Spam Thresholds
Spam is scored on a 1-100 scale. The higher the score, the more likely a message is a spam.

IronPort Anti-Spam: @) Use the Default Thresholds

() Use Custom Settings:
Pasitively Identified Spam:  Score = |gu (50 - 100)

Suspected Spam:  Sepre |39‘ (minimum 25, cannot exceed positive spam score)
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Add Condition... | Apply rule: |I'F ane ar more conditions match V|
Order Condition Rule Delete
1 Domain Reputation sdr-reputation (['untrusted’, 'questionable’], ™) W
2 2 | Domain Reputation sdr-sender-maturity ("days", <=, 5, "") o

Add Action...
Order Action Rule Delete
i Natify notify (“administrater@customer.com, $EnvelopeRecipients”, "Malicious-SDR™) i~}
2 & | Quarantine quarantine("Policy™) W
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Automated Remediation Policy @ ) On

Thiriat

Category Lescnpiion hchon
Thireats
Move to Cuaranting
Spam
P Move to Junk w
Graymail iy | | ] i
: ) . Mo Action e

Do not remediate Microsoft Safe Sendar messages with Spam or Graymail
verdicts.
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