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SEHE T BB
BiIFESAR & A X FdnsseclIDNSEHTER.

EXEDANE , FEDNSIIEE R TTDNSSEC/DANEE ),

ZENHESA DNS DANEZNAE , AT BAMESA CLIZ Fi 1T & 3 0=,

CLI#r = “daneverify”{$# 1T 8 2 &E A LA U 18] 2 B 828 3 DANER I
EA-—wmtUE5EHEENE—EER , IBIAESARET #EMdnssecEH,

“ietf.org” B ERLNIANFKIR. H1Tclifvt “daneverify” I IEDNSHEHT 25 B A X FDANE,

BARET : ZIFDANERDNSHR S ER‘DANER T4 RIETF.org

> daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 216.71. 133. 161.

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher ECDHE- RSA- AES256- GCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

T &M : IETF.orglyIEDANE CAPABLE DNSRSS88“BOGUS 4

> daneverify ietf.org

BOGUS MX record found for ietf.org
DANE FAILED for ietf.org
DANE verification conpl eted.

BAMAM : daneverify cisco.com > ciscolti REXHEDANE. X R X iFdnssecHI TR TS R

> daneverify cisco.com

I NSECURE MX record(all n-nmx-01. ci sco.com found for cisco.com

I NSECURE MX record(al |l n-nmx-01. cisco.com) found. The conmand will still proceed.

I NSECURE A record (173.37.147.230) found for MX(alln-nx-01.cisco.con) in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(rcdn-nmx-01.cisco.com found for cisco.com

I NSECURE MX record(rcdn-nx-01.cisco.com found. The conmand will still proceed.

I NSECURE A record (72.163.7.166) found for MX(rcdn-mx-01.cisco.con in cisco.com
Trying next MX record in cisco.com

I NSECURE MX record(aer-nx-01.cisco.com) found for cisco.com

I NSECURE MX record(aer-nx-01.cisco.com found. The command will still proceed.

I NSECURE A record (173.38.212.150) found for MX(aer-nx-01.cisco.com in cisco.com
DANE FAI LED for cisco.com

DANE verification conpl eted.

MR ERR B TAF
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FRIEFEEMBIFLE RNASFEEDANER I | DANEXL K | DANEEREITLS, "

a0 - I R3%HE N example.comBIMXIEF £ ERRSIG |, N &R X15(.com)A & &Hexample.com2
A EBDNSKEYiZ% , #ERexample.comB X HigF#H TX A, LRIFREHTEETEK , BXE
(VBHARIECENE , RXEHNFHSESAHERNTH ( ESALWERIBE , RIERFC5011 B3I EH
) o

DANE #2418
MX RECORD A RECORD TLSA CERTIFICATE ACTION
Verify
Secure Secure Secure Success DANE Success
Secure Secure Secure Failed JAME Fe
Secure Secure Insecure DAMNE Fail
Secure secure NXDOMAIM DANE Fa
Secure Secure Bogus DANE Fail
Secure Insecure Nlail will not be delivered for the messages in the box DANE Fa
secure Bogus P | DANE Fz
nsecure Secure Secure Success DAME Fa
Insecure Secure Secure Fail DANE Fa
Insecure Secure nsecure DANE Fa
Insecure Secure MNAXDOMAIN DANE Fail
nsecure Secure Bogus DANE Fa
Insecure Insecure DANE Fail
Insecure Bogus DAME Fa
Bogus \DANE Fail/
DANE £4 18

3% : DANE OSPRICTICHFRTLS PREFERREDIBREITH . THRMWACTIONS LS K
DANE FAIL , &5 Mandatory= Ospritici2 . HBHIFREEEEBAIIHR |, BEETHATEEIH
, RIEEIRLLE,

DANE#l&E X



MX RECORD |ARECORD TLSA CERTIFICATE Verify A ACTION

Secure Secure Secure Success DANE Success

Secure | Secure | Secure ' Failed — | DANE Fai

Secure | Secure - Insecure . | Fallback to opportunistic TLS flow
Secure | secure | NXDOMAIN | | Fallback to opportunisticTLS flow
Secure | Secure -BDQUS | ——» | DANE Fail

Secure . Insecure Miail will not be délivered for the marked arrows Fallback to opportunistic TLS flow
secure . Bogus == | DANE Fail

Insecure - Secure -Secure . - Fallback to opportunisticTLS flow
Insecure - Secure - Insecure . - Fallback to opportunisticTLS flow
Insecure | Secure NXDOMAIN | Fallback to opportunisticTLS flow
Insecure - Secure Bogus | — DANE Fail

Insecure - Insecure - . - Fallback to opportunisticTLS flow
Insecure . Bogus - . . DANME Fail

Bogus ' ' | | DANE Fail

DANE#l&E X

EZMREHE LIS ADANE

TEHEAEZRZHED S ADANER K THERE.

MERFERSANESARERE , —MATHHE , 5 —NATHEEEEBARDANER I EEEZT S
BFrRIRE ERIE,
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#l §f%
)] E-E
3 W isr
o U n o
QU n:zh_
o ) O
) zgg
= =HCH:=
Q 7]
o
=

ESA

ESA g Destination Host
Delivery J TLS Connection

Internal

%ESAIRIT, ERFESALEEADANE

EE S/ DNSHETER

WMRESAELE T %/ DNS#EHT2E , HHF — L HDNSSEC , 5 — AR ZFEDNSSEC , BREBWUFEH
EENRLER (RENTKE ) B EXFDNSSECHI#MRR , B LER—B



X2 1E X $FDANERY3EDNSSECHE#T 12 7 1% ST 5 DANERY B ¥R 38 5 R N “Phig”,

EEFHBIDNS RS #%

MDNSHEEMT B LA BB , DNSHFEIR R BIDNSIRS 88 MR AREMBIDNSIRS S8 LEE
DNSSEC , NI #DANE/ B FriBHIMXIEERF o R R &, XM EEELIX  MAERE
DANERE (“ER'HBH" ) . BRBIEMHEHXIEDNSSECH HBIETES,

[
5 H k8R4 7k BC IEDANE,

1. MES B> 084 5K BE> B #r32 >9800 B #5

2. REFELHRIETFTRE B XHHTRER.

3. TLSX#F : AAMiRMNHIRTLS” |Hi%k — Wi |2 |48 — BUF|IXTE — BiFRESE, "
4. BATLSX#/E , DANEX# | THEBENERNENRS,

5. DANEX# : £ aFE L | TR 4K

6. TRXDANEX#HFEIE , BRARRER,

Destination: | etf.org

IP Address Preference: | Default (LPv6 Preferred) [

Limits: Concurrent Connections: Use Delgult (5000
O Maximum uflhﬂ'.’} {betweon 1 and 1000)
Maximum Messages Per Use Default (50)

Connection: | B Maxirmum ﬂ!lbl'.'l (bepween 1 and 1000)

peciplents: | B Use Default (Mo Limit)
Maximum of | |
Number of recipients beltween 0 and 1,000, 000,000
pir number of minwtes between 1 angd 60

Apply lirmits: | Per ESA hoStrame:
© system wide
Each Virtual Gabeway
fracammaendad iF Wirtual Galéways ane in usa)

—  Defiault [Prefermed) N
TLS Suppor: i
mat yer been configured, Enabling TLS will sufomatically anable the “Cisco ESA
il <Ny o configene a different certificate/key, start the CLI and use the certconfig
Rplptid - Vi Ay B Do g
-.
DANE Support: (7) | o Dofault [Mena)
Mo
Bounce Verification Dppartunistic address Wagging: u' Default (M)
Mandalory . Mo
Yos

Appftes onfy If baunce werfication agdness [againg is in wse. Soo Madl Policies = Bounce Verification,

Bounce Profile: | Defaul i
Bounce Profile can be configured at Network > Bounce Profiles,

B #ri2 I B X4 — DANERIE

BUFDANE R Zh

RHRE



¥ WebUI“Delivery Status™iR ey , LAZE X A sE 1 T DANEBFE M E /N E Y B AR,
ERRARS <o HATILIRE , REERLRUBRISFEA,

ESA WebUI > Monitor > Delivery Status > & “5E3h 4 A5,

R4 B &

B &% 589 B INHB 4 B EE B KA.

iR 44 B & E RDANE B Ih Th i BR 4 HY IE B P B o
RANEHUTLSH AN SERRERINHE  WEBEXKEREBEEEH.

BE& B RSB TLSHIHIL , FRTLSHRZ/E S “for domain.com”s

B HEforH :

nyesa. |l ocal > grep "TLS success.*for" mail_logs

Tue Feb 5 13:20:03 2019 Info: DCI D 2322371 TLS success protocol TLSvl.2 ci pher DHE- RSA- AES256-
GCM SHA384 for karakun.com

R4 B A i

BHK B B E ERH B ERFE RTEENDANE M dnssecE k., MHANE. KREMHLEIT /KK
2 MR Zh 48 R eEgo

AR FEERS AR ICRKERVERH B ETRSERESALNIARR , REBRTRER
BNEE,

RERR B B A RE BN B EAREQEFEESALMFARR , EARRTREABRTEE.
B4 B EBE E R B E T — RR KA E,

B R 7 B S ge TR BN LK KEEH B &,

BEMER Imail_logs_dBIZEAE B EIT i H R EDEBUG HEHiEH,

LR AE AT B LN B A mail_logsKI M |, 3 ARV AT R4 /Y B S E# 1THR4E.
ERFOENESHE  BREEPNXHRERFINRDMKRE | flmn2-49 34,

e, ARPSBEHRTERE , FEARE.

N R B RER R B SR RIFFEHFAAIDANES H

Success sample daneverify
daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org
SECURE A record (4.31.198.44) found for MX(nail.ietf.org) inietf.org



Connecting to 4.31.198.44 on port 25.

Connected to 4.31.198.44 frominterface 194.191. 40. 74.

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

Checki ng TLS connecti on.

TLS connection established: protocol TLSv1.2, cipher DHE- RSA- AES256- GCCM SHA384.
Certificate verification successful

TLS connection succeeded ietf.org.

DANE SUCCESS for ietf.org

DANE verification conpl eted.

debug level mail logs during the above 'daneverify' exeuction.

Sample output from the execution of the daneverify ietf.org will populate the dns lookups within
the mail logs

Mon Feb 4 20:08:47 2019 Debug: DNS query: Q'ietf.org', 'MX)

Mon Feb 4 20:08:47 2019 Debug: DNS query: ON('ietf.org', 'MX, 'recursive_nanmeserverQ.parent')
Mon Feb 4 20:08:47 2019 Debug: DNS query: QP ('ietf.org ,'MX,'194.191.40.84"',60)

Mon Feb 4 20: 08:47 2019 Debug: DNS query: Q ('ietf.org', 'MX, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data([(0, 'mail.ietf.org.')], secure, 0, 1800)
Mon Feb 4 20:08:48 2019 Debug: DNS encache (ietf.org, MX, [(8496573380345476L, 0, 'SECURE , (O,
‘mail .ietf.org" ))])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'muil.ietf.org, "A)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('nmmil.ietf.org', 'A,

'recursive_naneserver0. parent')

Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('‘mail.ietf.org" ," A ,'194.191.40.84"', 60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', "A, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data(['4.31.198.44'], secure, 0, 1800)

Mon Feb 4 20: 08:48 2019 Debug: DNS encache (mil.ietf.org, A [(8496573380345476L, 0, ' SECURE',
'4.31.198.44")])

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org', 'AAAA)

Mon Feb 4 20:08:48 2019 Debug: DNS query: ON('mail.ietf.org , 'AAAA

'recursive_naneserver0. parent')

Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' AAAA','194.191.40.84', 60)

Mon Feb 4 20: 08:48 2019 Debug: DNS query: Q ('mmil.ietf.org , 'AAAA, '194.191.40.84")

Mon Feb 4 20:08:48 2019 Warning: Received an invalid DNSSEC Response:

DNSSEC Error('mail .ietf.org , 'AAAA | '194.191.40.84', 'DNSSEC Error for hostnanme nail.ietf.org
(AAAA) whil e asking 194.191.40.84. Error was: Unsupported qtype') of qtype AAAA | ooki ng up

mai |l .ietf.org

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org , 'CNAVE )

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('mail.ietf.org , 'CNAME,

'recursive_naneserver0. parent')

Mon Feb 4 20: 08:48 2019 Debug: DNS query: QP ('mail.ietf.org',' CNAME ,'194.191. 40.83', 60)

Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', 'CNAME , '194.191.40.83")

Mon Feb 4 20: 08:48 2019 Debug: DNSSEC Response data([], , 0, 1800)

Mon Feb 4 20: 08:48 2019 Debug: Received NODATA for domain mail.ietf.org type CNAME

Mon Feb 4 20: 08:48 2019 Debug: No CNAME record(NoError) found for domain(rmail.ietf.org)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q('_25. tcp.mail.ietf.org', 'TLSA')

Mon Feb 4 20:08:49 2019 Debug: DNS query: ON('_25. tcp.mail.ietf.org', 'TLSA',
'recursive_naneserver0. parent')

Mon Feb 4 20:08:49 2019 Debug: DNS query: QP

("_25. _tcp.mail.ietf.org ,' TLSA ,'194.191.40. 83", 60)

Mon Feb 4 20:08:49 2019 Debug: DNS query: Q ('_25. tcp.mail.ietf.org', 'TLSA", '194.191.40.83")
Mon Feb 4 20:08:49 2019 Debug: DNSSEC Response
data(['0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d43d6'], secure, O,
1800)

Mon Feb 4 20:08:49 2019 Debug: DNS encache (_25. tcp.mail.ietf.org, TLSA, [(8496577312207991L,
0, 'SECURE', '0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d3d6')1)

fail sample daneverify

[J> thinkbeyond.ch



INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found for thinkbeyond.ch

INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found. The command will still proceed.
INSECURE A record (104.47.9.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
Trying next A record (104.47.10.36) for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
INSECURE A record (104.47.10.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
DANE FAILED for thinkbeyond.ch

DANE verification completed.

mail_logs

Sample output from the execution of he danverify thinkbeyond.ch will populate the dns lookups
within the mail logs

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond.ch', 'MX)

Mon Feb 4 20:15:52 2019 Debug: DNS query: QN('thinkbeyond.ch', 'MX,

'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond.ch',' MX ,'194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond.ch', 'MX , '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([(10, 'thinkbeyond-
ch.mail.protection.outlook.com.')], insecure, 0, 3600)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond.ch, MX, [(8502120882844461L, O,

"I NSECURE' , (10, 'thinkbeyond-ch. mail.protection.outlook.com))])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outlook.com, '"A)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail.protection.outlook.com, 'A",
'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mail.protection.outl ook.com ,'A ,'194.191.40.83', 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com, 'A",
'194. 191. 40. 83")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data(['104.47.9.36', '104.47.10.36'], insecure,
0, 10)

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond-ch. mail.protection.outl ook.com A,

[ (8497631700844461L, O, 'INSECURE , '104.47.9.36'), (8497631700844461L, O, '|NSECURE ,
'104.47.10.36")])

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

" AAAA)
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection.outl ook.com,
" AAAA' | 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com ,'AAAA ' 194.191. 40. 84", 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
" AAAA' | '194.191.40.84")

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([], , 0, 32768)

Mon Feb 4 20:15:52 2019 Debug: Recei ved NODATA for donain thinkbeyond-

ch.mai |l . protection. outl ook.comtype AAAA

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outl ook.con,

' CNAMVE' )
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection.outl ook.com,
"CNAME', 'recursive_naneserver0. parent')

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com ,' CNAMVE' , "' 194. 191. 40. 83' , 60)

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAVE', '194.191.40.83")

Mon Feb 4 20:15:53 2019 Warning: Received an invalid DNS Response: SERVER FAILED to I P
194. 191. 40. 83 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:53 2019 Debug: DNS query: QP ('thinkbeyond-

ch.mai |l . protection. outl ook.com,' CNAVE' , "' 194. 191. 40. 84' , 60)

Mon Feb 4 20:15:53 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com,
"CNAVE', '194.191.40.84")

Mon Feb 4 20:15:54 2019 Warning: Received an invalid DNS Response: SERVER FAILED to |IP
194. 191. 40. 84 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com

Mon Feb 4 20:15:54 2019 Debug: No CNAME record() found for donain(thinkbeyond-

ch. mail . protection. outl ook.com

HXRER
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https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-command-reference-list.html
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