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matched Condition:
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2019
2019
2019
2019
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2019

2019
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2019
2019
2019
2019
2019
2019

Info:
Info:
Info:
Info:
Info:
Info:

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
URL Reputation Rule

filter:contnet_quarantine)

Thu Jun 27 12:51:15 2019 Info:
Thu Jun 27 12:51:15 2019 Info:
Thu Jun 27 12:51:15 2019 Info:

Messages in Quarantine; "Virus"

Sender

mattiglee2.com

Messages in Quarantine: “ViFus"

Regipegnt

Aston on selested items on page ¥

matthestestdomain@o

Start MID 378951 ICID 391696

MID
MID
MID
MID
MID

MID
MID

ISQ:

MID
MID
MID
MID
MID

378951
378951
378951
378951
378951

378951
378951

ICID 391696 From: <matt@lee2.com>

ICID 391696 RID 0 To: <matthewtestdomain@cisco.com>
Subject 'Test email with AV EICAR and other triggers'
ready 3292 bytes from <matt@lee2.com>

matched all recipients for per-recipient policy matt

interim verdict using engine: CASE spam positive
using engine: CASE spam positive

Tagging MID 378951 for quarantine

378951
378951
378951
378951
378951

interim AV verdict using Sophos VIRAL

antivirus positive 'EICAR-AV-Test'

AMP file reputation verdict : MALWARE

attachment 'testAV.txt'

URL https://ihaveabadreputation.com has reputation -

MID 378951 Custom Log Entry: - Match whole word filter
ISQ: Tagging MID 378951 for quarantine (X-Ironport-Quarantine)
MID 378951 quarantined to "Policy" (content

MID 378951 quarantined to "Virus" (a/v verdict:VIRAL)
Message finished MID 378951 done
ICID 391696 close

—BREESHRICEIRICHPVORBRIFNLZ, B4 , UREMHEMELEER,

Hecew

dw Scheduled Exit | Size

27 Jun 2019 12:51 {GHT #10:00) | Yanes 321K | Policy

EeMERAR , EEMAKRICRKE

o

&8 mail_logst b B4 H ERFFBRATANES — K&

Thu Jun 27 12:52:59 2019 Info: MID 378951 released from quarantine "Virus" (manual) t=104



Messages in Quarantine: "Policy”

Actesn on selected dems on page T More ng. ¥ Sesrch Quarsnbine.,
Sender Reopeent Subpect Received » Scheduled Exit Size In Othar Quarsstices | Quarantined for Resson
At ens Erat et e dam e B e [WARNING 7 Jum 2019 12:51 (GHT +10:000 | OF Jul 2019 12951 (GMT +10:00)  3.21K | = Coftest Filter: ‘Soatnel_gapasting

L% Bawck bo Quarasiire List

ERECHTFHRARAFEFEHZSHICHERM AR R REBIHHPVORE,

Thu Jun 27 12:54:15 2019 Info: MID 378951 released from quarantine "Policy" (manual) t=180

Thu Jun 27 12:54:15 2019 Info: MID 378951 released from all quarantines

Thu Jun 27 12:54:15 2019 Info: MID 378951 matched all recipients for per-recipient policy matt
in the inbound table

Thu Jun 27 12:54:15 2019 Info: MID 378951 interim AV verdict using Sophos VIRAL

Thu Jun 27 12:54:15 2019 Info: MID 378951 antivirus positive 'EICAR-AV-Test'

Thu Jun 27 12:54:15 2019 Info: MID 378951 AMP file reputation verdict : MALWARE

Thu Jun 27 12:54:15 2019 Info: ISQ: Tagging MID 378951 for quarantine (X-Ironport-Quarantine)
Thu Jun 27 12:54:15 2019 Info: MID 378951 queued for delivery

Thu Jun 27 12:54:15 2019 Info: RPC Delivery start RCID 13914 MID 378951 to local IronPort Spam
Quarantine

Thu Jun 27 12:54:15 2019 Info: ISQ: Quarantined MID 378951

Thu Jun 27 12:54:15 2019 Info: RPC Message done RCID 13914 MID 378951

Thu Jun 27 12:54:15 2019 Info: Message finished MID 378951 done
Spam Quarantine Search

ole: For best :'-:"".'."'.‘.!':’.‘ your search should confain an envelope recipient.
= Today
Messages Received: Last 7 days
Date Range: I and I
Where From ¥ || Contains ]
Ervelope Recipient (¥) | Iz vl |
[ Clear Search ] 1 item found Search

[t
)
Search Results Items per page m

Displaying 1 = 1 of 1 items.

From Envelope Regipient To Subject Date Saze

<matt@matttest.com> | matthewtestdomain@cisco.com | “mathuynh@cisco.... | [WARNING: MALWARE DETECTED][SPAM] Test email with AV EICAR | 27 Jun 2019 12:54 (GMT +10:00) | 3.7K

Dizplaying 1 — 1 of 1 iteme.

AEELRCRER R RALIRA , BFERHNRABAIIRIZEE

Thu Jun 27 12:55:33 2019 Info: Start MID 378952 ICID 0 (ISQ Released Message)

Thu Jun 27 12:55:33 2019 Info: ISQ: Reinjected MID 378951 as MID 378952

Thu Jun 27 12:55:33 2019 Info: MID 378952 ICID 0 From: <matt@lee2.com>

Thu Jun 27 12:55:33 2019 Info: MID 378952 ICID 0 RID 0 To: <matthewtestdomain@cisco.com>

Thu Jun 27 12:55:33 2019 Info: MID 378952 Subject ' [WARNING: MALWARE DETECTED] [SPAM] Test email
with AV EICAR'

Thu Jun 27 12:55:33 2019 Info: MID 378952 ready 9661 bytes from <matt@leel2.com>

Thu Jun 27 12:55:33 2019 Info: MID 378952 queued for delivery

HXRfER

. Cisco FHBtf 24 TE-BA R ER
- BARZ M - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ESA/CES检疫顺序，当标记由多个服务
	目录
	简介
	先决条件
	要求
	使用的组件

	背景信息
	什么发生在电子邮件，当标记由检疫的多个服务？
	相关信息


