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4. R FFAdvanced Settings for File Analysis.
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Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Online Help for additional details.
File Reputation Filtering: [ Enable File Reputation

Flle Analysis: (2 Enable File Analysis

= Select All Expand All Collapse All _&Esfs_]
b Archived and compressed
+ [ configuration
¢ U patabase
+ H pocument
+ E Email
L Encoded and Encrypted
¢ 4 executables
b Microsoft Documents
¢ (=] Miscellaneous

b Advanced Settings for File Reputation Advanced settings for File Reputation

= Advanced Settings for File Analysis File Analysis Server URL:

File Analysis Client ID: = 01_VLNESA m _423AA9781B67 m mm -25CCEm m _C600V_000000

Use File Reputation Proxy

Server: | Part: I

Username:
Passphrase:
Retype Passphrase:

b Cache Settings TAdvanced settings for Cache

b Threshold Settings Advanced Settings for File Analysis Threshold Score
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Security Appliances

Centralized Service Status
Spam Quarantine: = Enabled, using 1 license

Policy, Virus and Outbreak Quarantines: Enabled, using 1 license

Alternate Quarantine Release Appliance Cf_i' : esaS | Specify Alternate Release Appliance... |

Centralized Email Reporting: . Enabled, using 1 license
Centralized Email Message Tracking: [ Enabled, using 1 license
Centralized Web Configuration Manager: . Service disabled
Centralized Web Reporting: I Service disabled
Cenfrall‘zed Upgrad& fo.r wgb Service d.is.ab.led

Security Appliances

| Add Email Appliance..._

Services

| Policy, Virus
Spam and Outbreak Connection
Appliance Name | 1P Address or Hostname Quarantine | Quarantines Reporting | Tracking | Established?

- - Y | v | e

No centralized services are currently available.

File Analysis

File Analysis Client ID:

* | File Analysis Server URL: | AMERICAS: https://panacea.threatgrid.com
Group Name: | Group Now |

« Typically, this value will be your Cisco Connection Online ID (CCQ ID),

* This Group Name is case-sensitive.

« It must be configured identically on each appliance. An appliance can belong to only one group per
server.

B _420D5DE07A468! -006DAF = _M300V_00000000

06_VLNSMA

This change will take effect immediately, without Commit. Once grouped, this value can only be
reset by Cisco support.

Grouping Details: |\ . .o any appliance in a group to view detailed File Analysis results in the cloud for files uploaded from

any appliance in the group.

| View Appliances in Group |
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Appliance Grouping for File Analysis Reporting.

Appliance Grouping for File Analysis Reporting

Appliance Group ID/Name: (7) | pm m m

Change Grovp Jl Miew Appliances |

List of Appliances in the Group: ¥ WS HENEEEN (https://panacea.threatgrid.comt

Number | File Analysis Client ID (?)
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