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= All services = Cvpriow
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& Quickstan
- isplay name Clsco Secure Email MAR Client credentials Al o centificate or secret
il Al resources # 1 1
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4 Resource groups
Manage Object 13270d41-176cm o= Application 1D URI
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B Branding & progestics TEd640eb-8695+ mm fDoe 5255697 Managed application in |
“ Function App - ] i A
D Authertication Supported account types 1 My grganization only

B 50 databases
Cortficates & secrots

T Azure Cosmos DB GetStarted  Docurmentation
1" Token configuration

X virtual mathines

= @ AP permissions v . % H & . 2

& Losd balancess o i Build your application with the Microsoft identity platform
= Storage accounts

B App roles The Micresoft identity platfomm is an authentication service, open-source libraries, and application management teols. You
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Microsoft Azure £ Search resources, senvices, and dods (G+/)

Home > g Cisco Secure Email MAR
Create & resource . f ) ;
Cisco Secure Email MAR | Certificates & secrets =
# Home
i} Dashboard P Search (Cmd+f 5 Got feedback?
= Al serviees B Overview
Credentials ¢ cations to identify themselves to the a ion service when receiving tokens at a web addressable location (using an HTTPS
* FAVORITER & Cusickstart scheme). For a high nce, we recommend using a certificate ead of a client secret) as a credentia
W AR rvacamony & Integration assistant
Fesniice grop Cenificates (0)  Client secrets (1) Federated credentials (0)
Manage
& app services
Abe: B Zeanding & propeties A secre string that the application uses 1o prove its identity when requesting a token. Also can be referred 10 a5 application password

4 Function Agp
D Authentication
B 50L daabages 4+ Mew client secret

Certificates & secrets e

T Azure Cosmos DB Description Expires Value Copy to dipbosrd o ID
L Il Token configuration
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6. RUBEEXHEMMER (MREEZ/NG , TFH—HIRENKF )

7. £ X Microsoft 365 #Z0T , 159 EL & X {2 B {R 8 R Office 365 iBS ( EEAPI)

8. M AR E P ImID
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Edit Account Profile

Profile Name :

Description :

Connection Parameters

Profile Type : Office 365 / Hybrid (Graph API} »
Email Address: i o

Client ID : | [b292b462-1 == B B -35de61353b32
Tenant 1D : | [7h4649eb-8695-41e4-b05a 5 WL _ LB 0
Client credentials: | @) Client Secret Connection Status
|etF7Q~wosaNWewpwa m "R

Connected to Exchange.

_) Client Certificate
Connection Successful,

The appliance is able to read the user's mailbox.

Capyright & 2003-2021 Cisco Systems, Inc. All rights reserved. | Privacy Statement

€ e
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1. S Z “ERF SR RG> & A bR 4R SR g
2. AE‘BREERH4BAF(Advanced Malware Protection) % R B BRI K EFAVIRE ( Hl40

Z .
, ®{7)
Policy Name Anti-Spam Anti-Wirus Advanced Malware Protection Grayrmail Content Filters: Outbreak Filters | Delete
bee-demo.info_INCOMING_MAIL_POLICY. Disabiled Disabled Disabied Disabled Disabled |

B 7 : BFAMAR ( £\ BRHFFRE )

3. R E T EKE
4. [ /8 FHRFE B 3 4N (MAR) &£ 4E
5 EREHFENMARKEEMN A T®REZ— (Hltn , B8) : B E|.<W A B FEStF1b 1t
>DELETERT 38 Z: <5 A 58 F 85 4 15 11> F 1 BR
¥ Enable Mailbox Auto Remadiation (MAR)

&{ Auto Remediation Actions apply only if Account Settings are configured. See System Administration > Account Settings .

ction to be taken on message(s) in user's | Forward to: I

mailbox:
o ® Delete
) Forward to:
and Delete

B 8 : AAMPJE FAMAREL E 7~ #)

6. & & Submit
7. 2 HUIA £ AK Commit Changes
8. HMAEMER  HEI/RTRRXEXNTHEEEN

FURLTE B A EBFE B 31 3R (MAR)

MAsyncOS 14.2 for Cisco Secure Email Cloud GatewayFF# , URLIEI1E BIEURLIE B M4 ¥
FMURLAMK

. SMELLRS> URLEE
CHREABRBURLYEE , FaEHEH
. RSB AURLER MEETLIES EIEHE
4. FRBEURENSRIEE
5. B Submit
BHURLEERELUTFUATARE -
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/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html#con_1168125
/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html#con_1168125

URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: = Enabled
Cisco Web Security Services connection status:  Connected
URL Allowed List: None

Web Interaction Tracking: Enabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services > Qutbreak Filters.

_Edit Global Settings... |

B 9 : URLITIE/EIE R H

EEFURLEHMABURLIIE , BIATUTRAE | S BRHTIT IFREIIT

esal. hcxxyy-zz. i phnx. cont urlretroservice enable

URL Retro Service is enabl ed.

esal. hcxxyy-zz. i phnx. cont websecurityconfig

URL Filtering is enabl ed.

No URL |ist used.

Web Interaction Tracking is enabl ed.

URL Retrospective service based Mail Auto Renediation is disabled.
URL Retrospective service status - Unavail abl e

Disable URL Filtering? [N >

Do you wish to disable Web Interaction Tracking? [N >

Do you wish to add URLs to the allowed list using a URL list? [N >

Enabl e URL Retrospective service based Mail Auto Renediation to configure renmediation actions.
Do you wish to enable Miilbox Auto Renediation action? [N > y

URL Retrospective service based Mail Auto Renedi ation is enabl ed.

Pl ease sel ect a Mailbox Auto Renedi ation action:

1. Delete

2. Forward and Del ete

3. Forward

[1]> 1

esal. hcxxyy-zz. i phnx. cont commit

Pl ease enter some coments describing your changes:

[1>
Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Mar 29 19:43:48 2022 EDT

FERE , FEURLEERE LRIFENU, EIRERNLBIRLATRE



URL Filtering

URL Filtering Overview

URL Category and Reputation Filters: Enabled
Cisco Web Security Services connection status: | Connected
URL Allowed List: MNone

Web Interaction Tracking: Disabled

To track URLs due to Outbreak Filter rewrites, you have to enable Web Interaction
Tracking at Security Services » Outbreak Filters.

URL Retrospective service status = Connected.

| Edit Global Settings... |
Mailbox Auto Remediation

Mailbox Auto Remediation: Enabled

Action to be taken: | Delete

| Edit Global Settings...

B 10 : URLIZJE ( BRIZ 2 BB =X EIAsyncOS 14.2 )

URLRHFIIEHERME , TUEHEE XD BT IT4NUIRE, BXEFMAEER , BHSHEAsyncOS
14.2 for Cisco Secure Email Cloud Gateway WA F i EmA N BHIEEERTEENURL,

teat , BRlZ LB ERFENERTANSRITEMENNEY , AECHRANZEBENE
T TE N BB B SUAE

HMNXHDT ( BRREBERGDM ) EREHEHER , OB LZLEERREFERER
(WREEE). =6 :


/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
/content/en/us/td/docs/security/ces/user_guide/esa_user_guide_14-2/b_ESA_Admin_Guide_ces_14-2/b_ESA_Admin_Guide_12_1_chapter_010000.html
https://www.cisco.com/c/zh_cn/support/security/cloud-email-security/products-user-guide-list.html

The Info message is:

Retrospective verdict received for Bookl.xls.

SHA256: 7de6fd22dedde’f26b48dc2daf7fa99b3770088d98bd38c4%9ed049087 c416c4b
Timestamp: 2819-86-83T23:48:36Z

Verdict: MALICIOUS

Spyname: W32.7D@6FD224E-95.5BX.TG

Total users affected: 1

vvvvvvvvvvv Affected Messages ===-==cs==c==--
Message 1
MID 1 348938
Subject : [WARNING: ATTACHMENT(S) MAY CONTAIN MALWARE]test Mon, @3 Jun 20819 16:58:18 -840
From - ﬁ |
To :
File name : Bookl.xls

Parent SHA256 ! unknown
Parent File name : unknown
Date : 2019-86-83T28:52:33Z

Version: 12.1.08-887
Serial Number: 428DE3BS51AB744CTFe92-9F2)] W
Timestamp: 84 Jun 2819 84:48:36 +8508

WRARIEERAFRBGECE T BRFE B DA, MR ABER B o

R 78 B Bh b AR & R B

EMEEERNSHA256 VIR EEFE R EEN T2 BN M IR L LB MWebEHEER EIRHRY
ERFE BB IS ERE o

Mailbox Auto Remediation

B printable POF

Time Range: (X

03 Jun 2019 05:00 to 04 Jun 2019 05:39 (GMT +05:00) Data in time range:99.86 % complete

Advanced Malware Protection Retrospective Security B n
Displaying 1 - 1 of 1 items.

File SHA-256 Filename Action Taken Time When Action Was Issuedw | Recipients for Whom the Remediation was Successful | Recipients for Whom the Remediation was Unsuccessful
7d06fd22...7c41604b | Bookl.xls Forward and Delete 04 Jun 2019 04:42:21 robsherw@bce-demo.info

Displaying 1 - 1 of 1 items.

Columns... | Export...

B 11: (IBARUI ) BB B 3h #h R &



Data in time range: 100% COMPLETE 03 Jun 2019 00100 to 04 Jun 2079 0030 (GMT «00:00)

Time Range  Day

Incoming Outgoing Export [

Sun Ay AMP Reputation File Analysis File R

Advanced Malware Protection Retrospective Security Tl

Bookl.xls Forward and Delete 04 Jun 20019 04:42:21 robshenwil boe-demo.indo

B 12 : (NG Ul)HBFE B 3 #h B3R &

R 76 B 2 4h R B FiE =

MEEEEERE MNBHE mar, HMEBIIRAEFTELNERZLHTHHERNRE
Microsoft Azure , Microsoft 3652 B FREBS5E3 .

mar B E8 R~ :

Mon May 27 02:24:28 2019 Info: Version: 12.1.0-087 SN. 420DE3B51AB744C7F092- 9F0000000000

Mon May 27 02:24:28 2019 Info: Tinme offset from UTC. 18000 seconds

Fri May 31 01:11:53 2019 Info: Process ready for Milbox Auto Renediation

Fri May 31 01:17:57 2019 Info: Trying to connect to Azure AD.

Fri May 31 01:17:57 2019 Info: Requesting token from Azure AD.

Fri May 31 01:17:58 2019 Info: Token request successful.

Fri May 31 01:17:58 2019 Info: The appliance is able to read the user's(robsherw@ce-deno. i nfo)
mai | box.

Fri May 31 04:41:54 2019 Info: Trying to performthe configured action on M D: 312391

SHA256: de4dd03acda0a24d0f 7e375875320538952f 1f a30228d1f 031ec00870ed39f 62 Reci pi ent : r obsher w@ce-
deno. i nf 0.

Fri May 31 04:41:55 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

Tue Jun 4 04:42:20 2019 Info: Trying to performthe configured action on M D: 348938

SHA256: 7d06f d224e0de7f 26b48dc2daf 7f 099b3770080d98bd38c49ed049087c416c4b Reci pi ent: r obsher wace-
deno. i nf o.

Tue Jun 4 04:42:21 2019 Info: Message containing attachment(s) for which verdict update
was(were) available was not found in the recipient's (robsherw@ce-deno.info) mail box.

BRI R 2 B lf R PEERR

MRERBIEBERSN AR ER |, WA 88 FEEE MMicrosoft Azure ADINITHY N A REFFiE
o



MERZLERHMX , FMARBERE RN “RER"R B H BN HEE,

XN T AR ERE , BEARERRUT :

Thu Mar 30 16:08:49 2017 Info: Trying to connect to Azure AD.

Thu Mar 30 16:08:49 2017 Info: Requesting token from Azure AD.

Thu Mar 30 16:08:50 2017 Info: Error in requesting token: AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02ebh47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation ID: f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

Thu Mar 30 16:08:50 2017 Info: Error while requesting token AADSTS70001: Application with
identifier '445796d4-8e72-4d06-a72c-02eb47a4c59a' was not found in the directory ed437el13-ba50-
479e- b40d- 8af f a4f 7e1d7

Trace | D: 4af d14f 4-ca97- 4b15- bba4- e9bel9f 30d00

Correlation I D f38e3388-729b-4068-b013-a08a5492f 190

Ti mest anp: 2017-03- 30 20: 08: 50Z

WIANAREFID, BXID ( 5#H/IDMEE ) 5 B EH 5Azure ADH Y N AR 7 Brpy AR R AT
MRFAHEXLSE , FEMAzure ADINFRIBRNARRF , REEHTH.

BRIhER , BENRET -

Thu Mar 30 15:51:58 2017 Info: Trying to connect to Azure AD.
Thu Mar 30 15:51:58 2017 Info: Requesting token from Azure AD.
Thu Mar 30 15:51:58 2017 Trace: conmand session starting

Thu Mar 30 15:52:00 2017 Info: Token request successful.

Thu Mar 30 15:52:00 2017 Info: The appliance is able to read the
user' s(myuser @nydonai n. onni crosoft.con mail box.

Azure ADHBEHERR

EE - BERTACH BRI X IR II Microsoft Exchange., Microsoft Azure ADE;Office
365E’J§F‘ o [B) B T B HERR

¥ FMicrosoft Azure ADIVE FimR & , BEEEMicrosoft X #FEB[ 148, B MEH Microsoft
Azuref RIREF BB+ F®HI, &AM ESIEIR O Microsoft XX Fab IR R EEZFiEF K,



B A

AR REBRERAFFIRBRREAzZUeNRAEFE , THFERE,

HELAKEBNRBERRBAN

BTR . BEAHREFERN AR Sbase64Value, $base64Thumbprintfl $keyid , BRERFHIE
ESRPSEEXERE, HFERM.crtFRBRE . pemBEITTEN LA ] AR 4K,

AR MREBELWAILD (X509 /4R ) MRS  BEHZ RIS, BRERENEE
CRTHMIPEMX# , RN EETRNETHEFEEA] !

iE:Unix/Linux ( FAopenssl )

EGENE

oI5

o/ N HiFH (CRTXH )
oF\48 ( PEMIL )

A Unix/Linux/OS XM EE R A THITIRMEMNMEIA | BRiREZ % T OpenSSL,

XX Z(TH
) ==

1755 “which openss|”#l“openssl version” AR I OpenSSLZ %%, MR OpenSSLFT
FrE, BREE

BESF AT XA AIRGAEBY © Azure ADE R = & 88 7 HR 4 e (B B A

MEHL(UNIX/Linux/OS X):

1. NRIRRRRERR, MARER (E , EUUBRREIBARHA )  BIEHUATRRCE

ZK : https://raw.qithubusercontent.com/robsherw/my azure/master/my azure.sh

2. FENE AR
3. BRMIATHIT | BT TS : chmod u+x my_azure.sh



https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/213842-azure-ad-configuration-script-for-cisco.html
https://raw.githubusercontent.com/robsherw/my_azure/master/my_azure.sh

4. Z1THIA /m azuresh

tration (Certificate SN O ENcertificate (public key ) SRRl as

View & save

M

E13 my azureshﬁ?ﬁ#ﬁf_ﬁ' ]

ME2F R , BIAMEFBAAzure S A MAA B AHIES ( CERXH ) o MIAEFEXMIELE
£ (PEMJZ'#) B ERERRN RSB s ER,

& BB EMicrosoft Azure P EM BN B AREFFIENE !

BERTF—F | WREITHAzZureNAUEENRLEETFHRHESER"

iE$:Windows ( 8 PowerShell )

NFEAWiIndowsNEEB R , FEEFNANAEFSERVUNEBEBESIRIEPHNER, LIERA T
EMicrosoft Azure N A H < EXAPIE(S .

EQBNE :
o 54

NHIUEH (CRTXH )
oF\47 ( PEMZHF )

AR HBIE B LR UEB Y R~ 2 £ FAXCA(https://hohnstaedt.de/xcal.
https://sourceforge.net/projects/xcal)o

X : XCAF LA T ZEIMac, LinuxsgWindows,

1. RUEBMZH R RIEE
a. MTREFREEXH


https://hohnstaedt.de/xca/
https://sourceforge.net/projects/xca/

b. ik R MIEE

C. N BIEE 0| 2 2

(BEBREREIRIPERTE , AAFEETE ! )
2. B HEERRTF , AR E T RIER

JRHFHEMFHEEUATHA :
a. |7\] nB% *’_\ Create x509 Certificate JQ

b.countryName Sorce  Sbiect  Extsons  Keyusage Metcape  Advarced | Comment
c.stateOrProvinceName e

d.localityName nrpane 5 rgarizstonststiame [T
e.organizationName amOrfrovncsione. Mt Carens cmortere (e loc

f. AR HFH(OU) — o
g.commonName(CN) :

h.emailAddress “

4.8 F IR s B
SERHEOT , WIFRHNES e
(REEEEX) o :
a. 8% e
b.B4AAA - RSA et i
C.ZEA KR/ ;2048 11

d . /ﬁ\ E ﬁIJ E Private key

- » Generate
e. R HAEREINE KXY I ERSAFAA Name™3# H come | | cone
oK
B 14 : EFXCA ( Z%3-5)
6 ) i EE “‘.HE_U'EH m )‘i ”ﬁlﬁ _F #ﬁ*% L;{ ‘F iﬁlﬁ . Source  Subject  Extensions  Keyusage  Netscape  Advanced  Comment
« —— N X509v3 Key Usage X509v3 Extended Key Usage

a. T:E X509V3%}€H ﬁ 71-E . [ critical [ critical

ﬁ?gg . %ﬁ bu% zigﬂ: Signature Kz \;':::: ienre. Aul:gntucahon

on Repudiation Web Client Authentication

b AEXS0OV3Y REHFEAT i — s

% % mB#ﬁF E?rt:gcr:t:r;egﬂr: L:co?uj‘(mlp:g dual Ccde S g ng

B 15 : EFAXCA ( 6% )
7.8 E AN E N A FAE
ELTHMEWINERYZUER B RHED

BETR, BNESHAHRIES (CERXH ) MIFBRAHE (PEMXH# ) , UWEET—SH
PowerShellii SH R , AEBRERRNZLWMHE T HRPFER

1.8 3R RH ORISR 0 R B E—— e —

2$ a-zl“%' Il:H” };I;mn:la:::rcaes ;:T:Dn::en = ‘-93!’&2::”(_:,:'1:\:\95;13 : New Gertficate
a RERFEZUETHE (RETEEY) | —
b BR S i KR B PEM(.crt) :
C.ia.:l“ﬁﬁi” Certificate export J‘kﬂ"‘-f

Name |(MARforQ365

Filename |\vmware-host\Shared Folders\Desktop\MARfor0365.art

PEM Text format with headers

Export Format
PEM (=.at)

2 w— ]



[ 16 : fEHXCA ( BHICRT ) ( £%1-2)

3. T BT s

4. B HFHRHEE R OIZMIEBRIREE . B 1OREor036S 153 2048 Bz 1 Comon i

5.8 & S | s et
a REREFAZUETHN (REBETY) et gt e ?
bbﬁ{%% LA IRIEN PEM?% (pem) Export private key [RSA] @E
c. 5 #i HHIE" B

6.18 i FRFIXCA | e

Unencrypted private key in text format

Export Format
PEM private (*.pem)

2 [ o || conce
B 17 : HAXCA ( §HPEM ) ( 25583-5)

B, SRME RIS HRERY , X2REENRSBETEN.

1. € AAWindows PowerShell , 21T T &% :

$cer = New Obj ect System Security. Cryptography. X509Certificates. X509Certificate2

$cer. I nmport("c:\Users\joe\Desktop\nyCert.crt")

$bin = $cer. Get RawCert Dat a()

$base64Val ue = [ System Convert]:: ToBase64Stri ng($bi n)

$bin = $cer. Get Cert Hash()

$base64Thunbprint = [ System Convert]:: ToBase64Stri ng( $bi n)

$keyid = [ System Cui d]:: NewCuid().ToString()[Note: “c:\Users\joe\Desktop...” is the location on
your PC where your CRT file is saved.]

2. BERMAELSTRNE , FHREFIXAHNEHZITER

$base64Thunbprint | Qut-File c:\Users\joe\Desktop\base64Thunbpri nt. txt
$base64Thunbpri nt

X : “c:\Users\joe\Desktop..." 2PC L REZH B E

iz1TPowerShellin TRV FU I H KL TFUTHRA -

PS C:\ Users\joe\ Deskt op> $base64Thunbpri nt
75f ALXJEJ4] 1ZVFOB2xgkoCl h94=



WMEFR A , PowerShellds 518 H base64 Thumbprint , i% £ Cisco Secure E-mail % & B T &8
Thumbprint,

Bk B TR BIEAzZUre MRFMATEN A HIUER ( CERXH ) » BERIE T [1E A ECisco Secure
Emaifsh 4 /£ F9IE B FAEH ( PEM3UHE ) 6

R

AN

B B Microsoft AzureF M N ARERFATENE !

[ kG MAZUre B A A5 B A R4 B R AR A A

% B

FE  NFEMX EIETAsyncOS 11.x512.x for Emailf , FEE L%,

APIBR(AsyncOS 11.x, 12.x)

=

MAREFEREERM......

1. AP R
2. B+ IR
3. @ R 2 Z XM HRAPI % ZExchange
4. BTN : EWS > "EWS.AccessAsUser All" ( X Exchange WebBR$ LA & F
B35 #EFE ) Mail > "Mail.Read" ( 2BV F#R4 ) Mail > "Mail.ReadWrite" ( 25 F F~ BB 4
) Mail > "Mail.Send" ( LA F° B3 & X 8B4 )
5. RN EIBHETRES......
6. EFLAT X M X PRAVABR : "full_access_as_app" ( EFExchange WebfR%S , AI5E £ 178
FRAEEREE ) Mail > "Mail.Read" ( 3=EUA P #B4E ) Mail > "Mail.ReadWrite" ( 525 A F= #B 4
) Mail > "Mail.Send" ( LA &3 K E#B4 )
7. W% : & ElMicrosoft GraphBRiIA N “User.Read’ X [RB A ; B LUREHEE K SH&E2SE
“FREU H 22 o M BRARBR” , LA 5 R 72 7 < BR BV AP I BR AP Al BR L A PR o
8. B RINAPR (R EFIR , a1RMicrosoft Graphi2 %l )
9. &%Jg , £ &H“Grant admin consent for... (R FEERAGE......) BREFTNRNAZENARERF
10. 2HIA-—NMEBRREER , WHE
"B EER F<Azure Name>H AT B K FHYE R REEE ? X HEFU B FEF EELTET
EZHB A BB TR EEE R AZICR, ”

Lp

et | BREINEENRIIEE |, “Admin Consent Required” ( EEEEARE ) 5|E 7R
Granted ( BE&F ) , TR :



+/ Successfully granted admin consent for the requested permissions.

API| permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up during the consent process where users are given the opportunity to

grant/deny access.

| + Add a permission

APl / PERMISSIONS NAME TYPE

* Exchange (8)

EWS.AccessAsUser All Delegated
Mail.Read Delegated
Mail. Read Application
Mail.ReadWrite Delegated
Mail.ReadWrite Application
Mail.Send Delegated
Mail.Send Application
full_access_as_app Application

DESCRIPTION

Access mailboxes as the signed-in user via Exchange Web S...

Read user mail

Read mail in all mailboxes

Read and write user mail

Read and write mail in all mailboxes
Send mail as a user

Send mail as any user

Use Exchange Web Services with full access to all mailboxes

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions

& 18 : Microsoft Azure App Mt ( EEAPIXIR )

[ 8kEESEMAZUre R A LA S B A RS B T B4R 4

HXRfER

- BRI LEIRE — FmxE
- BRI R 2R E — RS Ui A
- BRHREIRE — HRARFIERE

ADMIN CONSENT REQUIRED

= @ Granted for BCE Dem
- @ Granted for BCE Dem__
Yes () Granted for BCE Dem

@ Granted for BCE Dem
Yes @ Granted for BCE Dem

@ Granted for BCE Dem__
Yes @ Granted for BCE Dem

Yes & Granted for BCE Dem


/content/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
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