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Introduction

AR B B CiscolE FHR R4 T E(ESAVERFMEABSENR —MEBZEN=RS ST
X HBESME R L MalwarefRH (AMP),

SRER
XYEBEETRARE-—AMPHHEEESA, HEHESAHBERZEECINZEH RN  TENETREH
EINMEXHBEHRENIXHEY., TEXELER  ESABEBEGREEHEEEEENXHNEZ
AEERENNERE, WHBENZRSELISEHMIERSAW)ET. HERITDNSEREARX
IR ENE , £EF“.amazonaws.com’FIH T,
AMPE Z/NEEESANR XM D, BEAREEHES.
XHEBEBERNEBIAME R TSSLEBEFERKmO32137, ERESNVE B | ik O443W i E AERE

B, SNESARFEE , "XHBREITEMNX4G2TBoxTELFATR, ESANINEEERER th
FHRERIDEED P, IPAEH Bix DBEMN(32137115443) , A HEHTEER

M IAAMERICAS(Legacy)# # R == iR 55 8% it (B =sa.amp.sourcefire.com)
—BXHEEEESAKENT , HEHR , HEREE , MIABER T HLEBEERNERSS[MFIEE !

- AMERICAS(Legacy) (M =sa.amp.sourcefire.com)


//www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html

FHE- ‘M z=sa.amp.sourcefire.com”ZDNSHR R IEFK(CNAME), CNAMERERIZFRHER 7T
ATHDNSHWEEEERS — NN —NIE , WE 8. HXAhostnamesinithFfi AT itk
CNAMEtiF LT -

- ec2-107-22-180-78.compute-1.amazonaws.com (107.22.180.78)
. €c2-54-225-142-100.compute-1.amazonaws.com (54.225.142.100)
.- €c2-23-21-208-4.compute-1.amazonaws.com (23.21.208.4)
- ec2-54-83-195-228.compute-1.amazonaws.com (54.83.195.228)
BAREENHINHEEXEMBERF[/EE

. M (M z=Sa.amp.cisco.com)
K%M (cloud-sa.eu.am p.cisco.com)

EXANRS SR ER B HBERS SR EVA (cisco.com)" o BB E

38 bV 560 IE 7 410 B (8] 48 < BA XY MR B ) 48 B9 ZE Ml cloud-sa-amp.sourcefire.com CNAMERY E 41
, BRI 1T L FF S nslookupZE B :

$ di g cl oud-sa. anp. sourcefire.com +short

cl oud- sa- 589592150. us- east - 1. el b. anazonaws. com
107. 22.180.78

54, 225. 208. 214

23.21.208.4

54, 83. 195. 228

$ nsl ookup cl oud-sa. anp. sourcefire.com
Server: 208.67.222.222
Address: 208.67.222. 222#53

Non- aut horitative answer:

cl oud- sa. anp. sourcefire.com canoni cal name = cl oud-sa-589592150. us- east-1. el b. amazonaws. com
Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Addr ess: 54.225.208. 214

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Addr ess: 54.83.195. 228

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Address: 107.22.180.78

Nane: cl oud-sa-589592150. us-east-1. el b. amazonaws. com

Address: 23.21.208.4

Note: XL EHFREHSH , A HEETRIESAXH B ERFERBEN X EEN, ENE
WL RBIFEL, HERIEBH TN T B G E R,

CRRRIEMEE=STENIPHIENVE

- http://geoiplookup.net/ip/107.22.180.78
. http://geoiplookup.net/ip/54.225.208.214
- http://geoiplookup.net/ip/23.21.208.4

- http://geoiplookup.net/ip/54.83.195.228

B X & W RS E8 E A (.cisco.com)

CiscofE2016FFr iRzt .cisco.comBEF EHN B NAMPH X HBERS . BFHASEZHNAMIPHHE AT
BAMLEHW X HEZE :



http://geoiplookup.net/ip/107.22.180.78
http://geoiplookup.net/ip/54.225.208.214
http://geoiplookup.net/ip/23.21.208.4
http://geoiplookup.net/ip/54.83.195.228

. cloud-sa.amp.cisco.com (£3&- USA)
. cloud-sa.eu.amp.cisco.com (BMN-Z /R = HFEH)
. cloud-sa.apjc.amp.cisco.com (M A-H 7%)
S8BT F YL AE AT IP b ik IR P 48 Rz 1T FF P8 Sinslookup £ i) :

EE(EHE) -

$ dig cl oud-sa. anp. ci sco. com +short
52.21.117.50

RUM(ZRR=HME) :

$ nsl ookup cl oud- sa. eu. anp. ci sco. com
Server: 208.67.222.222
Address: 208.67.222. 222#53

Non- aut horitative answer:
Name: cl oud-sa. eu. anp. ci sco. com
Address: 52.30.124. 82

WA(BA) :

$ dig cl oud-sa. apjc. anp. ci sco. com +short
52. 69. 39. 127

ERRRIEMNLE=7 TENIPHIEVE

. http://geoiplookup.net/ip/52.21.117.50

. http://geoiplookup.net/ip/52.30.124.82

- http://geoiplookup.net/ip/52.69.39.127
E | & EIB & sourcefire.com”EH B K it X,

R B RN % % P = BR S5 88t (cloud-sa.eu.am p.sourcefire.com)

NFHMEBEV)ERXEBENRENETAFEURERS SH[MRBEFL , EERAREEESAEM
EUBSENREUBEN RS

. M =SAeu.amp.cisco.com
- cloud-sa.eu.am p.sourcefire.com

EKLBRIAEN B - “P =sa.amp.sourcefire.com” , EHLF- “cloud-sa.eu.am p.sourcefire.com” 2
CNAME, TEha #8342 B i3t Lk CNAME R R0 F

. €c2-54-217-245-97 .eu-west-1.compute.amazonaws.com (54.217.245.97)
. €C2-54-247-186-153.eu-west-1.compute.amazonaws.com (54.247.186.153)
- ec2-176-34-122-245.eu-west-1.compute.amazonaws.com (176.34.122.245)

I8t 14 562 IE 4755 B X M SR B9 I 48 B9 R M cloud-sa.eu.amp.sourcefire.com CNAME}# Biz 1T # =
nslookupZif] : B9EA :

$ dig cl oud-sa. eu. anp. sourcefire.com +short

cl oud- sa- 162723281. eu-west - 1. el b. anazonaws. com
54, 217. 245. 97

54, 247. 186. 153


http://geoiplookup.net/ip/52.21.117.50
http://geoiplookup.net/ip/52.30.124.82
http://geoiplookup.net/ip/52.69.39.127

176. 34. 122. 245

$ nsl ookup cl oud- sa. eu. anp. sourcefire.com
Server: 208.67.222.222
Address: 208. 67.222. 222#53

Non-aut horitative answer:

cl oud- sa. eu. anp. sourcefire.com canoni cal name = cl oud-sa-162723281. eu-west-1. el b. amazonaws. com
Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Addr ess: 54.247.182. 97

Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Address: 176.34.122. 245

Nane: cl oud-sa-162723281. eu-west-1. el b. amazonaws. com

Addr ess: 54.247.186. 153

Note: XL EHFRBEHSH , A HEETRIESAXH B ERFERBEN X LEEN, ENE
WWERBFZN , FRNEBHNENAITEBENFELRL,

ERRRIEMEE=STENIPHIEVE :

. http://geoiplookup.net/ip/176.34.122.245
. http://geociplookup.net/ip/54.247.186.153
- http://geociplookup.net/ip/54.217.245.97

e B B A B M E LN E 42 #MCloud R 55 Bt EEESA

XHBEAUMGUISCLIEEBEESA, EANIIENREESRER RCLIEE. AMm , AHESE
MEETUEABEGU (RE£RF>H4BEN D> EditBAIRR. . XH4E #F>Advancedi B
)o

AsyncOS 10.xFE#

JSEVFESAEL EAsyncOS 10.x#THREE A T AN B EM (R R IR X & E RS ER)HE TR XHF
BERSHR, HALESR, AMVPEEFTBRTIAATNNE-SFRABEMNSRSHN TR, B4
FEFRERCNBEBERSHFENTRANBENN N ZEN B RELHZA-

X F10.0 xMEH , HEHRE—MMEAMPEERS SR , BFEREHWA — N OHBAWKEN
ZENA-.

FIBEAMPEERSSREAR —MAHEN !

----- BEG N PUBLI C KEY-----

MFkWEWYHKo0ZI zj 0CAQYI KoZl zj 0DAQc DQAEchI ap1VgPuG bMen3wj f hqQzZdzC9
W 1Z7QZ2Q7VesLe+A53Tx Yuj eo7f CDKIEQKr Pj U6kl 36PSZusChr 9Cur / g==
----- END PUBLI C KEY-----

L B 75 B 4% B X B B AR S5 858 Elcloud-sa.eu.amp.sourcefirce.com

nyllesa.l ocal > anpconfig

NOTI CE: This configuration conmand has not yet been configured for the current cluster node
(Machi ne 122.1ocal).

What woul d you like to do?


http://geoiplookup.net/ip/176.34.122.245
http://geoiplookup.net/ip/54.247.186.153
http://geoiplookup.net/ip/54.217.245.97
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf

1. Switch nodes to edit at node "Cluster Test_cluster”.

2. Start a new, enpty configuration at the current node (Machine 122.1ocal).

3. Copy settings fromanother cluster nbde to the current node (Machine 122.1ocal).
[1]>

File Reputation: Enabl ed

Fil e Anal ysis: Enabl ed

File types selected for File Analysis:

Adobe Portabl e Docunent Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft OFfice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

- CLUSTERSET - Set how advanced malware protection is configured in a cluster.

- CLUSTERSHOW - Di splay how advanced mal ware protection is configured in a cluster.

[1> advanced

Enter cloud query tinmeout?
[15] >

Choose a file reputation server:

1. AMERI CAS (cl oud-sa. anp. sourcefire.con
2. Private reputation cloud

[2]>

Enter AWVP reputation server hostname or |P address?
[1> cl oud-sa. eu. anp. sourcefire.com

Do you want to input new public key? [N>y

Paste the public key followed by a . on a new line

----- BEG N PUBLI C KEY-----

MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQAEchI ap1VgPuG bMen3wj f hqQzdzC9
W 1Z27QZ2Q7VesLe+A53Tx Yuj eo7f CDKIEQKr Pj U6kl 36PSZusCbr 9Cur / g==
----- END PUBLI C KEY-----

Enter cl oud domai n?
[a.inmmunet.com >

Do you want use the recommended reputation threshold fromcloud service? [Y]>

Enter heartbeat interval ?
[15] >

Do you want to enable SSL communication (port 443) for file reputation? [Y]>

Pl ease nake sure you have added the Anp onpremreputation server CA certificate in certconfig-
>CERTAUTHOROTI ES- >CUSTOM

Proxy server detail:

Server

Por t

User

Do you want to change proxy detail [N >



Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com
2. Private anal ysis cloud

[1] >

BIAFFEEEE X

AsyncOS 9.7 xHI &l

TEAsyncOS 9.7.2-06589 bt RO B8 F R+ 2 £ BV G H Bh ISR B B E R =R S5 88t XS cloud-
sa.eu.amp.sourcefirce.com

ny97esa. |l ocal > anpconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portabl e Docunent Fornmat (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft Ofice 97-2004 (CLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set values for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Cears the local File Reputation cache.

[1> advanced

Enter cloud query tinmeout?
[15]>

Enter cl oud domai n?
[a.inmmunet. con >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cl oud-sa. eu. anp. sourcefire.com

Do you want use the recomrended reputation threshold fromcloud service? [VY]>

Choose a file anal ysis server:

1. AMERI CAS (https://panacea.threatgrid.com
2. Private doud

[1]>

Enter heartbeat interval ?
[ 15] >

Do you want to enable SSL communication (port 443) for file reputation? [VY]>

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >

BAFBEREE X



1 B3R 3L 42 W AR S5 88 (FireAMP % A 9 Cloud)

NEREIRXERBERSS , TFFireAMPE FI#ICloud \ BB FBR 4 Z 2 B AsyncOS 10.xFF 14
, Bl Ao

MREE T HEENMER Cisco AMPE#IEZ AMCloud TR | BAEY FIE 1)) ﬁ,.,ﬁﬂ‘l:lﬁ’ﬁl#%% , 7o
EREMNBLNHKBZERNE, ERELN I EFAENREXHEERSES , BSR XY ELIEM
XHo M ETHEESARFIEERELF B,

Verify
fERA LS A HIAR B AT ERIET.

RNTBINHBEHREABLIIEEENBESENRBEERNRS ST , HHITMNESAWEE SR
BV 3E E RV I B H 3R i 0 32137 =R i D 443IE 7o

3t F itk =45 |, & E Fcloud-sa.eu.amp.sourcefire.com = fR %5 25 B MISSLIE S 5 F iis 0 443. ..

XHICFN EAMP B ERYESA

ny97esa. | ocal > anpconfig

File Reputation: Enabl ed

Fil e Anal ysis: Enabl ed

File types selected for File Analysis:

Adobe Portabl e Docunent Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft OFfice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query tinmeout?
[15] >

Enter cl oud domai n?
[a.inmmunet.com >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cl oud-sa. eu. anp. sourcefire.com

Do you want use the recommended reputation threshold fromcloud service? [Y]>

Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com


/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
//www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html

2. Private Cl oud
[1]>

Enter heartbeat interval?
[15] >

Do you want to enable SSL communication (port 443) for file reputation? [Y]>

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >

ESAERBEREEETHRLRE

ny97esa. |l ocal > anpconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portabl e Docunment Fornmat (PDF)

M crosoft O fice 2007+ (Open XM)

M crosoft Ofice 97-2004 (CLE)

M crosoft Wndows / DOS Executabl e

O her potentially nmalicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set values for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Cears the local File Reputation cache.

[1> advanced

Enter cloud query tinmeout?
[15]>

Enter cl oud domai n?
[a.inmmunet. con >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cl oud-sa. eu. anp. sourcefire.com

Do you want use the recomended reputation threshold fromcloud service? [VY]>

Choose a file anal ysis server:

1. AMERI CAS (https://panacea.threatgrid.com
2. Private doud

[1]>

Enter heartbeat interval ?
[ 15] >

Do you want to enable SSL communication (port 443) for file reputation? [VY]>

Proxy server detail:
Server

Por t

User



Do you want to change proxy detail [N >
FEIBERERO443708. MEIIHESA (my11esa.local) , BN EHB- ec2-176-34-122-
245 .eu-west-1.compute.amazonaws.com, LtEHB-MitIXTIPH#1E176.34.122.245

ny97esa. |l ocal > anpconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

Adobe Portabl e Docunent Fornmat (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft Ofice 97-2004 (CLE)

M crosoft Wndows / DOS Executabl e

O her potentially nmalicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Cears the local File Reputation cache

[1> advanced

Enter cloud query tinmeout?
[15]>

Enter cl oud domai n?
[a.inmmunet. con >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cl oud-sa. eu. anp. sourcefire.com

Do you want use the recomended reputation threshold fromcloud service? [VY]>

Choose a file anal ysis server

1. AMERI CAS (https://panacea.threatgrid.com
2. Private doud

[1]>

Enter heartbeat interval ?
[ 15] >

Do you want to enable SSL communication (port 443) for file reputation? [VY]>

Proxy server detail:
Server

Por t

User

Do you want to change proxy detail [N >
176.34.122.24589 IPH#b 1k  CNAME B it 5% 5 cloud-sa.eu.amp.sourcefire.comf :

my97esa. | ocal > anpconfig

File Reputation: Enabl ed
File Anal ysis: Enabl ed
File types selected for File Analysis:



Adobe Portabl e Docunent Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft O fice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query tinmeout?
[15] >

Enter cl oud domai n?
[a.inmmunet.com >

Enter reputation cloud server pool?
[ cl oud- sa. anp. sourcefire.com > cl oud-sa. eu. anp. sourcefire.com

Do you want use the recommended reputation threshold fromcloud service? [Y]>
Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com

2. Private Coud

[1] >

Enter heartbeat interval?
[15] >

Do you want to enable SSL communication (port 443) for file reputation? [Y]>
Proxy server detail:

Server

Por t

User

Do you want to change proxy detail [N >

X TFRE, BERAREENBEENTRS [ MLENFBER |, cloud-

sa.eu.amp.sourcefire.com,

Troubleshoot
AL T TRAFRRBHTRELBRNES,
5 A Telnet N i i 43

NTRIERARIERINHEENT , FEATNE-HEENEENRS LN , FENRAS
telnetXfim 0321375 & w0443 , MEELE.

ny97esa.l ocal > tel net cloud-sa.anp.sourcefire.com 443

Trying 23.21.208.4...



Connected to ec2-23-21-208-4. conput e- 1. amazonaws. com
Escape character is '""]"'.

"]

tel net> quit

Connection cl osed.

FNEUBIVerfiyiE$E |, BINTEIwRO443

ny97esa. |l ocal > tel net cloud-sa.eu.anp.sourcefire.com 443

Trying 176.34.113.72. ..

Connected to ec2-176-34-113-72. eu-west - 1. conput e. amazonaws. com
Escape character is '""]'.

"

tel net> quit

Connecti on cl osed.

NEU#VerfiyiE# , TRETEIR O 32137&# ¢

my97esa. |l ocal > tel net cl oud-sa. eu. anp. sourcefire.com 32137

Trying 176.34.113.72..
tel net: connect to address 176.34.113.72: Operation tinmed out
telnet: Unable to connect to rempte host

1EREN Htelnet B EEIPHEH B ECNAMEF N B ENM RS EFMER —Melnetl 5% , 56EH
i 032137 ik (443, MRFEIRF T BB FZIENE-MiKO , BEHFEREMEEEEM
Br K& iR B SMER IS ESA.

telnetF 3 Y IIER — TR X & RS BN H AR BTRAME R —#.
NIBANEA

&M ATEIZ1TAsyncOS 10 xWESAR AR BAMEF AT , FRIEERAINERW SRR LR
e EAARANAMBEHREERAERERH

ny97esa. | ocal > tel net cloud-sa. eu. anp. sourcefire.com 32137

Trying 176.34.113.72..
tel net: connect to address 176.34.113.72: Operation tinmed out
tel net: Unable to connect to renpte host

MRRE - MR EEERE. HTREHR , B5CiscoxBHKR.
KEAMPH R

HEEBAMPERESAR , BRIEEFE XHEXHFEEEARMCloudtI B EEWEER :

ny97esa. |l ocal > tel net cloud-sa. eu. anp. sourcefire.com 32137

Trying 176.34.113.72..
tel net: connect to address 176.34.113.72: Operation timed out
tel net: Unable to connect to renmpte host

MREIY , EWN TENBABESAERZHFHEBNTEREENBENIRS [



ny97esa. |l ocal > tel net cl oud-sa. eu. anp. sourcefire.com 32137
Trying 176.34.113.72..

tel net: connect to address 176.34.113.72: Operation timed out
tel net: Unable to connect to renmpte host

SANERNME

ESAEER iFR Bt NG, MRXHFEZ , BSTEPEIEBMBIEHE,

nmy97esa. |l ocal > tel net cl oud-sa. eu. anp. sourcefire.com 32137

Trying 176.34.113.72..
tel net: connect to address 176.34.113.72: Operation tinmed out
tel net: Unable to connect to renpte host

Related Information

- 38 2 (Y AMPR 1E 9 P 78 69 AR 55 B8 b it

- Technical Support & Documentation - Cisco Systems



//www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html#anc8
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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