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1. APEM#& X Network > Certificates > Certificate Name > Download Certificate Signing
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HE=7H T E(faNCheckTLS.comFISSL-Tools.net) A] A F W iE 5 # [E B4R,

TLS-Verify SuccessiCheckTLS.com# Hi R fl

CheckTLS Confidence Factor for "postmaster@cisco.com": 100

TLS



https://youresa
https://www.checktls.com/
https://ssl-tools.net/mailservers

JL“S /f email / test To: visi
| email | cloud | help | subscripon | fag | B8 | Q | @ |

250 STARTTLS
[000.344)  He con use this sscves
[000.344)  TLS is an option on this server
[800.344] =-->STARTTLS
[000.384)<== 220 Go ahead with TLS
1900.385) STARTTLS command works on this server
(000.558)  Conmection convested ta SSL
28L¥ersion in use: TLEwL 2
Cipher in use: ECONE-RSA-AESIS6-GOH-SHAES
Cortificate 1 of 3 in chain: Cort VALIDATED: ok
Cert Hostname VERIFIED [rodns=mx=01.cisco.com = rodn=sx=01.cisco.com | DES1rodne=mx=01.cisco.com | DHS:rodn=inbound=a.cisco.com | D¥Sirodns-inbound=b.cisco.com | DHSircdnsinbound-c.cisco.com |
DS :redn-inbound-d.cisco.com | DNS:zedn-inbound-s.cinco.com | DNS:redn-inbound-f.cisco.com | DNS:rcdn-inbound-g.cisco.com | DNS:redn-inbound-h.cisco.com | DNS:redn-inbound-i.cisce.com |
DNE:redn-inbound-}.cisco.com | DNG:rodn-inbousd-k.cisco.com | DHS:redn-inbousd-l.cisco.com | DHS:rcdn-inbound-m.cisco.com | DNS:redn-inbousnd-n.eisco.ccm)
Bot Valid Befores Oct 3 12:35:32 2018 GHT
Hot Valid After: Oct 3 12:45:00 2010 GHT
subject= J/C=US/ET=CAfL=San By Inc./CH=rods 1.cisco.com
ipmeer= (C=ug/O=lydrantil (Avalanche Cloud Corporaticn)/CR=Mydrantil SSL ICAh G2
Certificate Z of 3 in chain: Cert VALIDATED: ok
Hot Valid Before: Dec 17 14125110 2013 GHT
Not Valid Afear: Dee 17 14:25:10 2023 GNT
subjects /=05 /pe Hyuru:\t.ID {Avalanche Cloud Corporation)/CH=HydrantlD SEL ICA 62
fnssac= L QueoVadis Root CA 2

Cortificate 3 of 3 in chain: Cort VALIDAFED: ok
Bot Valid Before: Wov 24 muz‘no& 2006 GHT
Bot Valid After; Wov 24 L8:23:33 2031 GMT
subject= /C=BM/O=QucVadis Limited/CH=QuoVadis Root CA 2
inguer= fC=BM/O=QuoVadis Limited/CH=QuoVadis Root CA I
000.831) =->EHLO winré . ChiekTLS . com
[000.874 )<=~ 250-rodn-inbound-o.oisco. com
TST-UITTHINE
250 SIZE 33554432
1900.874) TLE sucoessfully -:n—:ud on this secver
1000.874) ~{>HAIL FROM:<te
(000,915 )<~
1900.915]
000.916) —->QUIT
(000, 957 j2mn 23

TLS-Verify %k B 8 CheckTLS.com# i 7= 5
TestReceiver
CheckTLS Confidence Factor for "ij N : 50
Con-| All- | Can | TLS |Cert| TLS
EE
OK

[ {121lma} {ERIma] J407ma; {23 Ema] J -I!' f2.12F=ma) flZIma) flIE=ma)

5 OK OK OK Ok _ . OK Ok OK
- (125mB) (713ma) (130ma) {(133ma) ool {1 60EmA) (12Ema)l - (127ma]

Average 100%  100%  100%  100% 0% 100% 100%  100%

iE B EHVL B FRAE (mailC.example.com 1= gvsvipa006.example.com)
g2

F:MREEFABLRIES  WAEPBEESIFHMBLERN KK,

MREEEACAZRIELATLS-verify[IRKXM , FRIEX LT E R E T
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. EHE ( L FGUI > Network > Interface ) »
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Rt~ eEE T HM M EHRTIRE.
EFATLSERER , FERATHER

1. S E R4 SR RE> B ARl

2. BB ERRE,

3. & FSend an alert when a required TLS connection fails £ 1% 4E

R &t LAfE Adestconfig > setup CLIGTHECEILIZE.
B8R

ESAR L IEREFETLSE AR RZERMF B EREARNSES HEATE—FME6

- EEMTARXIFESMTP (Bt , EFEFERBESAREHLOW ).

- IEBMTAXIFESMTP |, ESTARTTLSar S A EHEHLOMRB FBENYT BHE 5IH.,

. ERRMTAE & STARTTLSH & , {BEESARRESTARTTLSS BT RI 1R,
ERHFAEFERRIVTLSEFLE

3%,

TLSHEIG SR AN A E TR —RID R BAd | SIS SIRE, BRENRAR
ERAEMITE SR AR SR, INRTLSIERERRT | NIMRHE A & I TLS successR B @R , KK

TLSEZEIAERTLSAKAFRE . MR AEXHFRZEXRBKNTLSRE , MZHE T EBITLSESE

BR BETHEEM AT FSRESABRM R E B R,
LTRMERZEMN (U ) RINTLSEEN R

Tue Apr 17 00:57:53 2018 Info: New SMIP | Cl D 590125205 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host nmmil.exanple.comverified yes


https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/117853-technote-esa-00.html

Tue Apr 17 00:57:53 2018 Info: |Cl D 590125205 ACCEPT SG SUSPECTLI ST match sbrs[-1.4:2.0] SBRS -
1.1

Tue Apr 17 00:57:54 2018 Info: 1CI D 590125205 TLS success protocol TLSvl ci pher DHE- RSA- AES256-
SHA

Tue Apr 17 00:57:55 2018 Info: Start M D 179701980 | Cl D 590125205

LTRIREZZEEMN (UK ) MTLSEZERMAYRE :

Mon Apr 16 18:59:13 2018 Info: New SMIP | CI D 590052584 interface Data 1 (192.168.1.1) address
10.0.0.1 reverse dns host nmil.exanple.comverified yes

Mon Apr 16 18:59:13 2018 Info: |Cl D 590052584 ACCEPT SG UNKNOWALI ST match sbrs[2.1:10.0] SBRS
2.7

Mon Apr 16 18:59:14 2018 Info: |Cl D 590052584 TLS failed: (336109761, 'error:1408A0C1: SSL
routines: SSL3_GET_CLI ENT_HELLQO no shared ci pher')

Mon Apr 16 18:59:14 2018 Info: ICl D 590052584 | ost

Mon Apr 16 18:59:14 2018 Info: | Cl D 590052584 cl ose

LTRAMEZEENNEUTLSESE (£15 ) HRH

Tue Apr 17 00:58:02 2018 Info: New SMIP DCl D 41014367 interface 192.168.1.1 address 10.0.0.1
port 25

Tue Apr 17 00:58:02 2018 Info: DCID 41014367 TLS success protocol TLSv1.2 ci pher ECDHE- RSA-
AES256- GCCM SHA384

Tue Apr 17 00:58:03 2018 Info: Delivery start DCI D 41014367 M D 179701982 to RID [ O]

LUTREZZEENMTLSEREAM (1£1X ) BRI

Mon Apr 16 00: 01: 34 2018 Info: New SMIP DCI D 40986669 interface 192.168.1.1 address 10.0.0.1
port 25

Mon Apr 16 00:01:35 2018 Info: Connection Error: DClI D 40986669 donwmin: donamin |P:10.0.0.1 port:
25 details: 454-'TLS not avail able due to

tenporary reason' interface: 192.168.1.1 reason: unexpected SMIP response

Mon Apr 16 00: 01: 35 2018 Info: DClI D 40986669 TLS failed: STARTTLS unexpected response
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