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Policy, Virus and Qutbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Padicy, Virus and Ouibreak (PYO) QGuarantines senvioe is nof enabied,

There are moitiple $eps to centralizing Policy, VWus and Owibreak (PV0) Quarantings, before you can enable Sservice on this ESA...
= To configure migration of PYO Quarantines, go bo SMA > Management Appliance > Centralized Services = Policy, Wirus and Outbresk
Quarantines),
« After you enmable service and configune migration on the SMA, retum here to enable Centralired Policy, Virus and Outbreak (FY0) Quarantines
for this ES4.

Enable...

SMAE RAESI Y BRSS MAT R R A1E

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Service Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the cantralizped 1 Email Appliances {ESAs) have the Centralized Quarantines service selected
Palicy, Virus, and Outbreak Quarantines on the SMA,

To select additional ESA appilances, go to Management Appiiance =
Centralized Services » Securily Applignces,

Step 2. Configure migration of any messages curmently quarantined Migration is configured for all appliances.
on the ESAs
Use the Migration Wizard to configine how quarantined messages will be
mgrabed.
Launch Migration Wizard... |
Step 3, Log into cach ESA to start migration and begin using Ay Service s not active on 1 out of 1 selected ESAs,

centralized quarantines.
Liog Inte each ESA as regquired to enable the service (soe status below),

Emall Appliance Status

Selected Email Appliances (ESAL) Statug

| Sabek Al Action Reguired: Log into ESA to enable Centralized Quaranting.

BRIRIT =R
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ESMA |, EE1Tstatusip S ECLIA T RILR B ELIRS. MEBSMARAL , PVOEESATRAIEES A
, AAEEEEWRE,

sma. exanpl e. com> st at us

Enter "status detail" for nore infornation.

Status as of: Mon Jul 21 11:57:38 2014 GVIr

Up si nce: Mon Jul 21 11:07:04 2014 GMI (50m 34s)
Last counter reset: Never

Syst em st at us: Ofline

A dest Message: No Messages

MRSMARYL , B TIRE TGS R THRILEEER , FFibcpg_listener,

Snma. exaerI e. conr resune

Recei ving resuned for euq_listener, cpqg_listener.

k2

EEEASMANGEEBAS , BAEXREEN. (Enable. JMETHUNEY , HESANRARE

1. BRXSMA , AEESEERAKF , RERA(SHMKFRB)RFRREMNESATUHRIT , BR
[Enable... iR FEESAM X,

2. ESMA , B R ERRE>EPRIRS>Policy, FHENBRRE,
3. AHRHEBESHARETIBE E,

4. BRXHBBINENER,

&3

MRESAE B SRIAR OB I deliveryconfigin © , B , MR ZBRINZE S BEESMARIERE
, EANTF—TRNFRIBEREERE , PVOEESATAREE Ao

XRERANRENRMEONESARYEOE

nx. exanpl e. con> del i veryconfig

Default interface to deliver mail: In

XERMEON —ESAEBMEN I SMAR/R4E7025



nx. exanpl e. con® tel net

Pl ease select which interface you want to telnet from
1. Auto

2. In (192.168.1.1/24: nx.exanple.com

3. Managenent (10.172.12.18/24: ngnt.exanpl e.com
[1]> 2

Enter the renpte hostnane or | P address.
[1> 10.172.12.17

Enter the renote port.
[25] > 7025

Trying 10.172.12.17. ..
tel net: connect to address 10.172.12.17: Operation timed out
tel net: Unable to connect to renmpte host

N TERIEE | EEEERIAinteraceFIESAB S b F A EHEIZONEZB.

nx. exanpl e. con> deliveryconfig
Default interface to deliver mail: In

Choose the operation you want to perform
- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail

1. Auto

2. In (192.168.1.1/24: nx.exanple.com

3. Managenent (10.172.12.18/24: ngnt.exanpl e.com
[1]> 1

R4

TR B R RER S (TLS)RIMER T- %, WREEEEESAN Y B S EE
R AEREID (DCIDs)A SMARB/R 457025 | £ th i S TLS 5 IR £ B An i, -

Mon Apr 7 15:48:42 2014 Info: New SMIP DCl D 3385734 interface 172.16.0.179

address 172.16.0.94 port 7025

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS failed: verify error: no certificate
from server

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS was required but could not be
successful ly negoti at ed

LHIBIZ{TEESA CLIF Y —tlsverify , 2 & ZIE#,

nx. exanpl e. con® tlsverify

Enter the TLS domain to verify against:
[1> the.cpq. host

Enter the destination host to connect to. Append the port (exanple.com26) if you are not
connecting on port 25:
[the.cpg. host] > 10.172.12.18: 7025

Connecting to 10.172.12.18 on port 7025.



Connected to 10.172.12.18 frominterface 10.172.12.17.

Checki ng TLS connecti on.

TLS connection established: protocol TLSvl, cipher ADH CAMELLI A256- SHA.
Verifying peer certificate.

Certificate verification failed: no certificate from server.

TLS connection to 10.172.12.18 failed: verify error.

TLS was required but could not be successfully negoti at ed.

Failed to connect to [10.172.12.18].
TLS verification conpleted.

ETF itk , ADH-CAMELLIA256-SHAZ B3R A 7B 5SMAE KSMATEER R N EWIE P, 3t
—SPAERTAEADHEZERFEAERRIL , FTREA—XNZFIIEPH, HAMEERERERBDHE.
RATHITH , FEIR BN ZEEE5RIFHIGH:MEDIUM:ALL:-aNULL:-SSLv2,

nx. exanpl e. con> ssl config

sslconfig settings:
GUI HTTPS nmet hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP net hod: sslv3tlsvl
Qut bound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit |nbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.
[1> OUTBOUND

Enter the outbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4., SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]>
Enter the outbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > HI GH: MEDI UM ALL: - aNULL: - SSLv2

sslconfig settings:
GUI HTTPS nmet hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP net hod: sslv3tlsvl
Qut bound SMIP ci phers: H GH: MEDI UM ALL: - aNULL: - SSLv2

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- OUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher |ist.

[1>
nx. exanpl e. com> conmi t

#Br: AH, EARERTRELEESR | HHM-SSLv2,
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PVOAAIREE A H BRRILFEEIRE S,

nx. exanpl e. comr> ssl config

sslconfig settings:
QU HTTPS net hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RCA- SHA: RC4- MD5: ALL
CQut bound SMIP net hod: sslv3tlsvl
CQut bound SMIP ci phers: RC4- SHA: RCA- MD5: ALL

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit I|nbound SMIP ssl settings.

- OQUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> OUTBOUND

Enter the outbound SMIP ssl nethod you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS v1
[5]>
Enter the outbound SMIP ssl cipher you want to use.
[ RC4- SHA: RC4- MD5: ALL] > HI GH: MEDI UM ALL: - aNULL: - SSLv2

sslconfig settings:
QU HTTPS net hod: sslv3tlsvl
GUI HTTPS ci phers: RC4- SHA: RC4- MD5: ALL
I nbound SMIP met hod: sslv3tlsvl
I nbound SMIP ci phers: RCA- SHA: RC4- MD5: ALL
CQut bound SMIP net hod: sslv3tlsvl
CQut bound SMIP ci phers: H GH: MEDI UM ALL: - aNULL: - SSLv2

Choose the operation you want to perform

- QU - Edit GU HTTPS ssl settings.

- INBOUND - Edit Inbound SMIP ssl settings.

- OQUTBOUND - Edit Qutbound SMIP ssl settings.
- VERIFY - Verify and show ssl cipher list.

(1>

nx. exanpl e. con» conmi t

BIRHERERA—NEIIRBENAN—IDLPYRER , 1 EDLPER, #RTRERF MR IhEE
FEMADLPIREMBEMEBNANIEENEN. WHERT - R FE5RRAIIERS.
SophosPrfAEM A E 451 2 A EE MR,

BEG6

PVOWEARMEZER , R  #EBREERTENREALRERNEN , HETIE , DLPM
DMARCIRE. R 7T #RIERB , KM HRRSA R HE K5 A KRDLPHMDMARCIR EB BN FIEHE



MUATIESR. HE , BIHEVNRKENEFENEEN ST HBIRITEN, MACLIGT
clusterconfig > removemachine A /G MATCEEI L TR EREFAE.

HXRfER

- BEBREPE 3T {4 M HI X EE SMAKIPVOR 7
- PVOEBESHER . YESAREE
- BARFZFEFIEY - Cisco Systems



https://www.cisco.comhttp://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200068-Troubleshoot-centralized-PVO-quarantine.html
https://www.cisco.comhttp://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200083-Requirements-for-the-PVO-Migration-Wizar.html
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