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R ENAE S E RADMVPN R B EEMEATRNHEHRRTRE, FBEETHE2HKR
DMVPNBZE NI A , EIZME , RO X , DMVPNRIRER N SR BHRD XN ERIET EZSRH
[FI(NBMA)/BEERFTHIUP, B2 , HFERD X LERTEREAVBRE,

BtES

FIRIEDMVPNEE2/ EREY |, A7 T AR M 0 X B 0 X B88 . A&7 R EBIRLLRT ERAINHRPR

=

FEDMVPNEE2BER , BRI REHEN ST X E 0 <MBiE. XAEEEAN , EDMVPNE ( £4keH
MoX ) PHABERE L BEEONEXEXNBABRBEHEGRE)Z R, MR —MKRES
iR , EiRBFFEER[ANT —Bk. Rk , A XBERLNEHES . EF2HMREML
2 XE D ZREER , RMANHRP#HE , HP 2 IRMAEXREMD XWES | FENBMARBEE

|P i 31t 2 [ B 1T BR &Y

BETORAYS BRI 5 H Al AR R NHRP R AT 22

1. YR XZREE BT IWLANE , EQPITHRBER , ARBTERELR , BEIRIEBR2
XHEINBMAE L, R SORF L HI 96 0E BRIE R Rt

2. FOREBEWENERFFEEREBIRD X

3. B D XMIRD X RIEMEITNE ., MRBER B8 T IPSECEE X :
« NHRP##T i3 2 #3ER B IKE/IPSECTMY AT AR ST A7 1k,
- B X KRiEEHFEIIKE/IPSECEEE.

- ARE, NHRPEREMRE , 7 B B #r0 XERIPSECRRIE E N 1% fl 5 A [B)IR 2 X K% fR AT

BRI

/l HUB \ \
; / | 1. NHRP Resolution Request (triggered by routing) |

‘ | 2. NHRP Resolution Request Forwarded -l

z/( 3. NHRP Resolution Reply (tunnel initiator)
Spoke1 Spoke2
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AR BRSBTS EZE , AR [RELHMELEMEIHUB,
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HUB

NBMA
172.20.10.10
Tunnel Suhna;\\H
10.10.10.0/24 5
R

NMBA
172.22.200.2

NBMA
172.21.100.1

Spokei

Loopback2

Loopback
192.168.2.2

192.168.1.1

156 F B PP 4% R R 1P F Y

HUE BRI IR

FEtZHSEH , Spoke1FSpoke2 Z [BIRE N 5 X E 5 XPEE , XFMEARWER ( BFEEOX
) ZIEﬂE’JJEﬂ:. , AR ENEEEMRIERE,

SPOKE1#ping 192.168.2.2 source Toopbackl
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

IR IE



BEXMIELN , BASTRIIRBERE , ABRRMARFEREFEREBNE. EEERER

B , iHIZ1T @ ¥ show running-config interface tunnel<ID>,

DX1RBEEE

<ffroot>

SPOKE1#show running-config interface tunnellO
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.1 255.255.255.0
no ip redirects

ip nhrp authenticati on DWPN

ip nhrp map 10.10.10.10 172.20. 10. 10

ip nhrp map nulticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10.10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection | PSEC profile | PSEC Profile_1

end

<tfroot>

SPOKE2#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes

|

interface Tunnell0

ip address 10.10.10.2 255.255.255.0
no ip redirects

ip nhrp authenticati on DWPN



ip nhrp map 10.10.10.10 172.20. 10. 10

ip nhrp map nulticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10.10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection | PSEC profile | PSEC Profile_1

end

EREDR , CEERITFHUBHNRFAREER , REZANNHRPEHRIEFHAERELRE , AN
D XEETHEKHDMVPNEE , A BMRERIPSECRY , BRIUIRENA T EBWNINERE.

MREFREFHIEESEIPSECKE , EERIFIKEMIPSECHLERER I/E, XEEINHRPE
FIPSECBSEEN R H ERTEWME, ERIULIKE/IPSECHMKVIRE , #&iE1Tshow crypto IPSEC
sa peer X XX.XMF ( HPxxxx2ZREIFZEN 7 ZHNBMA IPtbit ) ,



AR ERIFIPSECRRERBEFE , AUMBMHELZ2AH(ESP)By LMEARBER
B (SPI, B%&%F )., k2P ERNAEEERRLACE,



AR WRRIIKE/NPSECTHFHEMEMER , NHFEHRBME RFEX LWL,

Spoke1 L #IKE/IPSECREIRF :

<#froot>
SPOKE1#

show crypto | PSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}



#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: Ox6F6BF94A(1869347146)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2049, flow_id: CSR:49, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn 1id: 2050, flow_id: CSR:50, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:



Spoke2 EHIIKE/IPSECBREIRE :

<{froot>
SPOKE2#

show crypto | PSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)

local ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl

current outbound spi: 0x84502A19(2219846169)
PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hnac ,

in use settings ={Transport, }

conn 1id: 2045, flow_id: CSR:45, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:



spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2046, flow_id: CSR:46, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

MHEER, EA NS X L, IPSECRREHELTERRS , B, SpokeZLmbﬂfﬁ%E@ (HE)E
REMEBERESD (#BE ). BN, Spoke1 T2 E RRAIPSECRREMEREED, XRARIAIB A8
HENHRPIHIL Lo

HEHERR T &

WATHHR I H B IAB EMIKE/IPSECHHY ( IRFE ) ASHBERER , BAILEALRTFT
B T BEGE SRR,

BRANST

@ 'show dmvpn interface tunnel<ID>T A2 DMVPN4EE 2 1EE B (NBMA/FRE Pt 1t BEEIR
. ?TF/?EI‘?HETII‘EWHE’IE)O AT LA Adetail X BFE R B MBRXAE/EZEFNWFEMEE . YIEA
ﬁgﬁ ’lj‘/b\»z\éﬁi IT—I:EEO

%1 show dmvpn interface tunnel<ID>%i i :

<#root>
SPOKE1#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnel1l0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb



172. 20. 10. 10 10. 10. 10. 2 UP 00:00:51 12

10.10.10.10 UP 02:53:27 S

%2 show dmvpn interface tunnel<ID>%i i :

<{froot>
SPOKE2#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

T1l - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.21.100.1 10.10.10.1 UP 00:03:53 D

1 172.20.10.10 10.10.10.10 UP 02:59:14 S

BARFLNHEHETREN D XN TRER. ESpokeﬁ%ﬂP , B LLE BISpoke 2K B BEIE
HEHINBMA Pt , HEBMERATTEE(2), F—FME , Spoke2k ERIEFI RS ( NBMA/RZ
EIP#i ) FRBup , REBEEEEHE.

EHEHFRIES , LTHsREA !

« show ip nhrp : £ RNHRPERSHE 2
« show ip nhrp traffic interface tunnel10 : £ RNHRPHEZITHER



EE BXWHAE (EBE, BB, XBF. R6l) , 558 (S5 ZE : Cisco I0OSZ %
BeSE  HHSEZ)

LERES

ERIEZ A EEHBIABEERNERER , K98 A EHURRIMARRNHRPEEZ, 457
EFEMAXRZLEBAT—RAE :

1. debug dmvpn condition peer NBMA x.x.x.x ( HFxx.x.xBZERZIPHUL ),
2. debug dmvpn all : &5 /B AISAKMP, IKEv2, IPSEC., DMVPNFINHRPEX &G,


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995

BR : BWEXRE AR EE Apeer condition®i & , MELRAI LLEE S ERENTHE.

EEEXTENNHRPRE , FEEBAIRE LEAT —5debugs® :

a1

debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

Fixam



debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn all all

X2

debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

FE  ATES RN RE LR EAMBERE,

P

FrE 1R & L/a AR &R a5 S show debugE 7 :

/



<tfroot>
ROUTER#

show debug

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop
IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

NHRP:

NHRP protocol debugging is on

NHRP activity debugging is on

NHRP detail debugging is on

NHRP extension processing debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate 1imiting debugging is on

NHRP errors debugging is on

NHRP events debugging is on

Cryptographic Subsystem:

Crypto ISAKMP debugging is on

Crypto ISAKMP Error debugging is on
Crypto IPSEC debugging is on

Crypto IPSEC Error debugging is on

Crypto secure socket events debugging is on
IKEV2:

IKEv2 error debugging is on

IKEv2 default debugging is on

IKEv2 packet debugging is on

IKEv2 packet hexdump debugging is on
IKEv2 internal debugging is on

Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on

DMVPN:

DMVPN error debugging 1is on

DMVPN UP/DOWN event debugging is on
DMVPN detail debugging is on

DMVPN packet debugging is on

DMVPN all level debugging is on

WEMBIRRE , BYUMF RS TR X (Spoke1) LV IEIR | iXBEEH AT SAM L T 44 IR ER tH 7 6
Spoke1ifid i

<#root>



-------------------- [IKE/IPSEC DEBUG OUTPUTS OMITTED]---------------—----

*Feb 1 01:
ad State
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:

31:34.657: ISAKMP: (1016):

= IKE.QMR QW New State = | KE_QV PHASE2_ COMPLETE

31:
31:
31:
31:
31:
31:
31:
31:

34.
34.
34.
34.
34.
34.
34.
34.

657:
657:
657:
661:
661:
662:
662:
662:

IPSEC(key_engine): got a queue event with 1 KMI message(s)
IPSEC(key_engine_enable_outbound): rec'd enable notify from ISAKMP
CRYPTO_SS(TUNNEL SEC): Sending MTU Changed message

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): Got MTU message mtu 1458

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): connection lookup returned 80007F2
CRYPTO_SS(TUNNEL SEC): Sending Socket Up message

IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): connection lookup returned 80007F2
IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2):

tunnel _protection_socket _up

*Feb 1 01:31:34.662: IPSEC-IFC MGRE/Tul0(172.21.100.1/172.22.200.2): Signalling NHRP

*Feb 1 01:31:36.428: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:36.429: NHRP: No delayed event node found.

*Feb 1 01:31:36.429: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:36.429: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:36.429: NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
*Feb 1 01:31:36.429: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:36.429: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:36.429: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:36.429: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

*Feb 1 01:31:36.429: sht1l: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:36.429: pktsz: 85 extoff: 52

*Feb 1 01:31:36.429: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:36.429:

src NBMA: 172.21.100.1

*Feb 1 01:31:36.429:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:36.429: (C-1) code: no error(0), flags: none

*Feb 1 01:31:36.429: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:36.429: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255

*Feb 1 01:31:36.429: Responder Address Extension(3):

*Feb 1 01:31:36.429: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:36.429: Reverse Transit NHS Record Extension(5):

*Feb 1 01:31:36.429: Authentication Extension(7):

*Feb 1 01:31:36.429: type:Cleartext(l),

dat a: DWPN

*Feb 1 01:31:36.429: NAT address Extension(9):

*Feb 1 01:31:36.430: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:36.430: NHRP: 109 bytes out TunnellO



*Feb 1 01:31:36.430: NHRP-RATE:

Retransmitting Resolution Request for 10.10.10.2, reqid 10, (retrans ivl 4 sec)

*Feb 1 01:31:39.816: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:39.816: NHRP: No delayed event node found.

*Feb 1 01:31:39.816: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:39.817: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:39.817: NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
*Feb 1 01:31:39.817: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:39.817: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:39.817: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:39.817: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

*Feb 1 01:31:39.817: shtl: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:39.817: pktsz: 85 extoff: 52

*Feb 1 01:31:39.817: (M) flags: "router auth src-stable nat ",

reqid: 10

*Feb 1 01:31:39.817:

src NBMA: 172.21.100.1

*Feb 1 01:31:39.817:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

dat a:

*Feb
*Feb
*Feb
*Feb

PR RPRRRRRR

DWPN

01:31:
01:31:
01:31:
01:31:
01:31:
01:31:
01:31:
01:31:

10. 10.10.1, dst protocol: 10.10.10.2

:39.
139.
139.
139.

39.
39.
39.
39.
39.
39.
39.
39.

817:
817:
817:
817:
817:
817:
817:
817:

817:
817:
818:
818:

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

Reverse Transit NHS Record Extension(5):

Authentication Extension(7):

type:Cleartext(l),

NAT address Extension(9):

NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
NHRP: 109 bytes out TunnellO

NHRP-RATE:

Retransmtting Resolution Request for 10.10.10.2, reqid 10, (retrans ivl 8 sec)

*Feb
*Feb
*Feb

1 01:31:46.039: NHRP: Checking for delayed event NULL/10.10.10.2 on 1ist (TunnellO vrf: global(0xO0
1 01:31:46.040: NHRP: No delayed event node found.
1 01:31:46.040: NHRP: There is no VPE Extension to construct for the request

—HSpoke1 NHRP# 21 , HEE REH EELENHRPHEMER, BIEEETE—LEEFR
, Tsrc NMBARsrc protocol , Ef1RIR % X (Spoke1)INBMA Pt it FIFZ&E IPtbit, BIA A LAE
B B B4R X (Spoke2)HIBRIE IPH#b 1t A dst protocolfBl. X RSpoke1E R Spoke2 ¥INBMAh 11t



SERIRES, AN ERIEE L, AT K EreqidE , ZEAFHPEREREPHNEELS. KEEED
BREPFFRERE , A BFBTRENHRPIHENBERE. BESEEEZ - IMHPEEREEN
{85 , ZINHRP& 3 RBIEFRF &R

BB RKIENHRPEMTIERGE , BEE REAREFH LR, XREANREAREEINHRPEN A | K
HWEBREEBES. BT Spoke1BFREIME , AMESEERERHIN T —A1&% (BIHUB ) LR
1/<$&1E@o

<tfroot>
*Feb 1 01:31:34.262:

NHRP: Receive Resol ution Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:34.262: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:34.262: sht1l: 4(NSAP), sst1: O(NSAP)

*Feb 1 01:31:34.263: pktsz: 85 extoff: 52

*Feb 1 01:31:34.263: (M) flags: "router auth src-stable nat ",

regid: 10

*Feb 1 01:31:34.263:

src NBMA: 172.21.100.1

*Feb 1 01:31:34.263:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:34.263: (C-1) code: no error(0), flags: none
*Feb 1 01:31:34.263: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.263: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:34.263: Responder Address Extension(3):

*Feb 1 01:31:34.263: Forward Transit NHS Record Extension(4):
*Feb 1 01:31:34.263: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.263: Authentication Extension(7):

*Feb 1 01:31:34.263: type:Cleartext(l), data:DMVPN

*Feb 1 01:31:34.263: NAT address Extension(9):

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_in = 10, to_us = 0
*Feb 1 01:31:34.263: NHRP-DETAIL:

Resol ution request for afn 1 received on interface Tunnel 10

, for vrf: global(0x0) label: 0
*Feb 1 01:31:34.263: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded
*Feb 1 01:31:34.263: NHRP:

Rout e | ookup for destination 10.10.10.2

in vrf: global(0x0) yielded interface Tunnell0, prefixlen 24

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_out 10, netid_in 10

*Feb 1 01:31:34.263: NHRP: Forwarding request due to authoritative request.
*Feb 1 01:31:34.263: NHRP-ATTR:

NHRP Resol uti on Request packet is forwarded to 10.10.10.2 using vrf: gl obal (0x0)



*Feb
*Feb
*Feb
*Feb
*Feb

1 01:31:34.
1 01:31:34.
1 01:31:34.
1 01:31:34.
1 01:31:34.

263:
264 :
264 :
264 :
264 :

NHRP: Attempting to forward to destination: 10.10.10.2 vrf: global(0x0)

NHRP: Forwarding: NHRP SAS picked source: 10.10.10.10 for destination: 10.10.10.2
NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
NHRP:

Forwar di ng Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 105

*Feb
*Feb
*Feb
*Feb
*Feb

r eqi

*Feb

src

1 01:31:34.
1 01:31:34.
1 01:31:34.
1 01:31:34.
1 01:31:34.

d: 10

264 :
264 :
264 :
264 :
264 :

src: 10.10.10.10, dst: 10.10.10.2
(F) afn: AF_IP(1), type: IP(800), hop: 254, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 105 extoff: 52

(M) flags: "router auth src-stable nat ",

1 01:31:34.264:

NBMA: 172.21.100.1

*Feb 1 01:31:34.264:

src

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

code

, F1
*Feb
*Feb
*Feb

clie

*Feb

clie

*Feb
*Feb
*Feb

dat a
*Feb

*Feb
*Feb

{F Hreqid&

protocol: 10.10

01:31:34.
01:31:34.
01:31:34.
01:31:34.
01:31:34.
01:31:34.

PR R R RR

264 :
264 :
264 :
264 :
264 :
264 :

: no error(0)

ags: none

1 01:31:34.
1 01:31:34.
1 01:31:34.

264:
264:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

(c-D

264:

nt NBMA: 172. 20

1 01:31:34.

nt protocol:

1 01:31:34.
1 01:31:34.
1 01:31:34.

: DWPN

1 01:31:34.
1 01:31:34.
1 01:31:34.

o

y Z0A

264:

10

264:
264:
264:

265:
265:
265:

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255
.10. 10
.10.10. 10

Reverse Transit NHS Record Extension(5):
Authentication Extension(7):
type:Cleartext(l),

NAT address Extension(9):
NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.22.20
NHRP: 129 bytes out TunnellO

AT AMERE] |, HUBWEI T Spoke1 KX 0 HRER, EHITEEH , src NBMAFlsrc



protocolHY{E & 3K B Spoke 1HI{E & , Mdst protocol I B 2 Spoke2IFEEIP , 1E IN7ESpoke1 HYiEiz
REIMAE, PORHBREIMBITERE , 2RITHRAEHRINRIES R XK EISpoke2, EHAXH
BiEaD  ELB/FMN—1NEEHASEE (NBMA Pt MBRE P ) T B,

BIEMNAIRER , HUBIEREEMTE R IE#H K Blspoke 2, Hitk , T —F B #1ASpoke21E £ B UL
MNE , AXNEHH#ITEBIE | A5 Spokel K& AT R

Spoke2ifid it

<tfroot>

———————————————————— [IKE/IPSEC DEBUG OUTPUTS OMITTED]---------------=———-

*Feb 1 01:31:34.647: ISAKMP: (1015):

Od State = | KE_QV | PSEC | NSTALL_AWAI T New State = | KE_QV PHASE2_ COVPLETE

*Feb 1 01:31:34.647: NHRP: Process delayed resolution request src:10.10.10.1 dst:10.10.10.2 vrf: global
*Feb 1 01:31:34.648: NHRP-DETAIL: Resolution request for afn 1 received on interface Tunnell0 , for vrf
*Feb 1 01:31:34.648: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded

*Feb 1 01:31:34.648: NHRP:

Rout e | ookup for destination 10.10.10.2 in vrf: global (0x0) yielded interface Tunnel 10, prefixlen 24
*Feb 1 01:31:34.648: NHRP-ATTR: smart spoke feature and attributes are not configured

*Feb 1 01:31:34.648:

NHRP:

Request was to us. Process the NHRP Resol ution Request.

*Feb 1 01:31:34.648: NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 in vrf: global(0x0) yielded
*Feb 1 01:31:34.648: NHRP: nhrp_rtlookup for 10.10.10.2 in vrf: global(0x0) yielded interface TunnellO,
*Feb 1 01:31:34.648: NHRP: Request was to us, responding with ouraddress

*Feb 1 01:31:34.648: NHRP: Checking for delayed event 10.10.10.1/10.10.10.2 on list (TunnellO vrf: glob
*Feb 1 01:31:34.648: NHRP: No delayed event node found.

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: Checking to see if we need to delay for src 172.22.200.2 dst
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/TulO: crypto_ss_listen_start already listening

*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Socket is already open. Ignoring.
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
*Feb 1 01:31:34.648: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel is already open!

*Feb 1 01:31:34.648: NHRP: No need to delay processing of resolution event NBMA src:172.22.200.2 NBMA d
*Feb 1 01:31:34.648: NHRP-MEF: No vendor private extension in NHRP packet

*Feb 1 01:31:34.649: NHRP-CACHE: TunnellO: Cache update for target 10.10.10.1/32 vrf: global(0x0) Tlabel
*Feb 1 01:31:34.649: 172.21.100.1 (flags:0x2080)

*Feb 1 01:31:34.649: NHRP:

Addi ng Tunnel Endpoints (VPN 10.10.10.1, NBMA: 172.21.100.1)

*Feb 1 01:31:34.649: IPSEC-IFC MGRE/TulO: crypto_ss_listen_start already listening
*Feb 1 01:31:34.649: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
*Feb 1 01:31:34.649: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1



*Feb 1
*Feb 1
*Feb 1
*Feb 1

01:31:34.649:
01:31:34.649:
01:31:34.649:
0

IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Found an existing tunnel endpoint
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel_protection_stop_pending_tim
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Socket 1is already open. Ignoring.

1:31:34.653:

NHRP: Successful ly attached NHRP subbl ock for Tunnel Endpoints (VPN 10.10.10.1, NBMA: 172.21.100.1)

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

RPRRPRRRRRRRR

01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.653:
01:31:34.654:

NHRP: Peer capability:0

NHRP-CACHE: Inserted subblock node(l now) for cache: Target 10.10.10.1/32 nhop 10.
NHRP-CACHE: Converted internal dynamic cache entry for 10.10.10.1/32 interface Tun
NHRP-EVE: NHP-UP: 10.10.10.1, NBMA: 172.21.100.1

NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Internal Cache add for target 10.10.10.2/32 vrf: global(0x0)
172.22.200.2 (flags:0x20)

NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.1
NHRP-DETAIL: First hop route Tookup for 10.10.10.1 yielded 10.10.10.1, TunnellO

01:31:34.654:

NHRP: Send Resol ution Reply via Tunnel 10 vrf: gl obal (0x0), packet size: 133

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

src: 10.10.10.2, dst: 10.10.10.1

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 133 extoff: 60

(M) flags: "router auth dst-stable unique src-stable nat ",

*Feb 1 01:31:34.654:

src NBMA: 172.21.100.1

*Feb 1 01:31:34.654:

src protocol: 10.10

“Feb 1
“Feb 1
“Feb 1
“Feb 1

client

*Feb 1

client

“Feb 1
“Feb 1
“Feb 1
“Feb 1
“Feb 1

client

“Feb 1

client

01:31:34.654:
01:31:34.654:
01:31:34.654:

.10.1, dst protocol: 10.10.10.2

01:31:34.654:

NBMA: 172, 22

01:31:34.654:

protocol: 10

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

(C-1) code: no error(0), flags: none

prefix: 32, mtu: 9976, hd_time: 599

addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255
.200. 2
.10.10.2

Responder Address Extension(3):

(O code: no error(0), flags: none
prefix: 0, mtu: 9976, hd_time: 600
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

01:31:34.654:

NBMA: 172, 22

. 200. 2

01:31:34.654:

protocol: 10

.10.10.2



*Feb 1 01:31:34.654: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:34.654: (C-1) code: no error(0), flags: none

*Feb 1 01:31:34.654: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.654: addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255
*Feb 1 01:31:34.654:

client NBMA: 172.20.10.10

*Feb 1 01:31:34.654:

client protocol: 10.10.10.10

*Feb 1 01:31:34.654: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.654: Authentication Extension(7):
*Feb 1 01:31:34.654: type:Cleartext(l),

dat a: DWPN

*Feb 1 01:31:34.655: NAT address Extension(9):

*Feb 1 01:31:34.655: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.21.10
*Feb 1 01:31:34.655: NHRP: 157 bytes out TunnellO

*Feb 1 01:31:34.655: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
*Feb 1 01:31:34.655: NHRP-DETAIL: Deleted delayed event on interfaceTunnellO dest: 172.21.100.1

reqid5 2z R P ERETE , Rt¥ilSpoke1 K% HINHRPEEAT E R #%IE 2 ZikSpoke2, It
IR SBESpoke2 LA K IR AHER , HERBFEMBERENERGRELN , EtSpoke2fFk B
Spoke1HIE BRMEIENHRPERF,, BT EHIEST KX ESpoke1 ZHI , IRZRRIMECH
S5 ( NBMA IPib it MBSEIPH#Et ) , LAESpoke1 A LAME A iZ EiR 2% S R MBI BB E,

BEERNAEE , MSpoke2 RIEKINHRPHEHT BRI E AR B Spoke1, HTELRELIETAREE
WA ANHRPEMEREIEE , TSN RIBEREFELSE. Bt , T—H2HIKSpoke1H
Spoke2Z MV BIEARBAERZRBENEZSHMESR

BRAXNBEIHIR

BERAXNGESHIRDEE , EUUTTELREN
R AEEEMMNERER ( AWME ) LHRS

XNFUAER , EANBMA IPithil :

B, BEETCHNFE-SRUE-NHRZFIER
%

i
i

ip access-1list extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

RS , £ Amonitor capture <CAPTURE_NAME> access-list <ACL_NAME> buffer size 10
interface <WAN_INTERFACE> both@r S Bl B3R , H £ @S monitor capture
<CAPTURE_NAME> startFF #4113k



3K Spoke1 M Spoke2 LW ELE :

monitor capture CAP access-Tist filter buffer size 10 interface GigabitEthernetl both
monitor capture CAP start

ESRERNEE | E#E B %% show monitor capture <CAPTURE_NAME> buffer briefo

3R 5 H Spoke :

<tfroot>

SPOKE1#show monitor capture CAP buffer brief

# size  timestamp source destination dscp protocol
0 210 0.000000 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
1 150 0.014999 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
2 478 0.028990 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
3 498 0.049985 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
4 150 0.069988 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
5 134 0.072994 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
6 230 0.074993 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
7 230 0.089992 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
8§ 118 0.100993 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
9 218 0.108988 172.22. 200. 2 -> 172.21.100.1 48 CS6 ESP

10 70 0.108988 172.21.100.1 -> 172.22.200. 2 0 BE | CWP
11 218 1.907994 172.22. 200. 2 -> 172.21.100.1 48 CS6 ESP
12 70 1.907994 172.21.100.1 -> 172.22.200. 2 0 BE | CWP
13 218 5.818003 172.22. 200. 2 -> 172.21.100.1 48 CS6 ESP
14 70 5.818003 172.21.100.1 -> 172.22.200. 2 0 BE | CWP
15 218 12. 559969 172.22. 200. 2 -> 172.21.100.1 48 CS6 ESP
16 70 12. 559969 172.21.100.1 -> 172.22.200. 2 0 BE | CWP

17 218 26. 859001 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP



18 70  26.859001
19 218 54.378978
20 70 54.378978

3R % H Spoke? :

<{froot>

172.21.100.1

172.22.200. 2

172.21.100.1

->

->

->

172.22.200. 2

172.21.100.1

172.22.200. 2

SPOKE2#show monitor capture CAP buffer brief

0

BE

| CVP

48 CS6 ESP

0

BE

| CVP

coOoNOYUVT A WNPREO

9 218

10

11

12

13

14

15

16

17

70

218

70

218

70

218

70

218

[eNeNolNolNelNolNolNoeNol

.000000
.015990
.027998
.050992
.069988
.072994
.074993
.089992
.099986

0.108988

12.

12.

26.

. 108988

. 907994

. 909001

. 817011

. 818002

559968

560960

858009

172. 22.

172.

172.

172.

172.

172.

172.

172.

172.

200. 2

21.

22.

21.

22.

21.

22.

21.

22.

100.

200.

100.

200.

100.

200.

100.

200.

NRENRNRNRN

-> 172.21.

172.

172.

172.

172.

172.

172.

172.

172.

100.1

22.

21.

22.

21.

22.

21.

22.

21.

200.

100.

200.

100.

200.

100.

200.

100.

RPNRNRNRNR

48

CS6 ESP

48

48

48

48

BE

CS6

BE

CS6

BE

CS6

BE

CS6

| CVP

ESP

| CVP

ESP

| CVP

ESP

| CVP

ESP



18 70 26. 859001 172.21.100.1 -> 172.22.200. 2 0 BE QW

19 218 54. 378978 172.22.200. 2 -> 172.21.100.1 48 CS6 ESP

20 70 54. 379970 172.21.100.1 -> 172.22.200.2 0 BE QW

FRE W E RBHIESRUDPHRE , R RIKE/IPSECHH &, ZJ/& , Spoke2[E Spoke1 & % 4
Ri% , ZREHUNESPRE (HEE9) . HlkzfE , MW RERNESP , BERT— MBI EMN
Spoke1E|Spoke2IICMPRE .

ERADIHES , ATLLUEEZ 1T S show monitor capture <CAPTURE_NAME> buffer dump\
RES HpcapX . ARG AMIDEE T ERFH MM IR Npcap X , LAE A Wireshark$T FF %
¥,




AR BB -1 BEaEs e EUUEHPRIBREE. ROMREDLS  ES
TACT E-BUE eIHIRFL 8 4 pEs 1 70 AT 88

Wireshark#i

Time Source Destination Protocol Length Infe

1 19609-12-31 18:00:00.000000 172.22.208.2 172.21.100.1 ISAKMP 210 Identity Protection (Main Mode)
2 1969-12-31 18:00:00.900000 172.21.180.1 172.22.200.2 ISAKMP 158 Identity Frotection (Main Mode)
3 1969-12-31 18:00:00.000000 172.22.200.2 172.21.108.1 ISAKMP 478 Identity Protection (Main Mode)
4 1969-12-31 18:00:00.000000 172.21.100.1 172.22.200.2 ISAKMP 498 Identity Protection (Main Mode)
5 1960-12-31 18:00:00.000000 172.22.200.2 172.21.100,1 ISAKMP 150 Identity Protection (Main Mode)
6 1969-12-31 15:00:00.900080 172.21.180.1 172.22.200,2 ISAKMP 134 Identity Protection (Main Mode)
7 19689-12-31 18:00:00.000000 172.22.200.2 172.21.1@8.1 ISAKMP 238 Quick Mode

8 1969-12-31 18:00:00.000000 172.21.100.1 172.22.200.2 ISAKMP 230 Quick Mode

9 1960-12-31 18:00:00.000000 172.22.200.2 172.21.100.1 ISAKMP 118 Quick Mode

18 1969-12-31 15:900:80. 172.22.200.2 172.21.108.1 ESP 213 ESP (SPI=0x33a95845)

1969-12-31 H - 9|1 21.188.1 1 2080, 2 CM 78 Destination unreachable (Communication administratively filtered)
1969-12-31 H1H 172. 22 2ae 2 172.21.188.1 218 ESP (S5PI=9x33a95845)
| a8 1 78 Destination unreac e (Communication administrati y filtered)
1969-12-31 100:00. 009088 172 22 288.2 172.21.180.1 186 ESP (SPI=8x33a35845)
1969-12-31 100:00.000000 |172.22,200. 2 172.21. 10 'L 186 ESP (SPI=Bx33a95845)
9 172.21 1 CM 70 Destination unreachable (Communication administratively filtered)
172.22. 200 2 218 ESP (5PI=0x33a95845)
1 21.1008.1 1 CM tinatio eachable (Communicati administrati y filtered)
172.22.288.2 1?2 21.100,1 135 ESP (SPI=8x33a05845)
1 21.18 7@ Destination unreachable (Communication administrati
172 22 ZBO 2 1?2 21 1@& 1 186 ESF’ iSPI ©x33a95845)

Scan Again

(Communication administrati

1969-12-31 18:80: 172.22.200.2 1?2-21-199-1
1969=12=-31 18: -:E1E1 gage9e 1 .188.1 172 208,2 CMP tination unreachable (Communic: dministratively filtered)
1969-12-31 18:00:08. 172.22. ZGE 2 1?2 21.100. l 218 ESP (SPI=0x33a95845)

26 1969-12-31 18 @ 1818 2 . 78 tination unreachable (Communicat administratively filtered)

IR Wireshark Lt i % H

ICMPEIE EH N A & R4S iR E B Destination unreachable (Communication administratively
filtered)o XRTEEEDTES , fINENEERTRENEBEBEACLE AL, KZHBERT , X
EHESTHWRE ( RGP ASpoke! ) LLBmBIIREE , ERENEREAULKIEE.,


https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/

EE AN X LM Wireshark#i B E

Cisco |0S® XEZ#E i& R T E T IR BR Th B¢

Cisco I0S XE#EMAREIRIREA T oM RFUALERE, EREY , KFEBCE—MA
A&, SFREERMREER ( AWMEBLE ) EHIRORE,

XN TFUAER , EEANBMA IPibit,

ip access-1list extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

R, BiBfia-traceW g H REBRAFZMUERTRSIR, BE , BaZH



debug platform packet-trace packet 1024 fia-trace
debug platform condition ipv4 access-list filter both
debug platform condition start

- debug platform packet-trace packet <count> fia-trace : B i MiVfialRER , HEWREEN

RS EEFLRIR

« debug platform condition ipv4 access-list <ACL-NAME> both : {# F z Bi it & #9157 51 R 1%

REERNRMG

« debug platform condition start : B3I &4

EE FHfia-tracefit , BEAUTH T,

show platform packet-trace statistics
show platform packet-trace summary
show platform packet-trace packet <number>

Spoke1 show platform packet-trace statistics#i H :

<#froot>

SPOKE1l#show platform packet-trace statistics

Packets Summary

Matched 18
Traced 18
Packets Received
Ingress 11
Inject 7
Count Code
4 2
3 9
Packets Processed
Forward 7
Punt 8
Count Code
5 11
3 26
Drop 3
Count Code
3 8

Consume O

PKT_DIR_IN

Dropped
INFRA 0
TCP 0

Cause
QFP destination lookup
QFP ICMP generated packet

Cause
For-us data
QFP ICMP generated packet

Cause
| pv4Acl
Consumed Forwarded
0 0
0 0

=



ubp
IpP
IPVG6
ARP

INFRA
TCP
ubp
IpP
IPVG6
ARP

PKT_DIR_OUT

o O O o

Dropped
0

O OO oo

o O O o

Consu
0

O OO oo

O O vt

med Forwarded
0

[eNeNolNolNe)

FEshow platform packet-trace statisticsfi i , B AU B R ZFLENHEIN TR, XATFE
BEEFAGMBUERES , ARERZEREFEIABREIURERERR,

EETRNMED |, Spokel EEEFHR N IpvaACIH —EHIEE, Ef—SoMXEHIES , AT
{# F &5 © show platform packet-trace summary.

Spoke1 show platform packet-trace summary#i i :

<tfroot>

SPOKE1l#show platform packet-trace summary

Pkt

o

coONOYUVI A WN

©

10
11

12

13
14

15

16
17

18

19
20

Inp
Gil

INJ.

Gil

INJ.

Gil

INJ.

Gil

INJ.

Gil

G1

Gil

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

ut

2

2

Output
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0

G1

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

G1

internal0/0/recycle:

Gil

State
PUNT
FwD
PUNT
FwD
PUNT
FwD
PUNT
FwD
PUNT

PUNT
FwD

PUNT
FwD

PUNT
FwD

PUNT
FwD

Reason

11

11

11

11

11

8

26

26

26

26

(For-us data)
(For-us data)
(For-us data)
(For-us data)

(For-us data)

(I pv4Acl)

(QFP ICMP generated packet)

(I pv4Acl)

(QFP ICMP generated packet)

(I pv4Acl)

(QFP ICMP generated packet)

(I pv4Acl)

(QFP ICMP generated packet)



21

22
23

24

25
26

Gil
INJ.9

G1

Gil
INJ.9

internal0/0/recycle:0
Gil

G1

internal0/0/recycle:0
Gil

PUNT
FWD

PUNT
FWD

8 (1 pv4Acl)

26 (QFP ICMP generated packet)

8 (1 pv4Acl)

26 (QFP ICMP generated packet)

BEkHE  SAUEISNEESIENEF RS ARAONEOEO, E2EFRESHR
D, EREREER, ERERBENELE (£F1X).

EAGIH | B AEB TR EZERZNHIES. £ Sshow platform packet-trace packet

<PACKET_NUMBER>

y 7O

AR BB AL B ZEERED.

Spoke1 show platform packet-trace packet <PACKET_NUMBER> #iH :

<{froot>

SPOKE1#show platform packet-trace packet 9
Packet: 9 CBUG ID: 9
Summary

I nput

Cut pu

State :

Times
Start

Stop :

G gabi t Et hernet 1

t : GgabitEthernetl

tamp

DROP 8 (| pv4Acl)

: 366032715676920 ns (02/01/2024 04:30:15.708990 UTC)

Path Trace
Feature: IPV4(Input)

I nput

Source :

G gabi t Et hernet 1

Output :

Destination :

Pr ot ocol

<unknown>

172.22. 200. 2

50 (ESP)

172.21.100.1

366032715714128 ns (02/01/2024 04:30:15.709027 UTC)



Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x812707d0

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 194 ns
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE
Entry : Input - 0x8129bf74

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 769 ns
Feature: IPV4_INPUT_ARL_SANITY
Entry : Input - 0x812725cc

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 307 ns
Feature: EPC_INGRESS_FEATURE_ENABLE
Entry : Input - 0x812782d0

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 6613 ns
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME
Entry : Input - 0x8129bf70

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 272 ns
Feature: STILE_LEGACY_DROP
Entry : Input - 0x812a7650

Input : G gabitEthernetl



CQut put : <unknown>

Lapsed time : 278 ns
Feature: INGRESS_MMA_LOOKUP_DROP
Entry : Input - 0x812a1278

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 697 ns
Feature: INPUT_DROP_FNF_AOR
Entry : Input - 0x81297278

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 676 ns
Feature: INPUT_FNF_DROP
Entry : Input - 0x81280f24

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 1018 ns
Feature: INPUT_DROP_FNF_AOR_RELEASE
Entry : Input - 0x81297274

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 174 ns

Feat ure: | NPUT_DRCP

Entry : Input - 0x8126e568

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 116 ns



Feature: | PV4_I NPUT_ACL

Entry : Input - 0x81271f70

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 12915 ns

HE—&7 , ERSBIAONMEOZOURBBESVRS. RERRHNE =87 , EANEHR
FREHIRIPH R B B 1Pk BAR

RENESIMNBRB2ERRBIMALBLBERES. XHERLURAT BM I FIR(NAT) R
RIS REFMEERTRFMXERENHETRE,

EXERT , AIBEERFESWIHILEESP |, JRIPRSpoke2BINBMA [Pt , B#RIPR2
Spoke1HINBMA IP# i, XFZTRIXENHRPIHEHFRONEED, i, RIOMUER , EEAM R
EEEELOED  XRPFBLENBEXEAREZHNE N T RE, EAKEZMNE , BAUEER
REEEEFEEZO(GigabitEthernet!) LW AR E, REMBERBABRSIIE , ®RPEOL
ARFEEREESEESR.



AR BEERAARNEPIIHNAERESRIERS  NRNEPFIRND XRERMEMAE
FHEEMREALER , NIXLRZNHEHRBLE R,

T—FZHFREPREIRE , HlNBXE, KRYHMISP,

FRIRF B

MEHAXPER , T-IREEMNEHEPERNED., XTEREREUARIERBFEFEDR
BNAR,

WAN # 08 E:

<#froot>

SPOKE1#show running-configuration interface gigabitEthernetl
Building configuration...

Current configuration : 150 bytes



interface GigabitEthernetl
ip address 172.21.100.1 255.255.255.0

ip access-group ESP_TRAFFIC in

negotiation auto
no mop enabled
no mop sysid

end

FENEREN -2 , BONATHRE, SARIEEHLRIIXRFEENENF2THATNHRPH

R R E

<ffroot>

SPOKE1l#show access-Tists ESP_TRAFFIC
Extended IP access Tlist ESP_TRAFFIC
10 deny esp host 172.21.100.1 host 172.22.200.2

20 deny esp host 172.22.200.2 host 172.21.100.1 (114 matches)

30 permit ip any any (22748 matches)

5 8 5 R 49 55 = 15 145 48 Spoke2HINBMA IP#ts 3t HSpoke 1 BINBMA [Pl 2 HEEE , S8 2
AEINEF. NEOFRBRIBEARE , BN X2 BB ERI :

SPOKE1#ping 192.168.2.2 source Toopbackl

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/3 ms

IPSECBEELA T ERARA , MECERAAIRE LW HEMBE
BH R

<{froot>

SPOKE1#show crypto IPSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.21.100.1

protected vrf: (none)
local ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)



current_peer 172.22.200.2 port 500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 7, #pkts decrypt: 7, #pkts verify: 7

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x9392DA81(2475874945)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

X2

<{froot>

SPOKE2#show crypto IPSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.22.200.2

protected vrf: (none)



local 1ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest: 7

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify: 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxBF8F523D(3213840957)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

IFE , Spoke1FIDMVPNREFR/N%H LT RIEFHAVIRSS

<{froot>

SPOKE1#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket



Tl - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.22.200.2 10.10.10.2 UP  00:01:31 D

1172.20.10.10 10.10.10.10 up 1d05h S



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



