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[
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FRFH
EXR

Cisco BWIB THLUTEH :

- NARAEREH (PKI)
- ERAMAZEHAHNDMVPN
- REEETRIT (NTP)

SERRAH

AU BR T 45 T B B A M BE A AR AR
ANHEPHNEEHRETREXRERNEFHNRFZEEN, AXEFEANARRZRAERAR



#(BRiA) BE. NRGEANRESRS  BRRESE T RFAHSOREDN,
BHRER

HEBETPKIWDMVPNREH — MY E LW HCENHEEN F 2R EAILEPNEXCARSHEE
DMVPN, 23744448 00 fE A Cisco 10S® CARRS 2R BPKIZHiR 1 -

43R Bt 1% e e 1S 45 R

BRI AR feis D EDMVPNEE |, BERA TSR
1. MABIFAR , LR OMD XBEMEALIR AR —F ECARS SR EMNBIES 5.

crypto pki trustpoint dmvpn
enrol I ment url http://192.168.1.1:80
revocati on-check none

rsakeypair dmvpn

2. AN Er T LA S B D R 5 R & 10 I R R LA APKIM IE A Z R,

crypto i saknp policy <number>
aut hentication rsa-sig

AR AT EREHRRIUESE , RAPKIZRRIMRE. ERHEF LR Ashow run allii T IAE
BOE.

crypto isakmp policy 2
encr aes 192
group 2

B2 , ¥IDMVPNEL SR ( B TOMVPNER & AEMHEAKEES ) EFERHCAR , 2% 4%
fTAER ? AEPKIRIHZT , BERGHEEEHRE —CAZEWIEH, B2 , IREAHA—
DMVPNESHIES A & R CA , BBABAAEZ45 ERR TR N PKIERRENESI R G ?

ERATSRUGEHREMEES ¢
1. FFER HBRECIE N CA,

crypto pki server dmvpn-ca

i ssuer-nane CN=rt pvpnout bound?. ci sco. com
grant auto

lifetine certificate 25

lifetine ca-certificate 30

aut o-rol | over

dat abase url nvram

2. ZCALEAE@CAB M EMURLEEFE R
crypto pki trustpoint dnvpn
enrol I ment url http://192.168.1.1:80
revocati on- check none
rsakeypair dmvpn
|
interface G gabitEthernet0/1 // <-- inerface on the sane router
descri ption utfwbOrder01
ip address 192.168.1.1 255. 255. 255. 252
dupl ex full
speed 1000

!
BREMRESTRIEMCAH N H#t1THHRIE,
crypto pki authenticate <trustpoint>
crypto pki enroll <trustpoint>

3. BLiE/E TOMVPNERL IR R ELMEX RS | SAm CAEM MBI,


http://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book.html
http://192.168.1.1/
http://192.168.1.1/

4. BLE BB T2 KRB ZAER NI (ISAKMP) KR , EHEEAPKI#THHRIE , WRIFTR,

IR CiscoOBIWEFERANTP , U{ERIEDMVPNEHES FET4 RS, BXNAERENTPHE
B, BSHEENTP,

Bl

AR FRADTERTE (RIEAMAF ) TREEXAFSAAERBGTHEMAES.

S

108D - 192,168.1.524
TO-172.16.22.2/23

Q0119216811724

TO-172.16.22.1/23

DMVPN Hub + CA

iz ER+ CARLE

host name Hub- CA

|

aaa new nodel

|

!

aaa authentication attenpts login 2

aaa authentication |ogin default group tacacs+ enable
aaa authorization exec default group tacacs+ none
aaa accounting send stop-record authentication failure
|

aaa session-id conmon

clock tinmezone MST -7

clock sumer-tine MDT recurring

|

|


http://www.cisco.com/c/zh_cn/td/docs/ios/12_2/configfun/configuration/guide/ffun_c/fcf012.html#wp1001170
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

ip cef

!

ip domai n name ci sco.com

1

!

crypto pki server dmvpn-ca

i ssuer-name CN=Hub- CA. ci sco. com

grant auto

lifetine certificate 25

lifetine ca-certificate 30

aut o-rol | over

dat abase url nvram

1

! /] trustpoint created for the CA server:

crypto pki trustpoint dmvpn-ca

revocati on-check crl

rsakeypair dnvpn-ca

1

! // trustpoint created for the hub to enroll with the CA which is itself
crypto pki trustpoint tp-dmpn

enrol |l ment url http://192.168.1.1: 80

revocati on- check none

rsakeypair dmvpn

1

!

crypto pki certificate chain dnvpn-ca

certificate ca rollover 02

30820231 3082019A A0030201 02020102 300D0609 2A864886 F70D0101 04050030
2C312A30 28060355 04031321 72742D69 746F6362 72616E63 6876706E 2E63732E
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430 34323931 35343932 385A170D
31343035 32393135 34393238 5A302C31 2A302806 03550403 13217274 2D69746F
63627261 6E636876 706E2E63 732E7A69 6F6E7362 616E6B2E 636F6D30 819F300D
06092A86 4886F70D 01010105 0003818D 00308189 02818100 B495D3A6 98CO0CE4
DFE6661D 52104A06 50B893DB 2E1C95C1 2CFE8B36 370FA94D 82E3A217 6E0396A8
ED42D1C5 9F07AF7D 5692EE37 34F14319 F969E133 3F9F52A0 Al4CA7A0 426F9871
OD9DBFF8 E5372291 7374CC78 BB1433C4 3FE9B4A8 2D35B0A4 A0893308 BCIBCBCE
F5A00192 E88F9158 CBCFFCFA D3FB6F51 089E6069 D56B3B05 02030100 01A36330
61300F06 03551D13 0101FF04 05300301 01FF300E 0603551D OF0101FF 04040302
0186301F 0603551D 23041830 168014EC 7FE1CBA4 FE94D7E8 906834Cl 17FB4FDF
9B5B9530 1D060355 1DOE0416 0414EC7F E1CBA4FE 94D7E890 6834Cl17 FB4FDF9B
5B95300D 06092A86 4886F70D 01010405 00038181 000C7B6D 52B4615B EB79778F
19B3AA31 912E4151 B3D3F4E9 52D829A4 S5FCAE14A 60AC5CCO 15148642 2A14B555
CA6EDCE1 B14787D6 71A0C699 D630E12F 9C6A193D 1C3CE55C 9C5676ED F5DBBE4F
C975BCl2 66C0371A 5E10821F 1CAD5428 EC73E2AC DFDEOCLA 18ADF552 6CFBF3BC
4BE7453B EB933A65 DFDASACB 449C7776 ED23D88D AB

quit

certificate ca 01

30820231 3082019A A0030201 02020101 300D0609 2A864886 F70D0101 04050030
2C312A30 28060355 04031321 72742D69 746F6362 72616E63 6876706E 2E63732E
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430 33333031 35343932 385A170D
31343034 32393135 34393238 5A302C31 2A302806 03550403 13217274 2D69746F
63627261 6E636876 706E2E63 732E7A69 6F6E7362 616E6B2E 636F6D30 819F300D
06092A86 4886F70D 01010105 0003818D 00308189 02818100 B4925D9E 6E210AB3
700C3FC4 68B793DF 87CB7204 738A4442 30040BD6 ACE7E031 176A255D AC196071
0BCDAOD4 05F229B0 F60A8E54 05CFD2CC F33DB23C 9EOFAA8C CDAF254E 181475A3
5C9C7C5E BE33673B 948DBB11 8EA72427 B4BBC2AA 3F4ADEA42 294F8F17 4EDF7393
5E0C2950 4BA4CBB7 41118CDE 458CABEB EAF1A5F2 E9584813 02030100 01A36330
61300F06 03551D13 0101FF04 05300301 01FF300E 0603551D OF0101FF 04040302
0186301F 0603551D 23041830 16801460 6F4399AE 5C350060 C2A99B11 9CCF2B6D
45239D30 1D060355 1DOE0416 0414606F 4399AE5C 350060C2 A99B119C CF2B6D45
239D300D 06092A86 4886F70D 01010405 00038181 000C546E A83E7A37 218Cl148
C446FB66 6AFB1108 11B5B10F 182A33C0 F4F5F5C1 O0OAO3BEA 67BCC87E 2C568EEA
A66B3D02 D41A9345 A69A9EBC 3E9BDEC1 3190EA72 721CD708 F2B45D1F 6B60F57D
BFC91B36 CFD7ABEE 4DOC6E86 7BAFBE37 11778E4D 58510B19 227E2E35 CB8D7CDO



022CD880 CEA1642B 789AAFBB 6D03251D 10549E3E

quit
crypto pki certificate chain tp-dmvpn
certificate 04

308201DF 30820148 A0030201 02020104 300D0609
2C312A30 28060355 04031321 72742D69 746F6362
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430
31343034 32343136 32343137 5A303231 30302E06
72742D69 746F6362 72616E63 6876706E 2E63732E
6D305C30 0D06092A 864886F7 0D010101 0500034B
100FA533 43C82CED AE545AA1 15A6C247 306CFEC8
5696BBB4 30A22F02 2D8CO903D 414735D9 3C3A3472
4F304D30 0B060355 1DOF0404 030205A0 301F0603
99AE5C35 0060C2A9 9B119CCF 2B6D4523 9D301D06
4BCFF453 046E764A 4FEB4531 A0498D5B 300D0609
8181008C B386FAOE E2B1889F 7F96FF2C 3BOEF7A3
9E54DBC8 21EA0543 A68AB093 1E89F6B2 4D7F175D
594DC247 C5594E9E 9AD0OB370 FO0736907 1BE4EEAD
BD7B8ES3 32E2B5B9 595DBOD6 DAEFCED1 98A74837

quit
certificate ca 01

30820231 3082019A A0030201 02020101 300D0609
2C312A30 28060355 04031321 72742D69 746F6362
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430
31343034 32393135 34393238 5A302C31 2A302806
63627261 6E636876 706E2E63 732E7A69 6F6E7362
06092A86 4886F70D 01010105 0003818D 00308189
700C3FC4 68B793DF 87CB7204 738A4442 3C040BD6
OBCDAOD4 05F229B0 F60A8E54 05CFD2CC F33DB23C
5COC7C5E BE33673B 948DBB11 8EA72427 B4BBC2AA
5E0C2950 4BAACBB7 41118CDE 458CABEB EAF1AS5F2
61300F06 03551D13 0101FF04 05300301 01FF300E
0186301F 0603551D 23041830 16801460 6F4399AE
45239030 1D060355 1DOE0416 0414606F 4399AE5C
239D300D 06092A86 4886F70D 01010405 00038181
CA46FB66 6AFB1108 11B5B10F 182A33C0 F4F5F5CL
A66B3D02 D41A9345 AG9A9EBC 3E9BDEC1 3190EA72
BFCO91B36 CFD7ABEE 4D9C6E86 7BAFBE37 11778EAD
022CD880 CEA1642B 789AAFBB 6D03251D 10549E3E

quit

!

crypto i saknmp policy 1
encr aes 192

group 2

1

1

2A864886
72616E63
33333031
092A8648
TAG96F6E
00304802
971497F9
22663D90
551D2304
03551D0E
2A864886
D64C3A3E
CE7FEA18
735DC116
3CB2CB82

2A864886
72616E63
33333031
03550403
616E6B2E
02818100
ACE7EO031
9EOFAA8C
3FADEA42
E9584813
0603551D
5C350060
350060C2
000C546E
00AO3BEA
721CD708
58510B19
00

F70D0101
6876706E
36323431
86F70D01
7362616E
4100D06D
1392B04B
52F50203
18301680
04160414
F70D0101
72E5E83A
DDE23A55
CCEB238B
EFES5AG6C3

F70D0101
6876706E
35343932
13217274
636F6D30
B4925D9E
176A255D
CDAF254E
294F8F17
02030100
OF0101FF
C2A99B11
A99B119C
AB3E7A37
67BCC87E
F2B45D1F
227E2E35

04050030
2E63732E
375A170D
09021621
6B2E636F
77D7511B
ECEADSEB
010001A3
14606F43
FCD1DF31
04050003
6FB346A5
ABAD5SF15
ADFD5836
52D081D5

04050030
2E63732E
385A170D
2D69746F
819F300D
6E210AB3
AC196071
181475A3
4EDF7393
01A36330
04040302
9CCF2B6D
CF2B6D45
218C1148
2C568EEA
6B60F57D
CB8D7CD9

crypto ipsec transform set TRANSFORM SET esp-aes 192 esp-sha- hmac

node transport

1

crypto i psec profile DWPN

set transform set TRANSFORM SET

1

!

interface LoopbackO

i p address 172.16.20.63 255. 255. 255. 255
no ip redirects

no i p unreachabl es

no i p proxy-arp

1

interface Tunnel O

bandwi dt h 100

ip address 172.16.22.1 255.255.254.0
no ip redirects

ip ntu 1400

840701



ip flowingress

ip nhrp authentication G scol23

ip nhrp map nul ticast dynamc

ip nhrp network-id 99

ip tcp adjust-mss 1360

tunnel source G gabitEthernet0/1
tunnel node gre multi point

tunnel protection ipsec profile DWPN
1

interface G gabitEthernet0/0

ip address 172.16.4.2

dupl ex ful

speed 1000

1

interface G gabitEthernet0/1

ip address 192.168.1.1 255.255.255.0
no ip redirects

no i p unreachabl es

no i p proxy-arp

dupl ex ful

speed 1000

1

router eigrp 1

passive-interface default

no passive-interface | oopback0

no passive-interface Tunnel 0

no aut o- sumrary

1

iproute 0.0.0.0 0.0.0.0 192.168.1.2
' // required for the CA server to work
ip http server

1

1

ntp source G gabitEthernet0/1

ntp server 192.168.1.2

end

Spoke 1 &

host nanme Spokel
|

ip source-route

|

!

ip cef

!

!

crypto pki trustpoint tp-dmpn

enrol I ment url http://192.168.1.1:80

revocat i on-check none

rsakeypai r dnpvn-cert

|

!

crypto pki certificate chain tp-dnmvpn

certificate 03

308201E0 30820149 A0030201 02020103 300D0609 2A864886 F70D0101 04050030
2C312A30 28060355 04031321 72742D69 746F6362 72616E63 6876706E 2E63732E
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430 33333031 35353834 385A170D
31343034 32343135 35383438 5A303331 31302F06 092A8648 86F70D01 09021622
4CA1422D 72742D77 6573746A 6F726461 6E2E6373 2E7A696F 6E736261 6E6B2E63
6F6D305C 300D0609 2A864886 F70D0101 01050003 4B003048 02410090 FD8FFDIF
ABE78171 6563EAC6 61090A22 E51A87BC 7963E868 D47CA080 2637A4B8 9836DD1F



F6C8DC5A EAB19653 EE1558AE 78D87BES5 11FC75B7
A34F304D 300B0603 551DO0F04 04030205 A0301F06
4399AE5C 350060C2 A99B119C CF2B6D45 239D301D
5904AA36 A85B4C6B A64C194E F6C8FC8B 9B300D06
03818100 7F5598C4 A568D54A 6993B692 DAF748F4
2A10BFB6 D1E952B8 2F7AGFFE 2646AAFE 6DB1BAG0O
FD4984F4 52D808AB 851B3929 2208DC2A FEA8DSE3
A0106102 76DECEC2 35DCF37C A1B1CFE8 238808D7

quit
certificate ca 01

30820231 3082019A A0030201 02020101 300D0609
2C312A30 28060355 04031321 72742D69 746F6362
7A696F6E 7362616E 6B2E636F 6D301E17 0D313430
31343034 32393135 34393238 5A302C31 2A302806
63627261 6E636876 706E2E63 732E7A69 6F6E7362
06092A86 4886F70D 01010105 0003818D 00308189
700C3FC4 68B793DF 87CB7204 738A4442 3C040BD6
OBCDAOD4 05F229B0 F60A8E54 05CFD2CC F33DB23C
5COC7C5E BE33673B 948DBB11 8EA72427 B4BBC2AA
5E0C2950 4BAACBB7 41118CDE 458CABEB EAF1AS5F2
61300F06 03551D13 0101FF04 05300301 01FF300E
0186301F 0603551D 23041830 16801460 6F4399AE
45239030 1D060355 1DOE0416 0414606F 4399AES5C
239D300D 06092A86 4886F70D 01010405 00038181
CA46FB66 6AFB1108 11B5B10F 182A33C0 F4F5F5CL
A66B3D02 D41A9345 AG9A9EBC 3E9BDEC1 3190EA72
BFCO91B36 CFD7ABEE 4D9C6E86 7BAFBE37 11778EAD
022CD880 CEA1642B 789AAFBB 6D03251D 10549E3E

quit

!

!

crypto i saknmp policy 2
encr aes 192

group 2

1

A9E3D2B2 48D15F02
03551D23 04183016
0603551D 0E041604
092A8648 86F70D01
ADAG5DF7 F11102AC
192BC6BD C3070C97
56ACAA38 8283BFC9
21CAA7F0 F2AB33BB

2A864886 F70D0101
72616E63 6876706E
33333031 35343932
03550403 13217274
616E6B2E 636F6D30
02818100 B4925D9E
ACE7EO031 176A255D
9EOFAA8C CDAF254E
3FADEA42 294F8F17
E9584813 02030100
0603551D OFO0101FF
5C350060 C2A99B11
350060C2 A99B119C
000C546E A83E7A37
O0O0AO3BEA 67BCC87E
721CD708 F2BA5D1F
58510B19 227E2E35
00

03010001
8014606F
1474332C
01040500
DO9C4A2D5B
EDB5C13A
CBDB9F71
B6884895

04050030
2E63732E
385A170D
2D69746F
819F300D
6E210AB3
AC196071
181475A3
4EDF7393
01A36330
04040302
9CCF2B6D
CF2B6D45
218C1148
2C568EEA
6B60F57D
CB8D7CD9

crypto i psec transform set TRANSFORM SET esp-aes 192 esp-sha- hnmac

node transport

1

crypto i psec profile DWPN

set transform set TRANSFORM SET

1

!

interface LoopbackO

i p address 10.233.251. 128 255. 255. 255. 255
1

interface Tunnel O

bandwi dt h 100

i p address 172.16.22.2 255.255.254.0
ip ntu 1400

ip nhrp authentication G scol23

ip nhrp map 172.16.22.1 192.168.1.1
ip nhrp map mul ticast 192.168.1.1

ip nhrp network-id 99

ip nhrp nhs 172.16.22.1

ip tcp adjust-mss 1360

tunnel source FastEt hernet0/0

tunnel destination 192.168.1.1
tunnel protection ipsec profile DWPN
1

i nterface FastEthernet0/0

i p address 191.168.1.5 255.255.255.0
dupl ex ful

speed 100
!

67412153



1
router eigrp 1

passive-interface default

no passive-interface FastEthernet0/0
no passive-interface Tunnel 0

network 10.0.0.0

network 172.16.22.2 0.0.0.0

no aut o- summary

1

iproute 0.0.0.0 0.0.0.0 192.168.1.2
!

Kir
ERAREHS THARBIES ERIET.

BN CLI oHrss (PEATEMEF ) XFEL show i, EEEXN show TREN DT |, &
£/ BB CLI 74728,

REER

Hub- CA#

Hub- CA#shpw crypto pki cert
Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 04
Certificate Usage: Ceneral Purpose
| ssuer:

cn=Hub- CA. ci sco. com

Subj ect :

Name: Hub- CA. ci sco.com

host nane=Hub- CA. ci sco. com

Validity Date:

start date: 10:24:17 MDT Mar 30 2014
end date: 10:24:17 MDT Apr 24 2014
Associ ated Trustpoints: tp-dmpn

CA Certificate (Rollover)

Status: Avail able

Certificate Serial Nunmber (hex): 02
Certificate Usage: Signature

| ssuer:

cn=Hub- CA. ci sco. com

Subj ect :

Name: Hub- CA. ci sco. com

cn=Hub- CA. ci sco. com

Validity Date:

start date: 09:49:28 MDT Apr 29 2014
end date: 09:49:28 MDT May 29 2014
Associ ated Trustpoints: dnvpn-ca

CA Certificate

Status: Avail able

Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature

| ssuer:

cn=Hub- CA. ci sco. com

Subj ect :

cn=Hub- CA. ci sco. com

Validity Date:



start date: 09:49:28 MDT Mar 30 2014
end date: 09:49:28 MDT Apr 29 2014
Associ ated Trustpoints: tp-dnvpn dnvpn-ca

Hub- CA#show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal

T - cTCP encapsul ation, X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

I Pv4 Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetime Cap.

1640 192.168.1.1 192.168.1.5 BRANCHVP ACTI VE aes sha rsig 2 23:55:26 N
Engi ne-i d: Conn-id = SW 640

I Pv6 Crypto | SAKMP SA
Hub- CA#show crypto ipsec sa

interface: Tunnel O
Crypto map tag: Tunnel O- head-0, |ocal addr 192.168.1.1

protected vrf: BRANCHVPN

| ocal ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (192.168.1.5/255.255. 255. 255/47/0)
current _peer 192.168.1.5 port 11431

PERM T, flags={origin_is_acl,}

#pkts encaps: 75, #pkts encrypt: 75, #pkts digest: 75

#pkts decaps: 72, #pkts decrypt: 72, #pkts verify: 72

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 192.168.1.1, renpote crypto endpt.: 192.168.1.5
path mu 1500, ip mu 1500, ip ntu idb G gabitEthernet0/1

current outbound spi: 0x124040FF(306200831)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x330534EB(855979243)

transform esp-192-aes esp-sha-hmac ,

in use settings ={Transport UDP-Encaps, }

conn id: 2065, flow_id: Onboard VPN: 65, sibling flags 80000006, crypto map: Tunnel O- head-0
sa timng: remaining key lifetime (k/sec): (4466981/3324)

1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: 0x124040FF(306200831)

transform esp-192-aes esp-sha-hmac ,

in use settings ={Transport UDP-Encaps, }

conn id: 2066, flow_id: Onboard VPN: 66, sibling flags 80000006, crypto map: Tunnel O- head-0
sa timng: remaining key lifetime (k/sec): (4466992/3324)

1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE



out bound ah sas:

out bound pcp sas:

Lt

Spokel# show crypto isakmp sa detail

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa

T - cTCP encapsul ation, X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

I Pv4d Crypto | SAKMP SA

C-id Local Renote |-VRF Status Encr Hash Auth DH Lifetime Cap

5227 192.168.1.5 192.168.1.1 ACTI VE aes sha rsig 2 23:57:33 N
Engi ne-id: Conn-id = SW 1227

I Pv6 Crypto | SAKMP SA
Spokel#show crypto ipsec sa

interface: Tunnel O
Crypto map tag: Tunnel O- head-0, |ocal addr 192.168.1.5

protected vrf: (none)

| ocal ident (addr/mask/prot/port): (192.168.1.5/255.255.255. 255/ 47/ 0)
renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255. 255/47/0)
current _peer 192.168.1.1 port 4500

PERM T, flags={origin_is_acl,}

#pkts encaps: 44, #pkts encrypt: 44, #pkts digest: 44

#pkts decaps: 47, #pkts decrypt: 47, #pkts verify: 47

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 0, #recv errors O

local crypto endpt.: 192.168.1.5, renpte crypto endpt.: 192.168.1.1
path mu 1500, ip nmu 1500, ip ntu idb FastEthernet0/2/1

current outbound spi: 0x330534EB(855979243)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x124040FF(306200831)

transform esp-192-aes esp-sha-hmac

in use settings ={Transport UDP-Encaps, }

conn id: 2239, flow_id: NETGX: 239, sibling_flags 80000006, crypto map: Tunnel O-head-0
sa timng: remaining key lifetime (k/sec): (4520665/3449)

1V size: 16 bytes

replay detection support: Y

Status: ACTI VE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: 0x330534EB(855979243)

transform esp-192-aes esp-sha-hmac

in use settings ={Transport UDP-Encaps, }

conn id: 2240, flow_id: NETGX: 240, sibling_flags 80000006, crypto map: Tunnel O-head-0



sa timng: remaining key lifetime (k/sec): (4520674/3449)
1V size: 16 bytes

repl ay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas

PR HERR
AES R T TATHERESTHEHROEL.

BN CLI o#rss (PEATEMER ) XBEL show i, EEEX show TN DT , &
EAER CLI 24788,

XX . £ debug 2B, B E X Debug FTHWEEE L,

IPSectfi > FIE
XL ERRERRENF AN Z ML LB,

debug dmvpn all - K4 EF B ALLARR

Spokel#debug dmvpn all all
DWPN all | evel debugging is on
Spokel#show debug

NHRP:

NHRP prot ocol debugging is on

NHRP activity debugging is on

NHRP ext ensi on processi ng debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate limting debugging is on
NHRP errors debugging is on

| KEV2:

| KEV2 error debugging is on

| KEV2 terse debugging is on

| KEV2 event debugging is on

| KEV2 packet debugging is on

| KEV2 detail debugging is on

Crypt ogr aphi ¢ Subsyst em

Crypto | SAKMP debugging is on

Crypto | SAKMP Error debugging is on
Crypto | PSEC debugging is on

Crypto | PSEC Error debugging is on

Crypto secure socket events debugging is on
Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on
DWPN:

DWPN error debugging is on

DWPN UP/ DOAN event debugging is on



DWPN det ai | debugging is on
DWPN packet debugging is on
DWPN al | | evel debugging is on

BEFMAANELRLEN , FAMERA , BN TTRLERETN. BY  BFALERL
B E AR TR IR LR

PKI#85% (8] &

CA BRs5 8%

XEMSSPKIRS SRR, WREATelnetREZ £ HF(SSH)ERE |, NIFEEH Aterminal monitordy
T o

we iR

debug crypto pki messages ERCASKH:/ZARE (HEKME ) WFEHAEE
debug crypto pki server £ RMNZPKIAES RS E5HY @1

debug crypto pki transactions E RCASHEHEZHNRE ( HEXH )

DMVPN% %

XEBTEATAXRIDZNNE, EEFFRAL , MREMTelnet/SSHEETEHR , FAA

termlnal monitorin 5 o

W R

debug crypto pki messages ERCASKHBZRARE (HERME ) WFEHAFE
debug crypto pki server S RINFBPKIAEP AR5 2589 181

debug crypto pki transactions & 'RCASEEHESZENRE ((HEXH )

debug crypto isakmp £ REXRISAKMPHIKES4HE R
debug crypto ipsec & RIPSecEH
debug crypto engine EREXRRITINBNBEZNNESIZHEREE

HXRfER

. Bl — Cisco 10S SRR FHIMBITEE N CA BBFEH S —4 Cisco 10S BRHEF
- BARZ#FHHH - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/50282-ios-ca-ios.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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