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Cisco B THUTER :
- ADFS ( Active DirectoryBx & B 7 I IEIRSS )

. SAMLSSMASE
. E&%0penSSL

ER AT
AP EBET U TR RELERA :

- SMA AsyncOshRZ4511.x.x

- SMA AsyncOshR4<12.x.x
ANEPHNEEHRETHRERREREFHNREREN. AXEPEANMBERERVIERXRAR
% (BN BRE. WRENMELTENRS , FRRETHRMEGSWEBEERN,

HRER

BRARZLEERZINEIIFSAML 2.08 [ER(SSO) , LMERKL R - v LA [A) 357 5 #p 4 fr & X
, AERAATIHREALARNEMSFASAML 2.0 SSOM RS MAEBEIE, Bl , &BH TPing
IdentityfE I SAML & 312t F2 - (IdP) , H7EAlly. Salesforce#Dropbox E#8E /3 7 SAML 2.0
SSOMKF ., FMANMNELZLEEREERENENRSRMLE(SP)ZHSAML 2.0 SSORY , &4H


https://www.openssl.org/source/

PRI —REEFABRAAXERS , SFRBAREX,

IR &

1%£#EDownload Metadata for SAMLEY , & H I “Error occurred while retrieving metadata
information” , MBI FIR :

sifiat]is Cisco M100V

CISCO Content Security Management Virtual Appliance

1 Centralized Services Network System Administration
SAML
Ermor —  Error occured while retrieving metadata information
service poviger
Add Service Provider
SP Profile Name Entity ID Assertion Consumer URL Metadata Delete
MyLab_SAML sma.mexesa.com:83 https://sma.mexesa.com:83/ [ Download Metadata | =]

Identity Provider

| Add Identity Provider.. |

No Identity Provider Profiles have been defined.

BRAR
SIA LR 2R (ESA) £ ORI B BB ED.
BIREMAEHERAID URLHR , BFEHOS , WEFR :



ot Cisco C100V

CISCO Email Security Virtual Appliance

Monitor Mail Policies Security Services Network System Administration

View Certificate sma.mexesa.com

Certificate Name: |MY5'“'M L_Cery

Commeon Name: | sma.mexesa.com
Organization: Tizoncito Inc o
Organization Unit: | IT Security
City (Locality): CDMX
State (Province): | COMX
Country: MX

Signature Issued By: | Common Name (CN): sma.mexesa.com
Organization (O): Tizoncito Inc
Organizational Unit (OU): IT Security
Issued On: Jun 5 20:52:27 2019 GMT
Expires On: Jun 4 20:52:27 2020 GMT

SE2SHHEE I BENHIIES  EABEBHATHREEITEN L,
FSI3ITHWindowsKimHm AXLERS , BHE—PHOS,
BITUTHRUSHAASR -

openssl pkcsl2 -in created certificate.pfx -nocerts -out certificateprivatekey.pem -nodes

BT TSRS HIES

openssl pkcsl2 -in created certificate.pfx -nokeys -out certificate.pem
SRAFERTBELERE , DMERNEF X4 : certificateprivatekey.pemHlcertificate.pem., 1EfRS 1R
HEREXHF EEXFANXHY , AEAESHIERHERNEB,

HIR5. SMARRA AN X IRA PEMB T REERE T , BRI



Edit Service Provider Settings

Service Provider Settings

Profile Name: |I'~'I~,rLab SAML

Configuration Settings:

Entity 1D: (7) |srna.rnexe:u.mrn

Name 1D Format: @

Assertion COI'ISUMZQ_I‘ https://sma.mexesa
URL: (7)

] Browse... Mo file selected.

Private Key: Browse.. No file selected.

Enter passphrasze: I",." J—

Uploaded Certificate Details:

Issuer: C=MX\CN=sma.mexesa.com\L=CDMX\O=Tizoncito
Inc\ST=CDMX\OU=IT Security

Subject: C=MX\CN=sma.mexesa.com\L=CDMX\O=Tizoncito
Ine\ST=CDMX\OU=IT Security

Expiry Jun 4 21:05:51 2020 GMT

Date:

] Sign Requests

Sign Assertions
S IR6. R 1%+ Sign AssertionsEIEAE,
FRTERIHBINER , BLTEEB TR OBIE , WBM T



Centralized Services Metwork Systemn Administration

SAML

Service Provider

SP Profile Name Entity ID Assertion Consumer URL Metadata Delete
MyLab_SAML 5Ma. Mexesa.com https://sma.mexesa.com:83/ Download Metadata ] W
Identity Provider 4
Opening MyLab_SAML_metadata.xml x

| Add ldentity Provider.. |

You have chosen to open:
& Mylab SAML_metadataxml
which is: XML file
from: https://10.31.124.137

Mo Identity Provider Profiles have been defined.

What should Firefox do with this file?
() Open with | Notepad++ : a free (GNU) source code editor (d... ~

] Do this gutomatically for files like this from now on.

Copyright @ 2008-2019 Cizco Systemns, Ine. All rights rezerved. | Privacy St

0K Cancel

HXRfER

- BNARRSEEIREAsyncOS 11.0 A #E8 — GD (EHIE )
- BARZT M - Cisco Systems



/content/en/us/td/docs/security/security_management/sma/sma11-0/user_guide/b_SMA_Admin_Guide/b_SMA_Admin_Guide_chapter_01101.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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