EPLRBNBRESK , FENREAEZEN
B MESAZISMA

ek

Im
X

SE,
NS
i
s

E‘féﬁ
=gl

>+
junn}
P
—_—
|l
¢l

L]

LT EECiscok 2 EEIRE(SMA)ATREH- R L RIE !

=N

- BhiRE
- ATRENEENRBERE
HEWRSRAR SRR RIEER R BUR
SEPXERRERIUTFAL

- EEAREENMNS N ETFHAHRE T EESANERRNERE —MLE,
- BRRKEEE X EEFEMAREDMZ , B/NEEXK,
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. IZ1T8.19SMA (SMAR ¥/, ETi8 , £ LK, HENERELRE)

- 1I5178.0.109ESA (ESABAF M., ET27 . BR&)

- B EI® 7025 /TCP (BEAIN)/ENBER : AsyncOS IP/%EE : MHETEREE, WEBEMNRAR
BRBEABETHGLZETENZEERZCE , YUHIEREDILHN
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T EESA , BB RBRE , MEERBELRNEREES

NTBEXEEEARAFIRTESMARHAERBRENEIRE , BEKUATHE,
ESMA |, FEMRFERREZ>ERKXES>Policy, FENBRERE, WRBLKX&EH , BaE
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Enable (event) :

®RED  MRER | TELEBEMNESAHREEISMA,
Note: K BR /RIS IFEN , ERNEEIHIX , MRBBIFS XiE/network ACL,

% submite. REFGRIFER? SANEKRS 2 EE , ITHESR :
SN EBRRE>EPFRIES> Security R EH H B R MESABEESISMA
B AR NE FIp4IR %

Note: & REERMSMARFE FI SESABRERIIPHb I, RBEBIMEN —EESENER.

BEYBIGEENNMNEERE, YEIMNSMANEEFIIESA , EBARAFAFRBNEBENRERN
o XRBIAMESANEEBRRAFNZE, ETEMALEBZRFRNEMALBRM , NBHLERTEEE
1t , BERNZELT :

BELIXF R FNEIAERESMA,

IEt , R BHESANZHEERBOENERTXRSHS , eRXUTFUT .
ESMAXMPARTR IR SR, REFISMAH BT IS

—BHITERTER , BHIBES ? PR2FEBBE :

ERRHEBEMSHERENT !

MER—BFENRZGREBE , BFERAENL. EAXRFlD , RIGFHREEZ) , FBHEANY/ALLMA
ESARIREER R EISMA, FEEE AN EREESAHEERNIEENZFIPMBIEIRE , RAEHA
FEERIIPHLE

BEHEER , AEHE

R, BEGERX , HERX 'R BEA :

BN ESMANE X,

IREIXESA |, SN ZL2BF>Policy, IFEMBEAREE., TSMANSAFTENTRIFHIAT :
M ifiEnable (event) ? FiE4K4E -

nE, BUALBRATEENEINKAREIEMN . XELME LN , R KiE/network ACLE
HEMATH , BTETFN T R FEESANISMAZ BV EZAIER,

Note: MIREXKME., WMEMEESARENREALR , RRNABRMNERNIBTHE , J&
HIANLE R,

Note: R —iEB#HE AT AEEMISAEREP. BEVERERLER, BENBERREESINE



TR ETE  BEE E-PMEBEK.

BRRRXMATEEHIT. FRBHANZRRUN, MRERABENHECLERLKE , XLE
ATBE T EfT A MESALLEFISMA

BiFSMA |, #BSMXNEBRREZ>EFRES>Policy, FENBREAE, TBESEUINNTK

K iE
LBt |, R BZEHTEBMESARISMATE K. N TRARKI , FREESMARN KB :
BN ZEEEESARASIHN R EE . EFE#EMessagesI B , HHRIE :

MREFEESARImMail_logs , FERXXFRHEEMNIER !

Note: SEREFESA (XX XXX XX X)FISMA (YY.Y.YY.YY Y)Z [ &&= @53 i 07025,

Wed Mar 5 02:48:40 2014 Info: New SMTP DCID 2 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:48:40 2014 Info: DCID 2 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:49:52 2014 Info: New SMTP DCID 3 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:49:52 2014 Info: DCID 3 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:50:22 2014 Info: New SMTP DCID 4 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:50:22 2014 Info: DCID 4 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:50:23 2014 Info: New SMTP DCID 5 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:50:23 2014 Info: DCID 5 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:50:40 2014 Info: New SMTP DCID 6 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:50:40 2014 Info: DCID 6 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:50:41 2014 Info: New SMTP DCID 7 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:50:41 2014 Info: DCID 7 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:50:42 2014 Info: New SMTP DCID 8 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:50:42 2014 Info: DCID 8 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:01 2014 Info: New SMTP DCID 9 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:01 2014 Info: DCID 9 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:01 2014 Info: CPQ listener cpg listener starting

Wed Mar 5 02:51:01 2014 Info: New SMTP DCID 10 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:01 2014 Info: DCID 10 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 11 interface XX.X.XX.XXX address



YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 11 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: MID 1 enqueued for transfer to centralized quarantine
"Policy" (content filter _policy_qg in_)

Wed Mar 5 02:51:02 2014 Info: MID 1 queued for delivery

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 12 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 12 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MID 1 to RID [0] to Centralized
Policy Quarantine

Wed Mar 5 02:51:02 2014 Info: MID 2 enqueued for transfer to centralized quarantine
"Policy" (content filter _policy_g in_)

Wed Mar 5 02:51:02 2014 Info: MID 2 queued for delivery

Wed Mar 5 02:51:02 2014 Info: MID 3 enqueued for transfer to centralized quarantine
"Policy" (content filter _policy_g in_)

Wed Mar 5 02:51:02 2014 Info: MID 3 queued for delivery

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 1 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 1 RID [0] Response 'ok: Message 1 accepted'’

Wed Mar 5 02:51:02 2014 Info: Message finished MID 1 done

Wed Mar 5 02:51:02 2014 Info: MID 1 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MID 2 to RID [0] to Centralized
Policy Quarantine

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 13 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 13 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 14 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 14 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 2 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 2 RID [0] Response 'ok: Message 2 accepted'’

Wed Mar 5 02:51:02 2014 Info: Message finished MID 2 done

Wed Mar 5 02:51:02 2014 Info: MID 2 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MID 3 to RID [0] to Centralized
Policy Quarantine

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 3 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 3 RID [0] Response 'ok: Message 3 accepted'’

Wed Mar 5 02:51:02 2014 Info: Message finished MID 3 done

Wed Mar 5 02:51:02 2014 Info: MID 3 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 15 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 15 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:07 2014 Info: DCID 12 close

BiGESA , FBSRIRX T , SEBXKE , TS , BRRERAN

BiIF T — BN RN RIRENESARIE — M FHINEER . EFEESARmail_logs , HE
BEP B LR IE R EBMESATISMABERT7025 , IERRIERRE

Wed Mar 5 02:57:47 2014 Info: Start MID 4 ICID 6

Wed Mar 5 02:57:47 2014 Info: MID 4 ICID 6 From: <robsherw.cisco@gmail.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 ICID 6 RID 0 To: <robsherw@cisco.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 Message-I1ID
'<7642E61C-4BA2-432E-A524-E163EA0B9753@gmail .com>"

Wed Mar 5 02:57:47 2014 Info: MID 4 Subject 'NEW FUNNY'



Wed Mar 5 02:57:47 2014 Info:
<robsherw.cisco@gmail.com>

Wed Mar 5 02:57:47 2014 Info:
policy DEFAULT in the inbound
Wed Mar 5 02:57:47 2014 Info:

quarantine "Policy"
Wed Mar 5 02:57:47
Wed Mar 5 02:57:47

MID 4 ready 525 bytes from

MID 4 matched all recipients for per-recipient
table
MID 4 enqueued for transfer to centralized

(content filter _policy g in_)

2014
2014

YY.Y.YY.YYY port 7025

Wed Mar 5 02:57:47
the.cpg.host

Wed Mar 5 02:57:47
Policy Quarantine
Wed Mar 5 02:57:47
policy quarantine)
Wed Mar 5 02:57:47
Wed Mar 5 02:57:47
Wed Mar 5 02:57:52

2014

2014

2014

2014

2014
2014

Info:
Info:

Info:

Info:

Info:

Info:

Info:
Info:

MID 4 queued for delivery
New SMTP DCID 16 interface XX.X.XX.XXX address

DCID 16 TLS success protocol TLSvl cipher RC4-SHA
Delivery start DCID 16 MID 4 to RID [0] to Centralized
Message done DCID 16 MID 4 to RID [0] (centralized

MID 4 RID [0] Response 'ok: Message 4 accepted’

Message finished MID 4 done
DCID 16 close
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