w4l f5E A A AR 8BS 1ML SPFRE SR 4F ?
B3

fEg 47
SPERHIF B I8 88 S 4
HXEER

fasr

AR 5K 2 A a0 A PR A R A A SRS AE 2R (SPF) I IE N B IR SRR B
THEBRERTHNXENMARSRERERE (10 XRESERE ) .

SPFRrFARTIERR R

SPFR—/MA# B FERHRIERS , EEBTREAVFEREBGERBLENTNEABHERE
3k B %S E IR R AR E AR N B 1 HR 4 2R

HEEREBHREIRF(ESA) L, FERFER KRS LAY fZ ABR4F/E AISPF, AILAGIE A A IERR A IR
HUAYSPFEURREURMF , ZBRFRFZRBEIEFI 4

Add Condition... |

Order Condition Rule

1 SPF Verification gpf-status == "fail"
Add Action... |

Order Action Rule

1 Quarantine quarantine"Policy")

BB B S HERHFIRERE RA T HHAER -

Sat Feb 20 17:27:37 2021 Info: MD 6153849 SPF: helo identity postmaster @xanpl e None
Sat Feb 20 17:27:37 2021 Info: M D 6153849 SPF: nmailfromidentity

user @xanpl e. com Fai |l (v=spfl)

Sat Feb 20 17:28:15 2021 Info: MD 6153849 SPF: pra identity user @xanpl e.com

None headers from Sat Feb 20 17:28:15 2009 Info: MD 6153849 ready 197 bytes

from <user @xanpl e. conp

SPPRAESSHRER=FPRE !



1. spf-status("mailfrom")IDENTITY

2. spf-status("pra")IDENTITY

3. spf-status("helo")IDENTITY
ERIBARA (9.7REIBMRAE ) £, ABRTIER[RIFMEPRAL R |
IRER , HTEAsync OS 9.7 2R ESRA L#IT TIEE.,

EFFEBHRA L , ARY

XL

SRBERTREZIREMRB=1SPF& 1D,

BHECSCuws6673 T 1T

Rt , RELIE S rspf-status = "fail" R EMB=ZN5H , AEFBREBBSPFAKEAR

Edit Conditian

Megtage Body of ATLEChPErT

Envelaps Sender
Envelope Recipeend

NBETERDAIATFHNENFOHRTHERE , Rt , WRE?
SR, WEEEABEY

REw4
R 43

if (spf-status("pra") ==

(spf-status ("hel 0"

R 43

XZMAsyncOSE R A F g R B 4

2R A LU X “HELO”
SIEEBFUM TR -

"Fail") AND(spf-status("mailfrom') ==
"Fail")

SRER A ERAE A EERENSPFHERE

SPF Verification

Message Body

URL Category What are the SPF Verification resulls 1o match?
VAL Reputation

Hasiage g SPF verification:

MEEEHge Langudigs b a Moo
Maoro Detection Eada
Artachmant Content HNewtral
Aktachment Fike [ndo EoitEal
Artpchmant Profection E Fail
Subjest Hopdes TempError
Other Hesder PermError

KR

, MAAS

quarantine-spf-failed-mail:

if (spf-status("pra") == "Fail") {

if (spf-status("mailfront') == "Fail"){

# conpletely malicious mail
quarantine("Policy");

} else {

if(spf-status("mailfront) == "SoftFail") {

# malicious nail,

but tenpting

Help

AR EYG  MARKRE

“MAILFROM"FI“PRA” & 3 B M ESPRRZASHN

"Fail") AND

Iﬁﬁlﬁﬁkgﬁlﬁo
JiEEE , AR &M ERTRNSPRRZSAN



quarantine("Policy");
}
}

} else {

if(spf-status("pra") == "SoftFail"){

if (spf-status("mailfrom') == "Fail"

or spf-status("mailfrom') == "SoftFail"){
# malicious mail, but tenpting

quar anti ne("Policy");

}

}

}
HXRER
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http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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