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MCLI: ( BRZ<9.7.x - 11.0.x )
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FTRFH
EXR

Cisco BB THUTEH :

. THRER RS R HEESA/CESERIT1T .

.- CLIBVBER .

- EEHEAHANEGAZRANXS : £HA. BEMEH A,
55 F B9 4B 4
AR E B E FAsyncOS LR BRIESA/CES,

ANHEPHNEEHRETREXRENEFHNRFEEN, AXEFEANARRZRNERAR
th(BIA) BE. MREEANREING , BTHEALELTHRMAGSHEERE,

HRER

E11AXMAZ BB ASF | Cisco ESA/CESI®&BIA T RIFEHFRIEITHE ., XATFEERBIEN
TE—IEF B Fof 4 5 R REHE PTEL



- REANEMUHE AN
- BERSANEMRS A
- REANMBERSE AN
Wt A e stk 545 B A Atk 1k PUEL,

B A A3k 35 LR IR TR
FX : TEJFRFEAsyncOS 11.1. xhRAF AT E B,
1. EHEH A ( RFC821 MAIL FROM3zitt ) o
2. ERFC822H Kk B tth it : #R,

3. ERFC822EI Sk K FI Ayt ik
RAPrEERZE LM THARITE , £ RKTERE.

REEHPEFN THREBGERBEENSENEREXEER.

MRBFEHAEEE —NRUEANSANESNRBEEAKAA |, MERHF 2N —NEBHFID(MID) 1 7 E
e REEHY 5 —MID,

Aol
i

EESA/CESLEERENFRIKITE , BHITUTERE
M GUI :

1. S ZE HREEERE,
2. B T4k AHPAF SRS SR 4% HH iR 1 SR RS BI R SR B
3. Ky ARINZERE......

A MABBRNHNEBREN , BEENERNEH#THF (FicEE LM B REERBETR
) o

5. ##°Add User... (RAS...... )"
6. Bl & & 4 A FNU4F A BT Bt SR BE
7. EBEROBRHSF AR , RIERAFTEZHRBHANDIERORITH,

8. BHOK#E , RRARRE N,
AR BUTRAHEATE AT U TRENFRFELA S HREEB A Ao



! Any Sander Only if all conditions match -

¥  Following Senders Ay Recipient

Following Senders are Not @ Following Recipiants IF aner ar more conditions match

email address: externalusar@xyz.com, axternaluzar@gmail.com

matthew@abec.cam

(e.g. vser@example.com, user@, example.com, £.example.com)
- P T a——— | m P ol o e r]
[ &, SENEEEINING, GO, VEENE, SaxXample, Cont, &@,ax3mmig, G
o - ! - LOWAF Group:
LOWAF Group: There are pe LDAP group guerias defined,

There are no LOAP group gueries defined. ] Fallawing Recipisnts ars Mot

Ermnail Address:

MCLI: ( lZ9.7.x - 11.0.x )

1. & S policyconfig.

2. i A1 SR 2 LA FL B 45 A 44 58 B 4% o R4 SR B
3. RS “new” LI 5T BB 4 SR L

4. BB RN A P LATE b R B

5. RBRTIENERZLABEFEE.

6. BHE , RXHABRRER.

C680.esa.lab> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]> 1

EE : EAsyncOS 11.1.x GUIRRZHY “BiR £ 5K B& " (Mail Policies)i ET <= CLIF , AT SRR K
AR

MCLIGr = policyconfig 5| A 7 BB & FF 44 5 S &Y B ANk I,
%ﬁi}\’EET RERNM EEEEE TR, MRA11AXTHTREEN SHEAGA , 5% &#
A, BEREHEA,

AT RRRIAL R REY RO

vesa?2.lab> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match Headers
Priority?

1. Incoming Mail Policies

2. Outgoing Mail Policies

3. Match Headers Priority

[1]> 3

Match Headers Priority Configuration
Priority: Headers:



Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers

LA
AN A R TR A T IEESA/CES E R SR BE PTEL 1T o
B/ 1M

1. M ZGUI > Incoming/Outgoing Mail Policies.
2. EERERET  mARF N, AFRSHENA G AU A TE I 2% R,

3. R H'EREMR
T AN B AR R

Email Address: | [matgies.com Rasipiant B

9 Sendar

Resulsz:  Emal Address "Sender: matt@lee.com” is defined in the following pelicies:
= matt_twa
& Defaalt Palicy [all uders)

Palicies matching “mati@lae.com™

Add Folicy... || Show all Policies |
Dutbreai
Qrder Pobcy Mame | Anti-Spam Anb-\irus Adwvanced Malware Probectan Graymaad Content Filters Filars Deleta
2 miatt_twio [Ls= default) {use d=fault) [Lem= defauith (use default) | (use defawt) [us= default)
Default Policy | IronPort Anti-Spam | Sophos Filg Reputaticn Not Available | envvelops copy_guaranty | Disabdeo

Pasitive: Deliver Encrypied: Deliver Malwars Fila: Drop
Sugpectad: Dalver | Unscamnable: Delvvar | Panding Analyes: Dalivar
\irus Positiver Drap | Unscannable - Message Error: Deliver
Unscannable - Rabe Limit: Delver
Unscannmable - AMP Service Not ...

ga2m
1. &M E GUI > System Administration > Trace.

2. BB TEMNFAEESF , EEEE R (Envelope Information) T , % A“%& # A/ 4 A
"(Sender/Recipient)i¥ 4815 2 LAK iF LRI,

3. B &“Start Trace(FFIRIRER) -

4. B TR B ERE- KRR |, DU R R B ICEL
R B PR



Message Definition

Sender Information

Zource TP Address: I].D'.E-ﬁ.-?l-'l.ﬂ

Fully Qualsfied Domain Hame:
If left blank, a reverse ONS lookup will be performed on the source IP.

Trace Behawvior onz | [nOutlistener -

Darmain Name to be passad te HELO/EHLD IEHLQ.
(opticmal):
SMTE Authentication Username (optional): I

SenderBase Network Owner ID: | '@ Lookup network owner 10 asseciated with source 1P
2 use: I

SenderBase Reputation Score (SBAS): o Loakup SBRS associated with source 1P
0 use: |

Envelope Information

Envelope Sender: |maU:|@Iaa.mm

Envelope Recipients (separated by commas): | matthew@cisco.com

Upload Message Bady: Mo file selected.

Paste Meszage Body: || Prom: mattles.com
(If no file is uploaded.) | Tg: matthewicisco.com

Subject: Body is required for Trace to show
¥-Headers: Inserted at the top

This is the body portion

=2

Mail Policy Processing: Inbound {matched on policy matt_two)
Mezsage going to:

B AR B X L B AR R E R

HXRER

- BRBYRSEE — BREAFER
. - Cisco Systems
-HALAREE ?

matthew@cisco.com



http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118488-technote-esa-00.html
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