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BT HAERRANS 4.1 % B S MR A HIASA FirepowertE 3 (ASA 5506X/5506H-X/5506W-X, ASA
5508-X. ASA 5516-X).
. BATEHAIRA6.0.0% B & MR AHIASA FirepowertE B (ASA 5515-X. ASA 5525-X, ASA 5545-
X. ASA 5555-X),
. ASDM 7.5(1) R E @ bR,
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1. RESH (EESHAREHZLBIREM/SSLEM/BELRM/IXHEHR) .
2. R EH(FirepowerlRER S (0S)EH).
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ENREEHERERS BERSES , 1S M EConfiguration > ASA Firepower Configuration >
Policies > Actions Alerts , #Af5 % tiCreate Alert T fI3 % }# %% Create Syslog Alerti£T, W AR
S BERSB|/IVES

2 BEEH—RRREAERFFNEN.

Host : I§E R4 A ERS[MIPHuL/ENA,

wh : BERZALERSBNROS,
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FPES: 2RERGAERFSHELEENTMA™EM,
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File View Tools Wizards Window Help (FHE R e | = nmm

@ Home @ Configuration Monitoring Q Deploy ~ GReﬁesh o Back @ Forward ? Help CISCO

| Device List a8 x|

gB Add ﬁ Delete ﬁConnect

| ASA FirePOWER Configur... 1§
=5 Policies i Edit Syslog Alert Configuration

- Access Control Policy
E}@ Intrusion Policy MName Syslog_Server
. 4@ Intrusion Policy
. [5 Rule Editor

| Files

e Pt i
[ < fActions Alerts .

..’ Identity Policy Facility | ALERT
----- J DNS Palicy

D % Device Management
----- . Device il Tag |

m

|192.168.20.3

Severity | ALERT

ﬁq Firewall [ Store ASA FirePOWER Ch

#=S . SNMPIRSF R E R

ENREEHEESNMPIE RS SR | ES M EIASDM Configuration > ASA Firepower
Zc;r::iguratlon > Policies > Actions Alerts , AJ5 % iiCreate Alert T~ 13 # 3 i£3%Create SNMP
F# . IEEM —PRIRSNMPRE B AR SS 83 1 & #Ro

PERAARSSRR : IS ESNMPRERHARS 2RV IPHE L/ EM A

A& : Firepowerf& R X3 SNMP v1/v2/v3. M T3 8 ik BSNMPRR A

NRAFPRHR MRERFETHERVIRV2 , FEESNMPRXE K.

username : MRERAETFEREVI , RELKRNAPFE FB, EEAFE.
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Edit SNMP Alert Configuration SNMP Version V1/V2

[
Mame | SNMP_SERVER_1

Trap Server | 192.168.20.4

Version

Community Ecr
String e

Edit SNMP Alert Configuration SMNMP Version V3

[
Name | SNMP_SERVER_1

Trap Server | 192.168.20.4

[ Store ASA FirePOWER Changes ] [

RERBREHHER
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HREFXEABERERNIGRANE , SEREESH., ENEESHERAASBAERRLEZR , BS
fin Z(ASDM Configuration > ASA Firepower Configuration > Policies > Access Control Policy)4% %
A H I H S i1 EloggingiE 1

1%$%loggingi% Tlog at Beginning and End of ConnectionZglog at End of Connection. 5 E“f$&
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Configuration = ASA FirePOWER Configuration = Policies > Access Control Policy

ASA

Editing Rule - WebsiteBlock

Mame | WebsiteBlock ¥} Enabled Hic
Action | 3§ Block with reset v | IPS: no policies Variables: n/a Files: no inspection Logging: connections: Event Wiewer, syslog, ¢
[ Zones I Metworks I . Users I Applications I Ports l URLs I ISE Attributes Inspection I Logging I

® Log at Beginning and End of Connection

Mo Logging at Connection

File Events:

Send Connection Events to:
¥| Event Viewer
#| Syslog (Connection Event only) | Syslog_Server v e

#| SNMP Trap | SNMP_SERVER_1 ¥ @8

AAREHERANSBAFER

HEE (snortfilll ) CEELEEREN , 2ERAREN. ENARBHEANSEBEERIER , B
£ #nZASDM Configuration > ASA Firepower Configuration > Policies> Intrusion Policy > Intrusion
Policy. BIEZMARKKEBFBENAARKKE, SNE SR RE>INBWRL",
EFAREHREBNIESNMPIRS 2R , IFESNMPERPERSAEN , A5 HRBIET,

PEARERE : [BMRERATERPETRNIPHI, MEAMKXEERGEBEIINET_IPVAh KR
, AT LU Z#Hl, BN , EENFRFER,

SNMP Rxa: i%£3% Version 2 5% V 3 S 1% 4.

SNMP v2i£ 31

PEBAARSTRR : I8 ESNMPRARARS BRAVIPHE It/ EH A |, MELEFTR,
NAFFRIEELX B

SNMP v3it T

PEBAARST ] : SEESNMPRARBHARSS BRAVIPH It/ EHA |, M EFT R,
SRREOTEESHRIEATENEB, SNMP v3ERAKHEEX OSHTEHRIE,
TREBWE  BEEMEZENHL, SNMP v3E A IKIE 4R H#(DES) 5 4H B85 K N2 1t #355
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Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information /2 SNMP Alerting < Back

Rules -
HiE Settings
= Advanced Settings

Trap Type ® as Binary as String
Global Rule Thresholding
_ SNMP Version (® Version2 Version3
SHNMP Alerting
Policy Layers SNMP v2
Trap Server 192.168.20.3

Community String  |Secret

Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information /2 SNMP Alerting < Back
Rules -
Settings
= Advanced Settings
Trap Type ® as Binary as String
Global Rule Thresholding
_ SMMP Version Wersion2 (® Version3
SNMP Alerting
Policy Layers SMMP v3
Trap Server 192.168.20.3

Authentication Password |ssssssss
Private Password CLTT T (SMMP v3 passwords must be 8 or more characters)

Username users

Revert to Defaults

ENAGSHLAEINDREASTREE , BLEET B ERAEE Bl ASEE HE AT
TR EFR R,

AEBRIHEERS B SRS HNIPH U/ EN A,
WHE : EFREMRE ERERERSHLEE,
FERAERERS B SRS SR LEENEM=EMS.

Configuration > ASA FirePOWER Configuration > Policies = Intrusion Policy > Intrusion Policy O
Policy Information /*y Syslog Alerting < Back
Rules S
Settings
B Advanced Settings

Logging Hosts [192.168.20.3 (Single IP address or comma-separated list)

Global Rule Thresholding

. Facility ALERT v

SHMP slerting

Priority EMERG v

Syslog Alerting

Policy Layers
ez Revert to Defaults

HIPLE21ER/DNSE2EHR/URLE £ EH B AN S EFIERK

LR BEEMAIPHU/EE/URLR SR HRBIEETAN , £RIPL2ER/DNSTLER/URLZ £1E
REH. ENIP/URL/DNSZLIEIREHEAAEEERIZR , iHSHE(ASDM Configuration > ASA
Firepower Configuration > Policies > Access Control Policy > Security Intelligence),



B EE &P FTRAVESRLUS AIP/DNS/URLZ £ FEHE B &R R, EEERFRINEESABS
B, FEEREAREBNIBRS R,

EREHRABNIBRE BERSER , BiEESyslog , RAEM TR I KRB IEFESyslogBERBWEL,
E , B LER RERMERRINRS B S8R E A

ENEEEHFRETISNMPREM RS EE | FiESNMPKEB | AEMNTHIHIRFIEIFESNMPER I
B, 5% , B LUBENE R TR MEFRRIMSNMPE R I 57,

Configuration > ASA FirePOWER Configuration > Policies > Access Control Poli )
ASA
Default Allow All Traffic Aoy

BE ] Status: Access Control policy out-of-date on device

Identity Policy: None SSL Policy: None
Rules | Security Intelligence l HTTP Responses l Advanced l Enable logging for DNS blacklisting Evensts
Available Objects ¢ & Available Zones & DNS Policy § Default DNS Policy [ Enable logging for IP SI Events
, Search for a URL @ Any Whitelist (2) Blacklist (2)
Networks [ URLs I etworks Networks &
& Global-Blacklist-for-URL = Global-Whitelist (Any Zone) (5 Y Global-Blacklist (Any ZonelJ{ [H
.~ Global-whitelist-for-URL URLs URLs L]
.| URL Attackers - Global-Whitelist-for-URL (AnD) & Globallacklist-for-URL (AR 27
& URL Bogon Enable logging for URL SI Events
& URL Bots
& URL CnC

&/ URL Malware
| URL Open_proxy
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HMBSSSLER P E A AFRCRKNEMAN CERN , 24EKSSLEH, EXNSSLRERANASTA
Figx , HS M ZEASDM Configuration > ASA Firepower Configuration > Policies > SSL., ‘%I
BHN LI ZFT AN H S M1 Elogging £ T, %EFEnd of Connectionit I,

R a2 ESend Connection Events to , 718 ERFEH KX FALL .

ERNEHRABNBRE BERS SR, BEESyslog , AEM TR IIRPIEESyslogBEIRM@IL,
& | BB [RERNNERRINRS B SR\ A,

ENEREHRIEFISNMPIE RS ER | HIEFESNMPREBE | REMN T HSIRPEFESNMPEIR I
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Configuration > ASA FirePOWER Configuration > Policies > SSL [

Default SSL Policy

ssL policy
Editing Rule - SSL_Re_Sign

Mame |SSL_Re Sign #| Enabled Move | into Category ¥ | |Stand
Action |55 Decrypt - Resign ¥ | with | Servertest v | ¢ ¢ Replace Key
[ Zones ] Metworks l Users I Applications ] Ports I Category l Certificate l DM l Cert Status ] Cipher Suite ] Version l

#| Log at End of Connection

Send Connection Events to:
#| Event Viewer
#| Syslog | Syslog_Server Al |

#| SNMP Trap | SNMP_SERVER_1 MILT
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REEMH S R FirepowerRERSHVIRES. SNMPEESRTATRAXERSGEH,

EfESNMPIRSF 88 LAMFirepowertlERRFEHRAEEH , REERERSA K , £E5 2 EFirepower
MB ( BEEEREE ) PAH , ZESTHSNMPRSF R,

£ i ZASDM Configuration > ASA Firepower Configuration > Local > System Policy , A5 % &
SNMP,

SNMP KR Z: Firepowert& R X SNMP v1/v2/v3, & ESNMPARA,

LR EFR: MBRESNMP versioniE I HiEFEv1/ v2 , i1 Community StringFEX F# ASNMPHX
o

username : MREMRAGRIAPERVIEI, EHFRMAFZE , HE AR FRYEEAF A

o
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Configuration > ASA FirePOWER Configuration > Local = System Policy

Policy Mame Default

Policy Description Default System Policy

Status: System policy out-of-date on device

SNMP Version V1/Vv2

Access List .
] o SMMP Version Version 2 ¥
Email Motification
> SNMP Commurnity String  [Secret

STIG Compliance

Time Synchronization

| Sawve Policy and Exit || Cancel

Configuration > ASA FirePOWER Configuration > Local > System Policy

Policy Name Default

Policy Description Default System Policy
Status: System policy out-of-date on device

SNMP Version V3

Access List
. . User —_—
Email Motification sErname userd
» SNMP Authentication Protocol SHA Y
STIG Compliance s
: ; s g Authentication Password tesssens
Time Synchronization Verify Password o————
| Save Policy and Exit || Cancel J Privacy Protocol T
Privacy Password LY LT

Verify Password P

Add

=

:(MIB)FirepowerMIB(DCEALERT.MIB)(/etc/sf/DCEALERT.MIB)
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