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Ci scoasa> enable
Passwor d:
ci scoasa#

ETEASALZEFirePOWERRRS , FEUTAH :

- ASABR#9.2 2/ BB = AR AR
- ASA 5585-X¥ &

. AN FirePOWERERNEBIZE OB RN TFTPRS 25
. w5.3.1RE S RAHFireSIGHTEE 2

R AP HNESEMNBERRIMEPNREAEN, AP ERANTERESIER
AR (BiA) BE, MELEANRERRS  BREGDETRAAHS0EEDN,

[

FF b 65 A B

INRASA SSMEALE 5 FAASA 5585-XHLFEERH NMEE R —1 , NEIHBBRFirePOWER(SFR) RS

SSP(#SSP-CX ( 1§ ==& ) HAIP-SSM ( nﬂﬁﬂﬁﬂ%’ﬁﬂ&é ) Z N AR AR SR AT ED ERAR R LA
JISSP-SFREEHZE (B, HEMIBRBAEIR 2B , BBITU T mRAER

ci scoasa# hw-module module 1 shutdown

HTEMEE

. BTIEBIIASA 5585-X EIASATEF| B T RISFRIEREITIHR O

- BESFRERE |, AT LAFE M “session 1" 5T H &%,

. E1EASA 5585 XEZEEFHBRGESFRIER | MAERTERE RO LFEAEEUAMZONE S
B4E , XEROMTFSFRIER E | BASAHEERE O MEH &2 F

BR  EERASALERIIRS |, iHE1Tshow module 1 details’fi F , X S ESFREER
HNERBIPFRERBIBSE A O
EASA L 2% FirePOWER(SFR) 3R

1.5FASA FirePOWER SFRIEER #1185 S 2 F R EMCisco.com T £ FI AT MASA FirePOWERE 12 %
OiFRINTFTPARS 28, MG R #R3K{LLT“asasfr-boot-5.3.1-152.img”

2. fFASA FirePOWERZR £t 8 M Cisco.com T & F| ] MASA FirePOWERE E # O H BAHTTP,
HTTPSZFTPARS 85

3. EFBFISFRIER

I 1 MRERBSFRERN AT , TAMASAK H LT an & LA E R B 18R



ci scoasa# hw-module module 1 reload
Rel oad nodul e 1? [confirm
Rel oad i ssued for nodule 1

B 2 : MREBASFREKRWOT , WA RERNE S TITER B E R,

Sourcefire3D | ogi n: admin
Passwor d:

Sourcefire Linux OS v5.3.1 (build 43)
Sour cefire ASA5585- SSP-10 v5.3.1 (build 152)

>system reboot

4. £ FAESCAPES L iR &R AV P I 7 5 F T SFRIER W E BT | BURFEIR R AROMMONH

The systemis restarting...
Cl SCO SYSTEMs
Enbedded BI OGS Version 2.0(14)1 15:16:31 01/ 25/ 14

Cisco Systenms ROMMON Version (2.0(14)1) #0: Sat Jan 25 16:44:38 CST 2014
Pl at f orm ASA 5585- X Fi rePONER SSP- 10, 8CE

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot inmediately.

Boot in 8 seconds.

Boot i nterrupted.

Managenent 0/ O

Link is UP

MAC Address: XXXX.XXXX.XXXX

Use ? for help.

rommon #0>

5. AIPH Bl ESFREEREERED , AERTFTPRSHFNULEN I SEFRENTFTPERE, W
AUTaw , O L %IPi&i&#*\AﬁTFTPERT%

- ADDRESS= Your_IP_Address
- GATEWAY= Your_Gateway

- SERVER= Your_TFTP_Server
- IMAGE= Your_TFTP_Filepath

- tftp

ME ARV IP# 3 B R B, ERTERIRE,



romon #1> ADDRESS=198.51.100.3

romon #2> GATEWAY=198.51.100.1

rommon #3> SERVER=198.51.100.100

rommon #4> IMAGE=/tftpboot/asasfr-boot-5.3.1-152.img
rommon #5> sync

Updati ng NVRAM Par aneters. ..

romron #6> tftp

ROVMON Vari abl e Settings:
ADDRESS=198. 51. 100. 3
SERVER=198. 51. 100. 100
GATEWAY=198. 51. 100. 1
PORT=Managenent 0/ 0
VLAN=unt agged

| MAGE=/t f t pboot / asasfr-boot-5. 3. 1-152.i ng
CONFI G=

LI NKTI MEQUT=20

PKTTI MEOUT=4

RETRY=20

tftp /tftpboot/asasfr-boot-5.3.1-152.ing@98. 51. 100. 100 via 198.51.100.1
NEREEE R RN RN RN

<truncat ed out put>
Recei ved 41235627 bytes
Launchi ng TFTP | mage. ..

Execute i mage at 0x14000

BEXNBEIMEG, UEBEREHER , BB HNAIMIN123

Cisco ASA SFR Boot Inmage 5.3.1

asasfr login: admin
Passwor d:

Cisco ASA SFR Boot 5.3.1 (152)
Type ? for list of comands

7ERNEEI SBREEERNEEREZED LEEIPHI, #iAsctupmBTUHEABS ., REFMFIRREH
AUTEER

- ENE REZ5NFEBFER , BZE=K. A FEFR.
- MEsbdt ;. WA LNE B ESIPVASIPVeit , SEFEADHCP ( A FIPv4 ) RIPV6RRAS B3
A=
- DNS B R B UM E DFRIR—NDNSHRS 25 |, Bl LR B E A M RiF,
- NTPEE ER UG ANTPHEENTPARS SR , igB RS ATHE,
MERAMROIER. EFENIRE,

asasf r - boot >setup

Wel come to SFR Set up
[hit Ctrl-C to abort]



Def ault val ues are inside []

Enter a hostnane [asasfr]: sfr-module-5585

Do you want to configure |Pv4 address on managenent interface?(y/n) [Y]: Y

Do you want to enable DHCP for |Pv4 address on managenment interface?(y/n) [N: N
Enter an | Pv4 address [192.168.8.8]: 198.51.100.3

Enter the netmask [255.255.255.0]: 255.255.255.0

Enter the gateway [192.168.8.1]: 198.51.100.1

Do you want to configure static |Pv6 address on managenent interface?(y/n) [N: N
St atel ess autoconfiguration will be enabled for | Pv6 addresses.

Enter the primary DNS server |P address: 198.51.100.15

Do you want to configure Secondary DNS Server? (y/n) [n]: N

Do you want to configure Local Domain Name? (y/n) [n]: N

Do you want to configure Search domains? (y/n) [n]: N

Do you want to enable the NTP service? [Y]: N

Pl ease review the final configuration:
Host nane: sfr-nodul e- 5585
Managenment | nterface Configuration

I Pv4 Configuration: static
| P Address: 198.51.100.3
Net mask: 255.255.255.0

Gat eway: 198.51.100.1

I Pv6 Configuration: Statel ess autoconfiguration

DNS Confi gurati on:
DNS Server: 198.51.100.15

Apply the changes?(y,n) [Y]: ¥
Configuration saved successfully!
Appl ying. ..

Restarting network services...
Restarting NTP service...

Done.

8.fF Asystem installis T EA S| SMRENEMNZEREREMK. MRTEENBEINES |, FH3E
noconfirmi& i, fFurl>x #FEHRN pkgXHEHLE,

asasfr-boot> system install [noconfirm] url

pu

> system install http://Server_ IP_Address/asasfr-sys-5.3.1-152.pkg

Verifying
Downl oadi ng
Extracting

Package Detai l
Description: Cisco ASA-SFR 5.3.1-152 System Install
Requi res reboot: Yes

Do you want to continue with upgrade? [y]: Y
Warni ng: Pl ease do not interrupt the process or turn off the system
Doi ng so might | eave systemin unusable state.

Upgr adi ng
Starting upgrade process ...
Popul ati ng new system i mage ...



AE : F20R300 M ATERELER , RENEREREnterBEF B3, WNAAHZERN
ASA FirePOWERR S G a1 it 100 4P sl EKAFE, show module 1 details#i H RS FF B # 12
£ TR HAUp.

R H PR

ci scoasa# show module 1 details

Getting details fromthe Service Mdule, please wait...
Unabl e to read details fromnodule 1

Card Type: ASA 5585-X FirePOAER SSP-10, 8GE
Mbdel : ASA5585- SSP- SFR10

Hardware version: 1.0

Serial Nunber: JAD18400028

Firmvare version: 2.0(14)1

Sof tware version: 5.3.1-152

MAC Address Range: 58f3.9ca0. 1190 to 58f3.9ca0l. 119b
App. nane: ASA Fi rePONER

App. Status: Not Applicable

App. Status Desc: Not Applicable

App. version: 5.3.1-152

Data Pl ane Status: Not Applicable

Consol e sessi on: Not ready

St at us: Unresponsive

BhRIR G NERRE

ci scoasa# show module 1 details
Getting details fromthe Service Mdule, please wait...

Card Type: ASA 5585-X FirePONER SSP-10, 8GE
Model : ASA5585- SSP- SFR10

Hardware version: 1.0

Serial Nunber: JAD18400028

Firmvare version: 2.0(14)1

Sof tware version: 5.3.1-152

MAC Address Range: 58f3.9ca0. 1190 to 58f3.9ca0l. 119b
App. nane: ASA Fi rePONER

App. Status: Up

App. Status Desc: Nornal Operation

App. version: 5.3.1-152

Data Pl ane Status: Up

Consol e sessi on: Ready

Status: Up

DC addr: No DC Confi gured

Mgnt | P addr: 192.168. 45. 45

Mgt Networ k mask: 255.255. 255.0

Mynt Gateway: 0.0.0.0

Mymt web ports: 443

Myt TLS enabl ed: true

Bl



B FirePOWER¥ 4

1.8 LUBTE LT A 8Rim O 2 —E#EBIASA 5585-X FirePOWERR# :

. ASA FirePOWER3Z & & O
. EFSSHEYASA FirePOWERZEE1/03 0

XX BT EFE Hsession sfrin S B IIASAE R 15 BIASA FirePOWERBE 4R CLI,

2. B EE &G R FirePOWERER G |, A F BadminfM 28 Sourcefire & %,

Sourcefire3D | ogi n: admin
Passwor d:

Last login: Fri Jan 30 14:00: 51 UTC 2015 on ttySO

Copyright 2001-2013, Sourcefire, Inc. Al rights reserved. Sourcefire is a registered
trademark of Sourcefire, Inc. Al other trademarks are property of their respective
owners.

Sourcefire Linux OS v5.3.1 (build 43)
Sour cefire ASA5585-SSP-10 v5.3.1 (build 152)

Last login: Wed Feb 18 14:22:19 on ttySO

Systeminitialization in progress. Please stand by.

You nust configure the network to conti nue.

You must configure at |east one of |1Pv4 or |Pv6.

Do you want to configure IPv4? (y/n) [y]: ¥

Do you want to configure IPv6? (y/n) [n]: n

Configure |1 Pv4 via DHCP or nmanual | y? (dhcp/ manual) [manual]: dhep

If your networking information has changed, you will need to reconnect.
[ 1640209. 830367] ADDRCONF(NETDEV_UP): ethO: link is not ready

[ 1640212. 873978] el1000e: ethO NIC Link is Up 1000 Mops Full Duplex, Flow Control: None
[ 1640212. 966250] ADDRCONF( NETDEV_CHANGE): et hO: |ink becones ready

For HTTP Proxy configuration, run 'configure network http-proxy'

Thi s sensor nust be managed by a Defense Center. A unique al phanuneric registration

key is always required. |In npbst cases, to register a sensor to a Defense Center,
you nust provide the hostname or the I P address along with the registration key.
‘configure manager add [hostnane | ip address ] [registration key ]’

However, if the sensor and the Defense Center are separated by a NAT device, you
must enter a unique NAT ID, along with the unique registration key. 'configure
manager add DONTRESCLVE [registration key ]| [ NAT ID ]’

Later, using the web interface on the Defense Center, you must use the sanme
regi stration key and, if necessary, the sane NAT |ID when you add this
sensor to the Defense Center.

B EFireSIGHTE®E i

EEEASA FirePOWERER M Z £ KA , BYBMA[CFireSIGHTEE RO M. BFEEER



//www.cisco.com/c/zh_cn/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

FireSIGHTEE RO ITUA T RE -
. IoEBEASA FirePOWERE O,
- TERA, EFBESHLUEM AR EEASA FirePOWER# T2,
. TLEMASA FirePOWERIR % 8 22 % 10 30 % 10 3& R BJASA FirePOWERI® & -
- FTEB AT R S SA P B 6F A VLANARIE R AR R E .
R EE OB SFRER
BEAZIRAIBFERENRS KR , PEREEEREIASA FrePOWERER, B REZEEMD T
FirePOWERAE$R |, THITUT SR :
S| EREE

B , EMaccess-listti T ERE, EUTRAF , RNEEQKREMEEONFIAERE, &t
A BAET X R E R BT LR 1F

ci scoasa(config)# access-list sfr_redirect extended permit ip any any

SH,2: CRRR

LU R BB /R a0 4r) €1 32 SR BR 53 54 PR EL 5 1) B R LR E

ci scoasa(config)# class-map sfr
ci scoasa(confi g-cnap)# match access-list sfr_redirect

SH| 3 IBERE

IERBAER S (NG ) INBREEFRERSE . ETREEASALENEENEEZERXNEER
BRER. AT —MEL2EK,

REBERR

HEABRBED  EEFTFENREH REOCKKNANEAEMRES | REFREASAL# TH#
— SR B MRLER, AT RIR RO 2 REEIR T H £ N EE R T EEFirePOWERRIR !

ci scoasa(config)# policy-map global_policy
ci scoasa(confi g- pmap) # class sfr
ci scoasa(config-pmap-c)# sfr fail-open

W B
HEWAEREF

- RENBIAFRIEERE , BEF2REEBIASA,
- WHBRXILEAUERTREXNREFMTHLERE , ALULEGTERENNE |, MAZEME,



MREBEWIEN TE EFirePOWEREIR |, & Amonitor-onlyx8%F , M1 TR, MRFBEX
BF  MIREENKERTRIE,

ci scoasa(confi g-pnap-c)# sfr fail-open monitor-only

S$H|4: BENE

RE—SIRNAXRME, SULRNARBREEN ENARK, SR UEEN O N A RS R
NEBESIEONSFEER,

global X BFIREMMHFANATARAERED , MinterffaceERMNUA T —MED, RATF—IML2RIERK
o EUTRAIF | RIELR/MA :

ci scoasa(confi g)# service-policy global_policy global

W& KBRS global_policy RRRINSR B, 40 SR M b SR BE H A8 2 12 % £ BR 1L SRBE DABRBR AL
=, BlHARTEAES L

MR A

. [AFireSIGHTEE P EMHE &
. £VMware ESXi L #BZFireSIGHTEE F
. 5500-X IPS#E3R FHIPSEREREH X
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