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ciscoasa(config)#logging buffered debugging “ f¥ B £ 4 518 K debugging K 5l.
ciscoasa(config)#logging buffer-size 1048576 “ff A Fbuffer REY X , EEFEEZHNEE. ”
ciscoasa(config)#logging on

LBt it P E#= iR Awindows7 BFEASASSL VPN B, BI AFZRANTANEINTER , #F
ERFXBEEAEAFRE

ciscoasa(config) #show log

%ASA-6-302013: Built inbound TCP connection 3 for outside:72.163.226.242/59371 (
72.163.226.242/59371) to identity:72.163.226.159/443 (72.163.226.159/443)
$ASA-6-725001: Starting SSL handshake with client outside:72.163.226.242/58911 for
TLSv1l session.

%ASA-7-725010: Device supports the following 1 cipher(s).

%ASA-7-725011: Cipher[l] : DES-CBC-SHA

%ASA-7-725008: SSL client outside:72.163.226.242/58911 proposes the following 8
cipher(s).

%ASA-7-725011: Cipher[l] : AES128-SHA

%ASA-7-725011: Cipher[2] : AES256-SHA

%ASA-7-725011: Cipher[3] : RC4-SHA

%ASA-7-725011: Cipher[4] : DES-CBC3-SHA

%ASA-7-725011: Cipher[5] : DHE-DSS-AES128-SHA

%ASA-7-725011: Cipher[6] : DHE-DSS-AES256-SHA

%ASA-7-725011: Cipher[7] : EDH-DSS-DES-CBC3-SHA

%ASA-7-725011: Cipher[8] : RC4-MD5

%ASA-7-725014: SSL lib error. Function: SSL3_GET_CLIENT HELLO Reason: no shared
cipher

®ASA-6-302014: Teardown TCP connection 77 for outside:72.163.226.242/58911

to identity:72.163.226.159/443 duration 0:00:00 bytes 7 TCP Reset-I

B A EEERMNAILUERRISSL M N2 EERN PRI FEASAS Windows7 B IR 7 ALl ,

THREMNEEESshow ss| inHREEASA SSL MEEEER. B TENMHERENER , R
BDES-SHA1 MBREEHITE , METCMBREEZGE XA, BRXBFRAKFIRE,

ciscoasa# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSvl
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabled cipher order: des-shal

Disabled ciphers: 3des-shal rc4-md5 rc4-shal aesl28-shal aes256-shal null-shal

--omitted--
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ciscoasa#fshow log
$ASA-6-725001: Starting SSL handshake with client outside:72.163.226.170/4301 fo
r TLSvl session.

$ASA-7-725010: Device supports the following 1 cipher(s).



%ASA-7-725011: Cipher([1l] : DES-CBC-SHA

$ASA-7-725008: SSL client outside:72.163.226.170/4301 proposes the following 8 c
ipher(s) .

$ASA-7-725011: Cipher[1l] : RC4-MD5

$ASA-7-725011: Cipher([2] : RC4-SHA

$ASA-7-725011: Cipher([3] : DES-CBC3-SHA

%ASA-7-725011: Cipher[4] : DES-CBC-SHA

$ASA-7-725011: Cipher[5] : EXP-RC4-MD5

%ASA-7-725011: Cipher[6] : EXP-RC2-CBC-MD5

$ASA-7-725011: Cipher([7] : EDH-DSS-DES-CBC3-SHA

%ASA-7-725011: Cipher([8] : EDH-DSS-DES-CBC-SHA

%ASA-7-725012: Device chooses cipher : DES-CBC-SHA for the SSL session with clie
nt outside:72.163.226.170/4301

$ASA-6-725002: Device completed SSL handshake with client outside:72.163.226.170
/4300
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ciscoasa#show log

$ASA-6-725001: Starting SSL handshake with client outside:72.163.226.170/4301 fo
r TLSvl session.

$ASA-7-725010: Device supports the following 1 cipher(s).

$ASA-7-725011: Cipher[1l] : DES-CBC-SHA

$ASA-7-725008: SSL client outside:72.163.226.170/4301 proposes the following 8 c
ipher(s) .

$ASA-7-725011: Cipher[1l] : RC4-MD5

$ASA-7-725011: Cipher([2] : RC4-SHA

$ASA-7-725011: Cipher([3] : DES-CBC3-SHA

%ASA-7-725011: Cipher[4] : DES-CBC-SHA

$ASA-7-725011: Cipher[5] : EXP-RC4-MD5

%ASA-7-725011: Cipher[6] : EXP-RC2-CBC-MD5

$ASA-7-725011: Cipher([7] : EDH-DSS-DES-CBC3-SHA

$ASA-7-725011: Cipher([8] : EDH-DSS-DES-CBC-SHA

%ASA-7-725012: Device chooses cipher : DES-CBC-SHA for the SSL session with clie
nt outside:72.163.226.170/4301

$ASA-6-725002: Device completed SSL handshake with client outside:72.163.226.170
/4300

BAER IR THBARNREBEER - IRES T HNSSLIMFHA :

ciscoasa(config)# show run ssl

ssl encryption des-shal

KA , FLFIHEETSSLIMEAEASA |, Ok BAFHIE —HIES XIFRYINZEAH T

ciscoasa(config)# ssl encryption aesl28-shal
ciscoasa(config)# show ssl
Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSvl

Start connections using SSLv3 and negotiate to SSLv3 or TLSvl



Enabled cipher order: aesl28-shal
Disabled ciphers: 3des-shal des-shal rc4-md5 rc4d-shal aes256-shal null-shal

--omitted--

BitZEF AWindows7 /IES8 =i & —IRASA SSLVPNE T » HIhER , RBHR, ULEINEER
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$ASA-6-725001: Starting SSL handshake with client outside:72.163.226.242/61132 £
or TLSvl session.

$ASA-7-725010: Device supports the following 1 cipher(s).

$ASA-7-725011: Cipher[1l] : AES128-SHA

$ASA-7-725008: SSL client outside:72.163.226.242/61132 proposes the following 8

cipher(s) .

%ASA-7-725011: Cipher[l] : AES128-SHA
%ASA-7-725011: Cipher[2] : AES256-SHA
%ASA-7-725011: Cipher[3] : RC4-SHA

$ASA-7-725011: Cipher
%ASA-7-725011: Cipher
%ASA-7-725011: Cipher : DHE-DSS-AES256-SHA

$ASA-7-725011: Cipher[7 : EDH-DSS-DES-CBC3-SHA

$ASA-7-725011: Cipher[8] : RC4-MD5

%ASA-7-725012: Device chooses cipher : AES128-SHA for the SSL session with clien
t outside:72.163.226.242/61132

$ASA-6-725002: Device completed SSL handshake with client outside:72.163.226.242
/61132
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