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All the IM Traffic
are Blocked

Insida Metwaork

PIX/ASA7.0 1 7.1 &

BHLE PIX/ASA 7.0 M 7.1 8 P2P # IM Fi & E

Ci scoASA#show run
Saved

ASA Version 7.1(1)

!

host nane C scoASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

names
|

!--- Output Suppressed http-map inbound_ http
content-length min 100 max 2000 action reset log
content-type-verification match-req-rsp action reset
log

max-header-length request 100 action reset log
max-uri-length 100 action reset log

port-misuse p2p action drop

port-misuse im action drop

port-misuse default action allow

!--- The http-map "inbound http" inspects the http
traffic !--- as per various parameters such as content
length, header length, !--- url-length as well as
matches the P2P & IM traffic and drops them. ! !---
Output Suppressed ! class-map inspection_default match
default-inspection-traffic class-map http-port

match port tcp eq www

!-—— The class map "http-port" matches !--- the http
traffic which uses the port 80. ! | policy-map
gl obal _policy class inspection_default inspect dns




maxi mum | ength 512 inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp
i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
inbound_policy
class http-port
inspect http inbound_http

!--—- The policy map "inbound_policy" matches !--- the
http traffic using the class map "http-port" !--- and
drops the IM traffic as per http map !--- "inbound http"
inspection. ! service-policy global_policy globa

service-policy inbound_policy interface inside

!--- Apply the policy map "inbound policy" !--- to the
inside interface.

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
Ci sSCOASA#

BX http map B EREMMEXSBNFMES , HBM Cisco Z2RBEGTITREEEMNEE

HTTP B4 RIS I D S 25 .

PIX/ASA 7.2 B E & iR A< Bl i

AR N7 2RESREN R4 P AR WEAhttp-mapan &o Bt ,

inspect im 3 3RM L IM FR.

BHIE PIX/IASA 7.2 R EBRZAH P2P # IM 7B A R

Ci scoASA#fshow running-config
Saved

ASA Version 8.0(2)

!

host nane pi xfirewal |

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!--- Output Suppressed cl ass-map inspection_default
mat ch defaul t-inspection-traffic class-map imblock
match any

!-—— The class map "imblock" matches !--- all kinds of
traffic. class-map P2P
match port tcp eq www

!--- The class map "P2P" matches !--- http traffic. !
policy-map type inspect dns preset_dns_nap paraneters
message- | ength maxi mum 512 policy-map type inspect im
impolicy

parameters
match protocol msn-im yahoo-im

drop-connection

!-—— The policy map "impolicy" drops the IM !--- traffic
such as msn-im and yahoo-im . policy-map type inspect
http P2P_HTTP

parameters

1R

70N

EEF A policy-map type
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match request uri regex _default_gator
drop-connection log

match request uri regex _default_x-kazaa-network
drop-connection log

!--- The policy map "P2P_HTTP" drops the P2P !---
traffic that matches the some built-in reg exp's.

policy-map IM_P2P
class imblock
inspect im impolicy
class P2P
inspect http P2P_HTTP

!--- The policy map "IM _P2P" drops the !--- IM traffic
matched by the class map "imblock" as well as P2P
traffic matched by class map "P2P". policy-nap

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global service-policy IM P2P
interface inside

!--- Apply the policy map "IM _P2P" !--- to the inside
interface. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
Ci SCOASA#

NRIENREA SR

regex _default_GoToMyPC-tunnel "nmachi nekey"

regex _default_GoToMyPC-tunnel _2 "[/\\]erc[/\\]PolI"
regex _default_yahoo- nessenger "YMSG'

regex _default_httport-tunnel "photo[.]exectech[-
Jval[.]cont

regex _default_gnu-http-tunnel _uri "[/\\]index[.]htm"
regex _default _firethru-tunnel _1 "firethru[.]cont
regex _default_gator "Gator"

regex _default _firethru-tunnel _2 "[/\\]cgi]-

]bin[/\\] proxy"

regex _default_shout cast-tunneling-protocol "1"

regex _default_http-tunnel "[/\\]HT_PortLog. aspx"
regex _default_x-kazaa-network "[xX] -

[kK][aA][zZ] [aA] [aA] - [nN] [eE] [t T] [WW [oQ [r R [kK]"
regex _default_msn-messenger

"[Aa] [Pp] [Pp] [LIT[1i][Ce][Aa] [Tt][1i][Oo] [Nn] [/AN][Xx][-
JIM[Ss][Nn] [-]

[Mi[Ee][Ss][Ss][Ee] [Nn][Gg] [Ee] [Rr]"

regex _default_ai m nmessenger

CLHA T[T [Pl [ 10 PP] [Rr ][Ol [Xx] LYyl [ 101 ][Ce][Qull
1G] [Co] [ M ™

regex _default_gnu-http-tunnel _arg "crap"

regex _default_icy-nmetadata "[il][cC[yY]-

[MM[eE] [t T][aA] [dD] [aA] [t T] [aA]"

regex _default_w ndows- nedi a- pl ayer-tunnel "NSPI ayer"
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Ci sCcOASA#show running-config
: Saved

ASA Version 8.0(2)
!
host nane pi xfirewal |
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names
!
interface EthernetO
namei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernetl
narei f outsi de
security-level O

ip address 192.168.1.1 255.255.255.0
!




!--- Output Suppressed passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp nbde passive access-list 101 extended deny ip host
10.1.1.5 any

access-list 101 extended deny ip host 10.1.1.10 any
access-list 101 extended permit ip any any

!--- The ACL statement 101 is meant for deny the IP !---
traffic from the hosts 10.1.1.5 and 10.1.1.10 !---
whereas it allows the rest of the hosts. pager lines 24
nmu inside 1500 mu outside 1500 no failover icnp
unreachable rate-limt 1 burst-size 1 no asdm history
enabl e arp tinmeout 14400 tineout xlate 3:00:00 tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
nmgcp 0: 05: 00 ngcp-pat tineout sip 0:30:00 sip_nedia

0: 02: 00 sip-invite 0:03:00 sip-disconnect timeout uauth
0: 05: 00 absol ute dynani c-access-policy-record

Df I t AccessPolicy no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

I'i nkup I'i nkdown col dstart no crypto isaknp nat-traversa
telnet tineout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map type inspect im match-all im-
traffic

match protocol msn-im yahoo-im

!--- The class map "im-traffic" matches all the IM
traffic !--- such as msn-im and yahoo-im. class-map
im_inspection

match access-list 101

!--- The class map "im inspection" matches the access
list !--- number 101. class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default
i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdntp policy-map
type inspect im im-policy

parameters

class im-traffic

drop-connection log

!-—-— The policy map "im-policy" drops and logs the !---
IM traffic such as msn-im and yahoo-im. policy-map impol
class im inspection

inspect im im-policy

!--—- The policy map "impol" inspects the IM traffic !---
as per traffic matched by the class map "im inspection”.
!--- So, it allows the IM traffic from the host 10.1.1.5
!-—-- and 10.1.1.10 whereas it blocks from rest. !
service-policy global _policy global service-policy impol
interface inside

!--- Apply the policy map "impol" to the inside !---
interface. pronpt hostnane context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

Wi
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. show running-config http-map—EZ REEEH HTTP BR&,

Ci scoASA#show running-config http-map http-policy

!

http-nmap http-policy

content-length min 100 nmax 2000 action reset |og
content-type-verification match-req-rsp reset |og
max- header -1 engt h request bytes 100 action | og reset

max-uri-length 100 action reset |og
|

. éhow running-config policy-map—E RATE K kRSB E R A K G R F B E -

C scoASA#tshow running-config policy-map
|
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength nmaxi nrum 512
policy-map type inspect iminpolicy
par anet er s
mat ch protocol msn-imyahoo-im
dr op- connecti on
policy-map i nmdrop
cl ass inbl ock
i nspect iminmpolicy
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect skinny
i
i
i
i
i
i

i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp

i nspect sip

i nspect xdntp

HALMERAUTHS R R %I , N

show running-config [all] policy-map [policy map_name
type inspect [protocol]]

C scoASA#tshow running-config policy-map type inspect im
!
policy-map type inspect iminpolicy

par anet er s

mat ch protocol msn-imyahoo-im

dr op- connecti on
|

. éhow running-config class-map—E RAEXKRHA B BIVEE..

Ci scoASAf#fshow running-config class-map
!
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

]
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cl ass-map i nbl ock
mat ch any
- show running-config service-policy—E "B H a2 TR RS KB E &
Ci scoASA#show running-config service-policy
service-policy global _policy gl oba
service-policy inmdrop interface outside
- show running-config access-list—E R EZ £ R & LIZITHIHE SIREE,
Ci scoASAf#fshow running-config access-list
access-list 101 extended deny ip host 10.1.1.5 any
access-list 101 extended deny ip host 10.1.1.10 any
access-list 101 extended permit ip any any

i P B BR
ARER 5 R E B AT AT I E B3 1T EHERR
AXE : EFEAdebugin T ZHl , EZFEAXDebugin THEEFE LR,

. debug im—E R IM F B ERHER.
- show service-policy—& 7~ B Bt & Y BR 55 5K #E o

Ci scoOASA#show service-policy interface outside

Interface outside
Servi ce-policy: indrop
Cl ass-map: inmbl ock
Inspect: iminpolicy, packet 0, drop O, reset-drop O

- show access-list—& 7~ 17 8] 51| R #Y 1T B85 o
Cl sCOASA#show access-list
access-list cached ACL log flows: total O, denied 0 (deny-flow nax 4096)

alert-interval 300

access-list 101; 3 elenents
access-list 101 line 1 extended deny ip host 10.1.1.5 any (hitcnt=0) Ox7ef4df bc
access-list 101 line 2 extended deny ip host 10.1.1.10 any (hitcnt=0) 0x32a50197
access-list 101 line 3 extended permt ip any any (hitcnt=0) 0x28676dfa

HXfER

. Cisco 5500 %%l ASA X#E#W
. Cisco PIX 500 RINEZLERFTRER
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