EASATX LFHREFE=ZFHUBFIBHUAES

WebVPN — 2 i FH Y Bl i R f

A

[

S 1. BiF Date, Time # Time Zone R B HH
ST 2. £ RSA ZEAXY

SR I HEEER

SR 4. 4 RRAIE P T A

SE5 BIFEES

S 6. ZEIUP

S 7. 5 WebVPN FiE 1 A # LR IEH
B ASAWBEE RIS

EECREWNIEE

£ Web X ¥ 835 1iF 79 WebVPN Z AV
%17 SSL iF PSS H

DAL

8BS Bk BR

HXER

fasr

I ELE R R IMAITE ASA EFHLEE=ZFHNBBFIES , LUES WebVPN —EEM. LR
flH £ Verisign Trial Certificate, 8N SREF TS ASDM NAREFFZ R CLI RAl,

FRFM

ER

A ERERES FRINER Y (CA) MEFTIEHEM. ZFHNE=7 CA #tREH Baltimore,
Cisco, Entrust, iPlanet/Netscape. Microsoft, RSA # Verisign.

SERRAH

A AEERIETHRARRZ 7.2(1) 1 ASDM R4S 5.2(1) B9 ASA 5510, B2 , AR IEXN T
BT 7.x AEM A A ASDM WRARHET ASA R ZHBBE K.




AXHEPNEEHRRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BE, MRBEANREIMEG  FRARKELTHMEGTHEERN,

4l
BAXMAENESES | W5E Cisco HABTLHE.
[T

B PIX/ASA LZRF=ZFHNEHRFILES , BEEMA TSR :

1. RIER ., eEMEXERRER,
2. £ 5 RSA Z4AXt.

3. BIBEHER.

4. 5 BUEEA .

5. BIFEER.

6. ZEIUEF,

7. BEEWebVPNLAE A # R A UEF,

S, 1. BiF Date, Time F Time Zone HE B HHE
ASDM B

1. 83 Configuration , A5 # & Properties.
2. BFF Device Administration , $A/51%3#% Clock.
3. WIEYHEHMEERDHER, EEBHEBEIIUERKUE , Date. Time M Time Zone EATUER,
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Uz this soreen io configure Bhe ASA diock.

1]

Aatomnaticaly sdust clock for derylight
Eaving chargss.

Tirree Tores: FG-HTJ:G-D:I:I:EEEIEIIHTM] e el Masseu, Mew Yok
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W mm EE
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2 3 FL 5 % i %

2007 e
Tiemar

Lgscdate Diaplery Tirres ]

e

(55 7907 11,0345 AMEDT

ciscoasa

ciscoasa

ciscoasa#show clock

11:02:20.244 UTC Thu Jul 19 2007

HI 2. £ RSA B
ERH RSA 2R E ASA WEHERASHE —RBIEMK PKCSHI0 IEBER, LNABEBEHENH

BIRZANNEERKBRBR,
ASDM HR

1. . Configuration , AJ5 % & Properties,
2. RJT Certificate , AA/F LR Key Pair,
3. B Add.



el Certrhcate
at [E3 Butnertication
MAT &y Envolmart -
o) Impit Cartificats | ey Pe Hems [ Hage iz I et |
G3 |
B 23 Manage Coinicales e D
- }é usipoid
& gé?ﬁum & Add Key Pair x| = |
CED Manager 1B irpcet
o -l Device Aocsss Rsfresh |
*ﬁh ii gl}ew.': Admirisiratnon
R ting - DHC iCEE
. e mﬁy?ﬂ
B gl Haoh Avadlabaty s Soal
Clobal Cbjects Fadicrver e 1024 i
(g Fragment
E:] =] Misbory Melrics Liage % Genarsl Purpose " Special
hmr"':h Y HTTRATTRS
IRy P Auc
w1 Leggng
I Pricuity Grisus I Gererabe Mow | Cancel | Felp |
I =
I ﬁw Sarmr
I TCP Options
I g T ks ‘
4. MABHEN  RBERBAD , ARERERRE, I8 #ENBHAXNKNE 1024,

5. BliAER. BEIZIVEHANNE Key Pair Name #1514,

wRTRAl

ciscoasa

ciscoasat#tconf t

ciscoasa(config) #crypto key generate rsa label
my.verisign.key modulus 1024

! Generates 1024 bit RSA key pair. "label" defines the
INFO: The name for the keys will
my.verisign.key Keypair generation process begin.
ciscoasa(config)#

name of the key pair.
be:
Please wait...

TSR3 HREER
B ASA FEANIERHM (CA) , BFREEER.
ASDM 3

1. 8 Configuration , A5 # & Properties,
2. BFF Certificate , A5 BFF Trustpoint,
3. #£$# Configuration , A5 ¥ o7 Addo



Configuration = Propedies = Cedificate = Trustpaint = Canfiguration

e Stariup Vizard | Configuration

T %ﬁ;ﬁm Configure a Cerfificate Autharity (CA) s a trustpoint.

= aRP

e Audo Update

{2 Chent Upoiate

S Centificate Trustpont Name | _Device Certficate Subject | CA Certificate Subject | || Aid ‘|
b [E3 ausherication -
— Sty Enrolmert
] bnpart Cedificate
— 88 ke Poir

- at Import
E—gnwb&km

4. BEELAT{E : Trustpoint Name:EERBHM S ERAEEX, (LREIER
my.verisign.trustpoint, ) Key pairiZ#E S 5R 2 P4 RN ZEEAXS (my.verisign.key)o

5. #8{Ri% 7 Manual Enrollment.

6. £ Certificate Parameters, & I Certificate Parameters X4 & 4E o

7. 3L Edit, AFRETXRFIHNEY : EREXEE , ATEUM Attribute FHIFIRPIEFE
WA AE , RFHEH Add.

x

Attribute | Value |
Cormman MName (M) swEbvEnLGISC0 Com
~DM Attribude to be Added |Departrent (O TSWEE
Cormparry Marmes (0 Cizoo Systems
Aftribute: |- Select Atriute .. W el State (S) Morth Carolina
State (=) L=
Nahie: [helste fLocation (L) i Raleigh
O Cancel Help I

8. WM EZE , # OK,
9. ¥ Certificate Parameters JJiE4EHY Specify FQDN FE & |, A FQDN, tENSRATFLAH
A (CN) B9 FQDN #[E,



@& Certificate Parameters

Erter the walues for the parameters that are to be included in the cedificate.

=uhbject DM: vatems, St=Morth Caroling, =t=U% L=Raleigh Edit...

~FzDn

i Use FQDM of the device

{* Specify FQDM ywelvpn CiSco.com

i Use none

E-rnail:

P Address:

|_ Include device serial numkber

4 Cancel Help

10. Click OK.
1. RIFRBIER T ERMNZAR , ARFE T Use manual enroliment kR4,
12. B OK , AR/ E o Applyo




= Add Trustpoint Configurakion

Trustpoint Kame: |I‘|13.-'.'|rerﬁig‘|.truspni1t

[ Generate & seli-signed cerificale on enroliment
If this oplicn iz enakled, only Key Pair and Cerlificate Parameters can be specified,

Enraliment Setlings I Reyvoostion Check I CRL Rsrizyal Pni-:',rl CRL Retriawval HB‘thnﬂI DCEP RLiEBI Advanced

Key Palr: try werision key | % Shover Details | Mesw Key Pair .. |
Challenge Confirm Challenge
Pazaword: Paz=wward: |

Enrollment Mode can only be specified if there are no certificales associated with this trustpoint,
‘Enraliment kade-

* Usze manual enroliment

" Use sutomalic srraliment

Enroliment LIRL: it ff
Retry Period: 1 minutes
Fetry Count: ] (Uze 0 to indicate unlimied retries)
| Cerlificate Parameters... |
(8], 4 Cancel Help
wHITRA
ciscoasa

ciscoasa(config) #crypto ca trustpoint
my.verisign.trustpoint

! Creates the trustpoint.
ciscoasa(config-ca-trustpoint) #enrollment terminal
! Specifies cut and paste enrollment with this
trustpoint. ciscoasa(config-ca-trustpoint) #subject-name
CN=wepvpn.cisco.com, OU=TSWEB,

O=Cisco

Systems, C=US, St=North Carolina,L=Raleigh

! Defines x.500 distinguished name. ciscoasa(config-ca-
trustpoint) #keypair my.verisign.key

! Specifies key palr generated in Step 3.
ciscoasa(config-ca-trustpoint) #fgqdn webvpn.cisco.com

! Specifies subject alternative name (DNS:).




"ciscoasa(config—ca—trustpoint)#exit ”

S| 4. EREBTM
ASDM $%&

1. B Configuration , A/5 % Properties.

2. RFT Certificate , #A/51%$# Enroliment,

S WAERTEEISHUENEES . AFEE Enroll, FEEHIN—MXIFE |, HIIHIERE
MiER (R RIERELERER) .

B= Enrollment Request x|

To complete the enrolliment process, please paste the following PKCS10 enrallement reguest into the
management interface of the CA,

You will need to install the cerificate after receiving it

o to Configuration = Properties = Cedificate = Import Certificate to do o,

Cedificate Reqguest:

oM

AQEREBQAD g TOAMIGTAC GEBA

p=MFP7LeEPIN+RdthabB=

wiH4 001l BBHE S 5o ; =i C9B ] J2vdygCoyogt+xPB404 f1TP0oeFEfgYapn CHyWHE
AgMBALGH ol i GSwOECO AIMA=CAI AR ELwI Fol AnE g NVHEEEH=A

ghtD's =T Bl T o ThwcNAQEER QAD
cmoBmnS PinL0ogyDtns ]

gE]WABVHE N1k sMubr2eChIFukZ EBETwoe 3 Lub0oge £ £7AHO
gontnlkGTI1l1vE

Ik

4. 1 PKCSH#10 EMEREH B — N NAEXX A |, AR5 CSR BRRAHMMNE =S HNRE, F
=R HMEERE CSR FNMA —MRATRENSBIES.
wEITRA

RERH 1

ciscoasa(config) #crypto ca enroll my.verisign.trustpoint

! Initiates CSR. This is the request to be ! submitted
via web or email to the 3rd party vendor. % Start
certificate enrollment .. % The subject name in the
certificate will be: CN=webvpn.cisco.com,OU=TSWEB,
O=Cisco Systems,C=US,St=North Carolina,L=Raleigh % The
fully-qualified domain name in the certificate will be:

Q

webvpn.cisco.com % Include the device serial number in




the subject name? [yes/nol]l: no ! Do not include the
device's serial number in the subject. Display
Certificate Request to terminal? [yes/no]: yes

! Displays the PKCS#10 enrollment request to the
terminal. ! You will need to copy this from the terminal
to a text ! file or web text field to submit to the 3rd
party CA. Certificate Request follows:
MIICHjCCAYcCAQAWgaAXxEDAOBgNVBACTBl1IhbGVpZ2gxFzAVBgNVBAGT
Dk5vcnRo
TIENhcm9saW5hMQswCQYDVQQGEwWIJVUZEWMBQGA1UEChMNQ21zY28gU31z
dGVtczEO
MAWGA1UECXMFVFNXRUIxGzAZBgNVBAMTEMNPC2NVYXNhLmNpc 2 NvLmNv
bTEhMB8G
CSAGSIb3DQEJAhYSY21zY29hc2EuY21zY28uY29tMIGEMAOGCSQGSIb3
DQEBAQUA
A4GNADCBiQKBgQCmM/2VteHnhihS1u0j0+hWa5KmOPpI6Y/MMWmggBaB
IM4yTx5b
Fm886s8F73WsfQPynBDfBSsejDONBpFYzKsGE7TUMQOB2m2RFagfyNxYt
30MXSNPO
ml1dZ0xJVnRIp9cyQp/983pm5PEDD6/ho0nTktx0i+1cEX01uBMh70Kar
gwIDAQAB
oDOWOWYJK0ZIhvcNAQKOMS4wLDALBgNVHQ8EBAMCBaAwWHQYDVRORBBYwW
FIISY21lz
Y29hc2EuY21zY28uY29tMAOGCSgGSIb3DQEBBAUAALAGBABrxpY0g7Se0
HZf3yEJqQ

pPobwG+0o0ZpsvpYI/HemKUlaRc783w4BMO51ul IENHgRgAXrToQnO0B7JPI
bkc2ykkm

bYVRt /wiKc8FjpvPpfOkjMKOT3t+HeQ/5Q1Kx2Y/vrgs+Hg5SLHpbhj /
Uol3yWCe 0Bzg59cYXqg/vkogZV/tBuACr ---End - This line not
part of the certificate request--- Redisplay enrollment
request? [yes/no]:

ciscoasa(config) #

SW5. WERER
MNE=FHREBELKEISERE AT URERIT ISR,
ASDM $ 3

1. FEMHIEBREFR AR ITEN A,

2. NRBUBIH R IEXHF XK base64 INZRIEH , MEATE HILL base64 EE , FHIFEHMM
B3 AR,

3. BT BBHN cero X : —BEXHElceri BEBEDE , XHEEFRMERNIES,

4. ML UEFH XX, et |, &8 R “Certificate” X} 51,



General | etails | Certification Path |

'.'.e-.-@i-.
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote computer
*Proves your identiky ko a remote computer
«2 16.840.1.113733.1.7.21

EE R
“Windowsfﬁ“/ﬁ/iﬂ%ﬂ?f?ﬁﬂ@ﬁﬁfﬁbﬁf#’“EMJJ_a'\TE“"“‘%WJ&Iﬁ-FEF IBAMFIRENEE = 5 4
RIFGIRCAS R BICAILES , AT RERERTHIE, 1B ’%%_751?EF?§ZR CAEBEERER

, LIRS HZHAIIR CA SH[E CA 1IE=F:o
5. iﬁ..t Certificate Path &I .
6. BHETAT R MM S MEH EFH CAED |, ARi5¥E T View Certificate,

General | Detais Certification Path |

— Certification path
- VeriSign Trial Secure Server Test Rook CA

Werisign Trial Secure Server Tesk CA
----- . webypn, cisco.com

YWiew Certificate

Certificate staktus:

This certificate is CK.

Ik

BEEt , FFE R



B CAEHHNHEAES. W& BOEUIRIPRESN (IRE ) IEH. FLHIRPLURME
. HBIRI CAUEH., BM (RE)IEBESERE LR,

Certificate d
General  Details |CertiFicaI:i|:|n Path I
Shi:
Field Walue -
E'-.-'ersinn W3
[Flserial number 63b1 a5cd c59F 7550 1d al ..,
ESignature algarithim shalRSh
Elssuer WeriSign Trial Secure Server Te,,, =
E'-.-'aliu:l From Tuesday, February 08, 2005 ...
E'-.-'aliu:l u] sunday, February 08, 2015 7:...
Eﬁubject WeriSign Trial Secure Server Te...
[ElPublic key RS& (2048 Bits) ~|
Edit Properties. .. Zopy to File. ..
0 4
7. B Details,

8. # 7 Copy to File

9. f£“Certificate Export Wizard’® , #d; Next.

10. F£“Export File Format’¥Ji&4E 7 , # i Base-64 encoded X.509 (.CER) ¥4 , RAE¥8
“Next’



Certificate Export Wizard

™ Include Al certifizates in the cerbifization AL I possible
L Personal Information Exchanae - PRES #1211,
™ Include &l certifizates in the cerbifization AL I possible
™ Enable strang protection (requires IE S.0) M .0 5H4 o abave]

™| Delete the pritate ke iy bhe export is sUccesstul

_ <eack | _ Cencdl |

M. WMANXGBURERTRE CAIEBHNE.,
12. Biff Next , AA/F 2 E“Finish”,



Certificate Export Wizard

c:\introokea| | |

13. #E“Export Successful’X iFHEH , 25 OK,

14. X2 CA EBHWRIFME,

15. EANAKEERITFF G, flWidER, (HREEXMH , R/51E#E Send To > Notepad.
) MRERKRLTFTTEHPIUERH base64 miSE S



File Edit Format ‘Wiew Help

F—————BEGIN CERTIFICATE-———-
MIIFS]%CBDHQAWIBAQIQCECQ#?aTd]6EtFIEDXVTEEANngqhkTGQWDBAQUFADCE
Y ZELMAEGATUEBNMCOWWMxF 2AVEBONVBADTD 12T cm 1 TawduLCE JbmMUMT Awl gy DVOOL
Eydch3T _cleGVE dCBadIwh3n 1 cyBPbm) SLTAGTMEGY XMz ThbmM T Cyd xQ ] BABGNY
BASTOVR | CMlzIGOMIHVZZSBhdCBodHRwCZoVL3d3dy 322 Ipc2 Tnbi S b 0wy 3Bz
L3IRTC3R]vsaoyykwNTETMCsGALUEAXME VM Y AVNPZ 24 gvHIp Y wwgU2v] dx 2 TIFN]
cn21ciBUEKNDIENBM54KDTAEMDcyNzAwMDAWMFDEDTAEMD?xMDIzNTklOVuwgzdx
|czAJBgNVBAVTATVTMRCWFQYDVQQIEwﬁobajﬂacanvxjubs LY TEWMEDSATUEC hoN
Q21zvzaﬁu31szVtczEOMﬁmGﬁiUECxQFVFNxRUIxﬂjAdagmvansumva1cmlzIGgm
IHVZZSBhAdCE3d3 cudmvyaxMpZ 24 uy 2 9T L2 MwCy S 0ZxN 0y 2 EQRGMPMDU X E ] AQE QMY
BAMUCWHNS awvUudHZwh JCBnzANBgk ghk 1G9wOBAQEF AADE] QAW Yk CgYEALVSARZSM
SZ7Uwos ov+yL /SMzULWE T gvigw=lavi4d UwgpUgSTgal EnSwhvrZ2mIdoT /ucIwbkla
TiajzxxSocuvAKUI7CcnoxS ] +K THIBNU] Z8Ey3r26nLastBCOK Sy SZ6T ATz imMap
RWMazEUDFaiiT+EDG?KAiWCPTdE?FHEINFECAWEAAaGCAdcwg gHTMAK GAL I EwCC
{MAAWC WY DVR OPEAQDAGWIMEMGE AT UdHwBMD owkAZ 0D SGMMhOdHABL STV ITZWHN1
CmUtTEJSLﬂ21Cm12awduLmNUb59TV1JUCm1hbDIwMDUuYEJSMEDGﬂlUdIARDMEEW
Py kY IZ1AYhd ROEHFTAXMCBGCCsGAQUFBWIBF I NOdHRwWCZowL3d3dy 522X 0pc2n
biEjbEDUYEEELERWCERjYTAdEgNUHSUEFjAUEggFBgEFBQCDAQYIHWYBEQUHAWIW
Hw DWR O] BEgwF 0ALUZ T KOgeaxwd0gT et exTvCEnAnhLoweay I Kwy BEQUHAQEERDE]
MCOGCCsGASUFEZABhhhodHR WO I Byh2NZCC5 22 Ipc2 Tnbd 5§ b2 Owd gy I KwyBEQUH
MAKGNMhOdHAGLy STV ITZWNLlcmutvwThinzZ Toml zawdulmivbsSTv T Jucm ThhD Dw
MDULYWThimi1C]BUBQgr EQEFBQCBDAR TMGCHAGE CMF owwWDEWF O T phwF nZS SN awyw
ITAfMACGESsOAwWI ABERLAY kO] g¥MUSESOIsprESHIWEFGDAMF 1ROdHRWD T 8vhE5n
bESEEKJpC21Hb15]bEDUdHNSbEdUMS5ﬂaWVWDQYJHDEIhUCNAQEFBQADggEEACdk
SwooGantmd 1r Ihw8TSGs jdPpospLseBFxULEZ 1 THGRrCTOs AL rghlFELA Ky
1;Ea]]dteeVTgIurIclawwa+RHCCTqu1zFvaumDmmzegdQsmzaGaMersByEE
Lbl/3+]z8skIak1ZP7OpmgMEECZ+cUmLlOrk 631 cd 6yBCs IMZVvhGEsZ TNSI BORRWE
hakDsfufvsirHcBCONIdOECOB05 I ZUTrES S w1 xz2 ] 101 51FhaemCox /UBT 2w 3 2C
th412+T§Fy23z?thnu1uhMa?bczTEmmquSkCEHEzzkALﬁuGNpryE1?TLHyja
TdTLIFmBwT02gazsas4 0=
————— EMD CERTIFICATE--——-

16. £ ASDM H , B Configuration , /5 # & Properties.

17. RJT Certificate , A/51%3F Authentication,

18. B Enter the certificate text in hexadecimal or base64 format 2% %41,
19. ¥ base64 &Y CA UEP M XA w85 7 #E M B AR X,

20. #.# Authenticate.



Configuration = Properties = Cerificate = Authentication

_|_ Startup vizard | Authentication
R
I %M Sﬂuf.-.g Suthenticate a CA cerificate. Az the result of suthentication, the CA caertificate will be associated with a
! "
SPody Irustpoint and instaled onthe device,
iw-Ed AP
o8 Auto Updste
*;; Clert Uodat Truztpoint kanme: Irn'r.vcrisi;mlrmpu... > I Edit... g
EHED Cerdificate
N A dherdicadion Fingerprint (optionall: I
- 8y Enrcliment
i g'mﬁf’fif'ﬂﬂ The certificate text can be specified if the selected frustpoint iz configured for manual enroliment.
Ky Pair
ey Manage Cerificales ~Certificats Text
[=-Eh Trustpoint _
_Ea Configuration " nport from o fis: I Broviae
—iB Export
L Fnport (¥ Enfler the certificate text In hexadecimal or bazesd formal:

Z-ré—ﬁ' Device Access

i Device Admintstration
H DHCP S2rices

¥ Dfﬂ? DS

1I.E.ﬁ.xl-.'lp"-"mWn\l'hk:-l?-igMWQUWMJ?T’HMIIUEJIMNDIE‘;MA
CColEThgglew TagTiadhnwDa v o ZiwveNAGEF BRADGYEASTSvES 3
234 Y RO ST I51 1 1oL 2MANpSHabrwd 1 2GSsnD Dk SRmH SBATSLUGE
NvRICDSEOmMB MO IB 2aB T OlsiHSIM A JeOig A +O9 3 e+ peLid Al

i High Avaiabiity and Scal R B 3 T gBUKF ARV EiRig=
i Faiover +=e-END CERTIFICATE:mes
i Fragment -
E History Metrics 1 | .
B |ﬁ ;T:ETTPS §& Authentication Successful x|
#- 3 Logging
&5 Priority Gusue
R s (:;} Thee frustpoint my verisign truspeoint has been suthenticated
SUNRPC Server
— i TCP Crplions
—ﬁ Timeouts
— & URL Fittering
Hgl WoCP
21. Click OK.
wR{TRE
ciscoasa
ciscoasa(config) #crypto ca authenticate
my.verisign.trustpoint
! Initiates the prompt to paste in the base64 CA root !
or intermediate certificate. Enter the base 64 encoded
CA certificate. End with the word "quit" on a line by
itself ----- BEGIN CERTIFICATE-----
MIIEwDCCBCmgAwIBAgIQY7GlzcWfeIAdoGNs+XVGezANBgkghkiG9w0B
AQUFADCB
jDELMAKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAw
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTM8gYXNzdXJThbmNlcy4dx
MjAwBgNV
BAMTKVZlcmlTaWdAuIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBSb290
IENBMB4X
DTA1MDIWOTAWMDAWMFOXDTE1MDIwWODIzZNTk10VowgcsxCzAJBgNVBAYT
Al1VTMRcw
FQYDVQQKEW5WZXJpU21lnbiwgSW57jLjEwWMC4GA1UECXMnRm9yIFR1c3Qg
UHVycG9z
ZXMgT255eS4gIESVIGFzc3VyYW57 ZXMuMUIWQAYDVQQLEZ1UZXJtcyBv
ZiBlc2Ug
YXQgaHROCHM6LY93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNOY2EgKGMp
MDUxLTAr
BgNVBAMTJFZlcmlTaWduIFRyaWFsIFN1Y3VyZSBTZXJ2ZXIgVGVzdCBD




QTCCASIw
DQYJKOZIhvcNAQEBBQADggEPADCCAQOCggEBALSXGt1M4HYjXwA+ /NAu
wElv6IJd/

DV8zgpvxuwdaMv6 ENQBHSF4eKkFDcJLJVNnP53ZiGcLAAWTCS5ivGpGQE6
1BBD6Zqgk

d851P1l/6XxK0EAmrN7 gVMmvBMGRsmOjjelop5 £ 0nKPQVONK2gNUB6n45
1P4goygs
EObdrul6équz+II2cGFAGloSYRy4wvY/dpVHUZOZQYcIKK08yGotR2xAl
D/OCCmZO
5RMNQLLKSVWYHhJ25EskFhgR2qCxX2EQJAnDXuTw0+4t1qj97ydk5iDo
xjKEfVv6sb
tnp3TIY6S07bTb9gxICk4pGbcf8DOPVOfGRUlWPpEUUZC8v+WKC20+sK6
QMECAWEA
AaOCAVwwggFYMBIGA1UJEWEB/wQIMAYBAf8CAQAWSWYDVROgGBEQwQ]jBA
BgpghkgB
hvhFAQcVMDIWMAYIKwYBBQUHAGEWJGhOdHBz0i8vd3d3LnZlcmlzaWdu
LmNvbS93j

cHMvdGVzdGNhLzAOBgNVHQ8BAf 8EBAMCAQYWEQYJYIZIAYb4QgEBBAQD
AgEGMBOG
Al1UdDgQWBBRmMIO6B4DFZ3Sp/q0bFNgIGcCeHWjCBsgYDVROjBIGQMIGn
OYGSpIGP
MIGMMQswCQYDVQQGEwWJVUzZEXMBUGA1UEChMOVMVyaVNpZ24sIEluYy4x
MDAuBgNV
BASTJ0ZvciBUZXNOIFBlcnBvc2VzIE9ubHkuICBObyBhc3N1cmFuY2vz
LjEyMDAG
AlUEAXMpVmVyaVNpZ24gVHIpYWwgU2VjdXJ1IFN1cnZlciBUZXNOIFJv
b3QgQ0GC
ECCol67bggLewTagTia9h3MwDQYJKoZIhvcNAQEFBQADgYEASZz5v8s3/
SjzRvY21l

Kgf234YROiL51ZS1110UZ2MANp2H4biwdit £sG5snDD1wSRmiH3BW/SU
6EEzD90i
Ai9TXVRIcD5qOmB+nyK9£fB2aBz0iaiHSiIWzAJeQjugA+Q93jNew+peu
j4AhdvGN

n/KK/+1Yv61w3+7g6ukFMARVBNg=

----- END CERTIFICATE-----

quit

! Manually pasted certificate into CLI. INFO:
Certificate has the following attributes: Fingerprint:
8de989db 7fcch5el3b fdde2c42 0813ef43 Do you accept this
certificate? [yes/no]: yes Trustpoint
'my.verisign.trustpoint' is a subordinate CA and holds a
non self-signed certificate. Trustpoint CA certificate
accepted. % Certificate successfully imported
ciscoasa(config) #

SW|6. RRILH
ASDM HE&
ERAE=AHNERHNSFMHIEBIITU TSR

1. 8 Configuration , A/ # & Properties,

2. RFT Certificate , A/51%#F Import Certificate.

3. # 5 Enter the certificate text in hexadecimal or base64 format %340 , RE1F base64 &
PHEPBR MBI EFED,



Configuration = Propéfies = Certificate = Impoi Cailicals

38 Device Administration
—{l' DHCP Services
ik DNE

il High Availnkiy ard Scal
(i Faaar

-

----END CERTIFICATE-----
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g Fragment
f Hisicey Metrics
#5 HTTRHTTFS & Information
iy P el
+{8 Logaing
5 Priorty Gusus
a5l
SUNRPC Server
--ﬁﬁKPDﬁMns -
§?Tmta15 O |

EL URL Fiterirg

Y —

e Sterbup Wizard :-hmﬂﬂmmum
T AMA S0 Instal an iderily certificabs thal was recaieed from a Cetificabe Authorlty (CA] in responss 1o & maniesl
I Anli=-Spo0ing
-3 aRp enrolmert request.
e Aada Updals
{—eh Cherd Upsdate _
= Certificate Trustpeirt Mame: [m'.-'.'-.'ﬂlmntcusr:-u . "Fl | M. |
E8 Aufheentication
Enrcliment Certificale Text
B e P T Import from & fie: | Erowse
Manage Certiicabes
=} Trustpoint % Enber the conificate text in haxacscinsl or basesd Torret:
oo figpuration
@. Epaet WSHESHFMHWMIIMMMSA
B mport WG Ko e DEFEATGER ARE v SHF Ciglowh oy diary

KSHSPOGEGCRCga eSS+ cAnpPLDNmBGTPA GRyv oy 2 (LIS Goc Moy
I FEF bleCHAhEMakind Dz ki I2p'y Umil DU SE00U e p e TV EIrYE,
WD LA DEERAREIoA v Db uc b TV Tverridcg  ClOOMHE Y a5
LAY Rvhda CHI SHe e SN0 mUE ORAUC oI DO G 2Bk SOMT T8I
vHTCSgROLD I +SMoPAYE + g DL b+ CPAGH I o T 20 I INELCSENM =
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4. B Import , R E T OK,
BRITRA

ciscoasa

ciscoasa(config) #crypto ca import my.verisign.trustpoint
certificate

! Tnitiates prompt to paste the base64 identity
certificate ! provided by the 3rd party vendor. % The
fully-qualified domain name in the certificate will be:
webvpn.cisco.com Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself ----- BEGIN
CERTIFICATE-----
MIIFZjCCBE6gAWIBAgIQMs/oXuu9K14eMGSfOmYjfTANBgkghkiG9w0B
AQUFADCB

yzZELMAKGA1UEBhMCVVMxXFzAVBgNVBAOTD1Z1lcml TaWduLCBJbmMuMTAwW
LgYDVQQL
EydGb3IgVGVzdCBQAXJwb3NlcyBPbmx5LiAgTm8gYXNzdXJhbmNlcy4x
QjBABgNV

BASTOVR1cmlzIGO9mMIHVzZSBhdCBodHRwczovL3d3dy52ZXJdpc2lnbi5j
b20vY3Bz
L3R1c3RjYSAOYYKkwNTEtMCsGA1UEAXMKVmMVyaVNpPZ24gVHIpYWwgU2V]j
dXJ1IFN1
cnZlciBUZXNOIENBMB4XDTA3MDcyNjAwMDAWMFoXDTA3MDgwOTIzNTk1
OVowgbox
CzAJBgNVBAYTAl1VTMRcWFQYDVQQIEw50b3J0aCBDYXJVbGluYTEQMA4G
AlUEBxQH
UmFsZW1naDEWMBQGA1UEChQNQ21zY28gU31zdGVtczEOMAWGA1UECxXQF
VFNXRUIx




0jA4BgNVBASUMVR1cmlzIGIMIHVzZZSBhdCB3d3cudmVyaXNpZ24uY29t
L2Nwcy90
ZXNOY2EgKGMpMDUxHDAaBgNVBAMUE2Npc2NvYXNhMS5jaXNjby5jb20w
gZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALS6EVOrHH1sIB/VRKaRl1JeJKCrQ
/9kER2JQ
9UOKUP3mMVPZJIt YN63ZxDwACeyNb+1iIdKUegIJWHIOMz3GHqcgEKKW1EC
ro+6a¥YlR
TIaUE8/LiAZbA70+k/9Z/UR+v532B1nDRwbx1R9ZVhAJzA1hJTxS1Egry
osBMMazg
5IcLhgSpAgMBAAG] ggHXMIIB0ZzAJBgNVHRMEAjAAMASGA1UADWQEAWIF
ODBDBgNV
HRSEPDA6MDigNgAOhjJodHRwOi8vU1ZSU2VjdXJ1LWNybC52ZXJpc2ln
bi5jb20v
UlZSVHIpYWwyMDA1LmNybDBKBgNVHSAEQzBBMD8GCMCGSAGG+EUBBXUW
MTAvBggr
BgEFBQCCARYjaHROcHM6Ly93d3cudmVyaXNpZ24uY29tL2Nwcy90ZXNO
Y2EwHQYD
VRO1BBYWFAYIKwYBBQUHAWEGCCsSGAQUFBwWMCMBS8GA1UAIWQYMBaAFGYi
joHgMVnd
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBwWEBBGwwajAkBggrBgEFBQCWAYYY
aHROcDov
L29jc3AudmVyaXNpZ24uY29tMEIGCCsSGAQUFBzACh]jZodHRwOi8vU1ZS
U2VidaxJl
LWFpPYS52ZXJpc21nbi5jb20vU1ZSVHIpYWwyMDALLWFPYS53jZXIwbgYI
KwYBBQUH
AQwWEYjBgoV6gXDBaMFgwVhYJaWlhZ2UvZ21mMCEwHzAHBgUrDgMCGgQU
S2u5KJYG
DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24u¥Y29t
L3ZzbG9n
bzEuZ21mMAOGCSQGSIb3DQEBBQUAA4 IBAQANYM4GVThPIYL/9y1DBASN
7/yw30v3
bIirHfHIYEPJ1znZQXyXdObpZkuA6Jyu03V2CYNnDomn4dxRXQTUDDSQS8
6ZiKyMIj
XM2VCmcHSajmMMRyjpydxfk6CIADMtMGotCavRHDIT12tvwgrBock/v/
540021kB
SmLzVV7crlYJEuhgqu3Pz7gNRA8NOUN6c9sbwQlBuM99QxzIzdAo89FS
ewy8MAIY
rtab5F+0iTc5xGy8w7NARAENGFXihgnLgWTtA35/0oWuy86bjelIWbeyqg
j8ePM9TA
0LAAW6kUU1PNimPttMDhcF7cuevntROksOgQPBPx5FJSQMiUZGrviu50

INFO: Certificate successfully imported

ciscoasa(config) #

S| 7. ¥ WebVPN E RN AR ZENIED
ASDM B
1. 8 Configuration , # i Properties , #A/F1%£$E SSL,

2. 7£ Trustpoints XigjA | %R A F L LE WebVPN £iERNED, ( ARGIERAASEO, )
3. B Edit. AN E R Edit SSL Trustpoint 31 &4



AAA Seh Configure SSL porameters. These parometers affect both ASDM and WebVPN nccess.

8 e S - &

18 Priceily Cuevs
SLNRPC Server

gl TCP Options Ok | Caincsl

Tiasits

2 -.AH:P Server SEL Version: |any 3 Chert SSL Version: [Ary =
Ap Lpdaie Ercryphion .
i Chent Update
IR Carlificate Auvalable Algoeithens | Al =2 | Active Algorithme | |
-l Device Access 3DES-SHAT i
& Edit 551 Trustpodnt x
=
& “'EMA s Scal Specity an enrolied trustpoint to b used for 551 ahentication on the oulside inberiace. To ennoll & trustpoink,
| ﬁg:&:ﬂ;ﬁHﬁw g0 to Configuration = Properies = Cerlificele = Enroliment
E Frageent
35 Fistary Metnics
— S HTTRHTTPS Fleriace: outskie
-l 1P A

5 | Fiering _
[+} WD Tm!

Fallsack Trustport: | =

Specily which enrolled brustpoints, if any, should be uZad 1oF 531 suthenication on sach nlerace. Tha falkack
brustpoint will be used on inferiaces nob associted with & inestpoint of their 0w,

4. M Enrolled Trustpoint T 5lZ&k+ , EFEELSR 3 PEIBNETS.

5 B OK, RiEETE Apply.

O, #EEEOQ LLIENAA WebVPN RENIZEERFNIES. BXRNARIELFEREKI

MER  BSRAAXHEFHRIERD .

BRI

ciscoasa

ciscoasa(config) #ssl trust-point my.verisign.trustpoint
outside

! Specifies the trustpoint that will supply the SSL !
certificate for the defined interface.
ciscoasa(config) #write memory

Building configuration...
Cryptochecksum: 694687al £75042af cccbaddf 34d2cb08

8808 bytes copied in 3.630 secs (2936 bytes/sec)
[OK]
ciscoasa(config) #

! Save configuration.

KriF

RE D HRNAEIAC K RIS = F RN,




B ASANESRIESH

AER o HE IR AR B R B R IRH ASA BHERIEH,

1. A Verisign KX MEPERZIER. M Verisign WEIERWIERE , ETER—MNMEELATEE

ZERE.

2. B ALLT &% : crypto ca enroll Verisign R 55 12 R IEE & @ &,
3. X F Display Certificate Request to terminal , i A yes , H {4 tH & %4 Verisigno
4. TR ERMIIERE , AT &S : crypto ca import Verisign certificate

EECRENIES
ASDM S5

1. B Configuration , A5 % & Properties.

2. BT Certificate , A/Fi%# Manage Certificates, AT EE S HRIEN CAIEBMBAE=RH

4L B 75 90 & Y B 9 IE B BB R TE Manage Certificates Xig /1,

Confguration = Propaities = Cartficale = Manage Cefilcales
™ Startun Wizand :mmmcmmm:

gl AaSetp Manage the Certficates associsbed wih frustpoints,

B artispaatig
2
{—u2b ALt Lipointe
o Client Updats
=HE Carilicate webvpn.cisco Identity iy werisign i Ak General Purpa
HEY Authentication
&y Erwoliment
] brport Cerfificate
B ey P
k .l‘m Manacgs Cartilicabes
=R Trustpoint
£ Cengaration

el Freruret

UL

WRTRH

ciscoasa

ciscoasa(config) #show crypto ca certificates

! Displays all certificates installed on the ASA.
Certificate Status: Available Certificate Serial Number:
32cfe85eebbd2b5el1e30649fd266237d Certificate Usage:
General Purpose Public Key Type: RSA (1024 bits) Issuer
Name: cn=VeriSign Trial Secure Server Test CA ou=Terms
of use at https://www.verisign.com/cps/testca (c)05
ou=For Test Purposes Only. No assurances. o=VeriSign),
Inc. c=US Subject Name: cn=webvpn.cisco.com ou=Terms of
use at www.verisign.com/cps/testca (c)05 ou=TSWEB
0=Cisco Systems 1=Raleigh st=North Carolina c=US OCSP
ATA: URL: http://ocsp.verisign.com CRL Distribution
Points: [1] http://SVRSecure-
crl.verisign.com/SVRTrial2005.crl Validity Date: start
date: 00:00:00 UTC Jul 19 2007 end date: 23:59:59 UTC
Aug 2 2007 Associated Trustpoints:
my.verisign.trustpoint ! Identity certificate received
from 3rd party vendor displayed above. CA Certificate
Status: Available Certificate Serial Number:
63blabcdc59£78801da0636cf975467b Certificate Usage:
General Purpose Public Key Type: RSA (2048 bits) Issuer

Refrezh



Name: cn=VeriSign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances. o=VeriSign),
Inc. c=US Subject Name: cn=VeriSign Trial Secure Server
Test CA ou=Terms of use at
https://www.verisign.com/cps/testca (c)05 ou=For Test
Purposes Only. No assurances. o=VeriSign\, Inc. c¢=US
Validity Date: start date: 00:00:00 UTC Feb 9 2005 end
date: 23:59:59 UTC Feb 8 2015 Associated Trustpoints:
my.verisign.trustpoint ! CA intermediate certificate
displayed above.

fiEF Web I 323 5F 3 WebVPN L3R IE$H

EUF WebVPN REFERMIED , FERUTEIR -

1. BT Web 3 5T 25iE 3% WebVPN # 0. fF https:// AR AT IERIEFHH FQDN ( fl40
, https://webvpn.cisco.com ) » HMRKEITHLZLERZ— , FHITEZBRININNTRE
: The Name of the Security Certificate Is Invalid or Does Not Match the Name of the Sitel:
IS E Y FQDN/CN BEIEHS |, LMEZEREEE] ASA 1Y WebVPN # 0., &fE A E R & 51k
FrtE X FQDN/CN, AJLAfER show crypto ca certificates trustpointname i ¥ iIEiE
FQDN/CN. The security certificate was issued by a company you have not chosen to

trust.. B E=FHUBERIEPLZTEE Web H%

, BRI TSR : FE Security Alert”>} 1§

¥ , B View Certificate, 1E“Certificate” X iE#4E+ , H o7 Certificate Path &I, 1R
TFREMEANSMIER LFH CAIED , RiFHE T View Certificate. % & Install Certificate.
£ “Certificate Install Wizard” X iEHEF , #F Next, 1%£3F Automatically select the certificate
store based on the type of certificate B£i% %4 , Fdi“Next” , REEH Finish”. HUW DR
IEBFIARRE , 83F Yes. £ 7R Import operation was successful /R0 , #F OK , AE
B Yes', XX . BT U REIEAVerisignid AiE+ , Bt AL I Verisignidt ACARIEH

, BUE & B POE R I I R IR

2. W& WebVPN BFHA TAERHBIER, WIMNEREZEIERLNES,
3. EEREARR , LMRIEREBEENE =FH Rl HE TE,



General | petails | certification Path |

'.'.e-.-@h
! =—-1 Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remote computer

* Refer ko the certification authority's skatement for details.

Issued to: webwvpn.cisco,com

Issued by: Yerigign Trial Secure Server Tesk CA,

valid from §/14/2007 to &/29/2007

Install Certificate. .. Issuer Skatement

] 8

84T SSL BRI T
BHIT SSLIED , BRARUATSE :

1. ERFBEZITNEER.

2. 1%&$ enroll, FMERETEE : Ifitis successfully enrolled again, the current cert will be
replaced with the new ones. 2 & B4 4t ?

3. &#F Yes, XFERK—1N#T CSR,

4. FFitk CSR RIALEW CA , HIRENERF S AH ID EH,

5. EAREO LMBRHEFHRRABES.

A A,
p T

£ ASA £, AIBERTITHEA — L show &5 T RBUEUEHHIRA

- show crypto ca trustpoint — & REREBHEER.
. show crypto ca certificate — E RRG L ZENFTEIES.



- show crypto ca crls — E REFHIEHMBFIFE (CRL).
- show crypto key mypubkey rsa — & RFTHE £ BB NZBHAXN

R HEBR
A REE LT T R R TR,
ST RETHELBEIN — TR

- % %% : CA certis not found.The imported certs might not be usable.INFO:Certificate
successfully importedXf CA iE$H HHBRIEFRIEH, EA/EH show crypto ca certificate
trustpointname T RIEREBRE T CAIEFH, &KL CA Certificate FFLH1T. MRERE
CAIEH , BRIEECEA5I AT EBNEES.

- #81% : Failed to parse or verify imported certificate E R ZE FHE BT , MBREFEFBE I HX
FEESKIENIERNFERE CA EPRIE , NATsES HIBEIR, EATMIBRIL & 5+

, REEAERNPEDRR CAIEREMRIESMD. FE5ENE=FHHNERKR K IEEKE
) CAIEPBREIER,

. Certificate does not contain general purpose public key 2 &2 iR B 0E P R EF4E RN EE
KE, RS ISR, IRANEBZHZRELTRNEMIES , IESEER/RRKNZAX
AEESHIEPHEEN L. BEFER show crypto ca certificates trustpointname @ LA IE
BRABFEMIEIPLREIEBNETR. BEKLL Associated Trustpoints 738977 : IR 5 H
THRNEER , MFEARXEPFRN SRR EFTLEEINEES , HRIERAX E
£ CSR URREBERRETE N,

- EHiIREE : %PIX|ASA-3-717023 SSLEZE N BERBERBH I RBRFIEPLINEEGESR
REIRFIEPLUX SSL EZHTEHRIEN , MREZEHE LS REES, 3 SSLEEZ
MEEER , 2SEHRENEFANRRIER, IRXEHE , aBRF—FKERES , Hb
SESATMERRFIPHEREGERURREBENRR, EFIEH—SSL KeERE R
FUFPHEFRE . BUIRE : BRFHRENHERFNELENRE, BREENEEREE
MHAEERRIER. BREZILEDER. EMIMEER (NREFE).

HXER

. ffa{E A ASA E# ASDM M Microsoft Windows CA JRBEFIEH
- REFRAIZEH

. WREM (RFC)

- BAREZFEFIHY - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/71050-ASA-cert.html
/content/en/us/support/web/tsd-products-field-notice-summary.html#Security
http://www.ietf.org/rfc.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html
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