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E0 E0N0.1 172.16.1.3
ENO2 1721623
El1 E1.2
1T2.168.1.1 [Active) 1T2.16.2.1 (Active)
172.16.1.2 (Secondary) 172.168.2.2 (Standby) VLAN 3 &S

VLAN 3 VLAN 5
4 {
\

T2.16.1.0
iT216.2.0

Standby C1.
Bctive C1/ Botive C2
Standby C2 1 "E2 - Statoful
. Failover Interface _
- 100000024
ED1 4 LY Primary PIX 1;; :; ; :l] Secondary PIX
192 168.1.1 [Active) s ED.2 '
182,168 1.2 [ Standy 192.168.2.1 [Adtive)
VLAM 2 182.168.2 2 (Standby) WLAM 2 & 4
VLAM 4 C1 — Contesd 1
‘ ‘ U2 — Context 2
WLAN 2 WLAN 4
i 5
Customer A's Customer B's
Wiabsaner Wabsaner

WATATHRR , ARTRAFENRERERREEE/ZARENR. LESFHRTRERE
TN AN ETER T EWMAN, TELTREA THRE Primary VBRIV E T, BRIFSH A
, BUNTESZ ETXEATETHRE , FERGHITERAFRARXLES T,

EAETRANKERE | EESISHETVRN RORHBIET, LHBETRFHERES , BEE
EIERERBERN L,

AR ETESNHETRRNEPIX 500RNELRE LA,
FRERATSR , SIEEETBARNTES B HETR

1. [ B R 2] PIX 500 RYIZ£EE ., BRNBL EARE Primary’i —imEZ R FAE
FERTHE T , FHRE“Secondary’td — imiE B B F/ERBY 2 JTTHY 2 7T

2. WEEBTEH,

3. AEAHEED (BAERX ). B IP it (EHER ) SINEBEEOREZDINEA IP it
(R EREE ). 2A Pt AESHAENZAETINEZLRE L, EXTEES IP ity
A FR—FMAF, BAFTNEN L TXHWATEEZ O i, £/ changeto context &
ELETXzB#H TR, BHERREFTN host namel context (config-if)# , ELH context B4
B ETFXHNEHR. EEAARES ETXERXT , B4 FTWMASNI L TXHNEE IP i, 3F
X NREFHATANRSHEYRED , B2VRAHENREREE P, FEENS
B | & A failover interface ip T ERE ¥ ANERSHEDRED,

host nane/ cont ext (confi g-i f)#ip address active_addr netmask standby standby._addr

FEARRHIFR | EE PIX Y context! WAAVBEOBENT :



Pl X1/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

Xt F Context2 :
Pl X1/ cont ext 2(confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

EERHABAEERXT X TNEEED , EEO0EEEXTIS/ M EOmALST S, EEHAK
ANIEERT  EL2REEERXTEWALT S,

EEFRAERAHNHMENR  BEEERSHERER, BEEREESRSHEDRERN
¥0O

host nane(confi g) #failover link if name phy if

EARBIH | Ethernet2 # 0 A T XA RESHE TN RERIRBER

failover link stateful Ethernet2

if_name ST phy_if SHIEENZEO S EEE BN, phy ifSHAINRYBIROEZ (W0
Ethernet1 ) , B A/ AR LB RIEM FIE D ( MEthernet0/2.3 ) . WEAOFNA FEMEMA
B (kM BEYRERBR ) o NERSHERER S EESMNZA IP it

host nane(confi g) #failover interface ip if name ip_ addr mask standby ip addr

EARREIH | 10.0.0.1 BEERSKFEREERIES) IP ik | 10.0.0.2 AEZERNEH
IP b3k,

Pl X1(confi g) #failover interface ip stateful 10.0.0.1
255.255.255.0 standby 10.0.0.2

%R P it AIETES) P itk FR—FM A, BREZIRFIRZA IP it FRED, BRIE
BRAMEDREER IP it A MAC it FREMKRTEED |, FUEIEXEHRETRR R
2EH, FEF IPHBRAATEESR T, MBH IP R4 R THBI®E T, BAEO

host nanme(confi g) #interface phy if
host nane(confi g-i f)#no shutdown

RESEYRE, BRSUTLRAEFRNNEDRA, NRIEENHEDIREATRERE , failover
group M H SRR ZEANH ARM)REARBREN, X TEI NKEYRE , CHEEFEH
primary = secondary i S EREIREASFEIEHEERHBIEE. EUUNAMNEL
BRASHMEEINE R, W TAEBEEERE , ENZNEMNEVRAEIEAENETEE, )
TROHETRE 1 7 EEEEHE , NHEIRA 2 FEHBIEIE

host nane(confi g) #failover group 1

host nane(confi g-fover - group) #primary
host nane(confi g-fover-group) #exit

host nane(confi g) #failover group 2

host nane(confi g-fover - group) #secondary
host nane(confi g-fover-group) #exit

ELETXEEBERXT , £/ join-failover-group S FEMNAP LT XS BB EEDRA, Fr
ERDFENEEHEIIEARETREA1, EEBESHRARKEVRATNEA. WAXLLRD
TN LE TN EEIHETHRA :

host nane( confi g) #context context_name

host nane(confi g- cont ext ) #join-failover-group {1 | 2}

host name( confi g- cont ext ) #exit

. B RMELR

host nane(confi g) #failover



8. WiBh#E T , X ZR TS AREDR (MRERER ) -

host nane(confi g) #failover

SEHRETRNEITAFPHEERASERAET. BERHTEDSH , TERFHELRERER
“Beginning configuration replication:sending to mate”f1“End Configuration Replication to
mate”, EX : BAETREZ LXK Hfailoverin & , RAEEMYPRE LAHZG T, EHENRE
L% failover P25 , HBRENVANEERZRNER , A HECREIEH. FE
ASA RIRKIETT , ERRZRERE , B CHIENEFFRE, NXRE , REEHRERE
HE , FAREMRESRNESRE,

9. NEERFIHEEETHNNER, RAEFER T EMANGTSRNEFEIHBI 2T , FRHHEY
Bt EEERTFIAES,

host nanme(confi g) #copy running-config startup-config

10. MREBE | FRFITEESE T LA TERSHWEMSERAFEHBI R T ETREDRES
o ERFMEYIRATEHER T ETRNEFIRS , BETEL T ELNRERTEEPEHI
T&Hs

host name#no failover active group group_id
group_id ZHUIEE BB R T LT RIENRSHA,
[T
RNEFEANTERE :
- PIX1 - RSB E

. PIX1 - Context1 Fti&
. PIX1 - Context2 Bt &

PIX1 - RGE R

Pl X1#show running-config
. Saved
PIX Version 7.2(2)

!

host nane PI X1

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no nac-address auto

!--- Enable the physical and logical interfaces in the

system execution !--- space by giving "no shutdown"
before configuring the same in the contexts ! interface
Et hernet0 ! interface Ethernet0.1

vlian 2

!

interface Ethernet0.2
vlian 4

!

interface Ethernetl
!

interface Ethernetl.l




vlian 3
!
interface Ethernetl.2

vlan 5
!
!--- Configure "no shutdown" in the stateful failover
interface !--- of both Primary and secondary PIX.
interface Ethernet2

description STATE Failover Interface
]
interface Ethernet3

shut down
!
interface Ethernet4

shut down
!
interface Ethernetb

shut down
!
class default

limt-resource Al 0O
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive

pager lines 24

!--- Command to enable the failover feature failover

! --—- Command to assign the interface for stateful

failover failover link stateful Ethernet2

!--- Command to configure the active and standby IP's

for the !--- stateful failover failover interface ip

stateful 10.0.0.1 255.255.255.0 standby 10.0.0.2

!--- Configure the group 1 as primary failover group 1

!--- Configure the group 1 as secondary failover group 2
secondary

no asdm hi story enabl e

arp timeout 14400

consol e timeout O

adnmi n-cont ext adm n

context admn
config-url flash:/admin.cfg

!

! --- Command to create a context called "contextl"

context contextl

! --— Command to allocate the logical interfaces to the

contexts allocate-interface Ethernet0.1l inside_contextl
allocate-interface Ethernetl.l outside_contextl
config-url flash:/contextl.cfg

!--- Assign this context to the failover group 1 join-

failover-group 1
!

context context?2
allocate-interface Ethernet0.2 inside_context2
allocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-failover-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e




end

PIX1 - Context1 &

Pl X1/ cont ext 1( confi g) #show running-config
Saved

PIX Version 7.2(2)

|
host nane context1
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface inside_contextl
namei f inside
security-level 100
!--- Configure the active and standby IP's for the
logical inside !--- interface of the contextl. ip
address 192.168.1.1 255.255.255.0 standby 192.168.1.2
|
interface outside_contextl
narei f outsi de
security-level O
!--- Configure the active and standby IP's for the
logical outside !--- interface of the contextl. ip
address 172.16.1.1 255.255.255.0 standby 172.16.1.2
|
passwd 2KFOnbNI dI . 2KYQU encr ypt ed
access-list 100 extended pernmit tcp any host 172.16.1.1
eq www
pager lines 24
nmu inside 1500
nmu outside 1500
monitor-interface inside
monitor-interface outside
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
static (inside,outside) 172.16.1.1 192.168.1.5 net mask
255. 255. 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.3 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05: 00 absolute
no snnp-server | ocation
no snnp-server contact
telnet timeout 5
ssh timeout 5
|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
!




|
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mrum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

PIX1 - Context2 & &

Pl X1/ cont ext 2( confi g) #show running-config
Saved

PIX Version 7.2(2)

1

host nane cont ext 2
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes

!

interface inside_context?2

namei f inside

security-level 100

!--- Configure the active and standby IP's for the
logical inside !--- interface of the context2. ip
address 192.168.2.1 255.255.255.0 standby 192.168.2.2
1

i nterface outside_context?2

namei f outsi de

security-level 0O

!--- Configure the active and standby IP's for the
logical outside !--- interface of the context2. ip
address 172.16.2.1 255.255.255.0 standby 172.16.2.2
1

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

access-list 100 extended pernmit tcp any host 172.16.2.1
eq Www

pager lines 24

ntu inside 1500

nt u outsi de 1500
monitor-interface inside
monitor-interface outside




icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
static (inside,outside) 172.16.2.1 192.168. 2.5 net mask
255. 255, 255. 255
access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.2.3 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
no snnp-server | ocation
no snnp-server contact
telnet tineout 5
ssh timeout 5
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa
Cr ypt ochecksum 00000000000000000000000000000000
end

ET LAN BY7E3)/5E3) s B4 6 i

ARXHEEAUTHERE :




ED EMO.1 172.16.1.3
EVD.2 17218623
El.1 E1.2
172.16.1.1 [Active) 172.16.2.1 (Active)
17T2.16.1.2 {Secondary) 172.16.2.2 [Standby) WVLAN 3 & 5
VILAN 3 WLAM 5
\ i 72.16.1.0
17216.20
- ~—_  Outside LAN basod
= .k Fallover intorface
10,100 24

Failover Interface
- 100000024

Standby C1
Active C2

Bctive C1/
Standby C2

P . 162,168,110
EO.1 \ Primary P1X
192 168.1.1 [Active) \ EDZ Sacandtn P
192.188.1.2 (Standby) 192168 2.1 [Active)
YLAN 2 162.168.2.2 |Standby) WLAN 2 & 4
VLAM 4 01 — Contest 1
G2 - Context 2

Customer A's Customer B's
Wiabsarer Wabsaner

Z<EB 53 9148 AN 68 AR LA K R i PR V) R 6 BR G BDE B DB BN MR U, HEEE T LAN AV R Y #eed

—

, | S BNRE LR A RIS | REHBIRFBIEMNEERBZREBEZTEE,

AR BRIEWEETRFNEBIRE 2 REAT AL, MARER AN B4 B 5 %
R

Ao BEMTER :

-EBEREE
- R TEE

IRFREE
ERATSR , WEES A HERRETREXES T -

1. IEANBEED (BHEERX ). B P it (BHER ) SINEEEOREZDINZAH P it
I (MREHREE ), 2A Pt AELENRRAETNRSRE L, EXASTED IP i
W FR—FRF, EXFMNEN LT XHASBEEZ O, £ changeto context 4 A
E L TFTX 2z #THR, R RANERN hostname/context(config-ifj# , E & context £
B ETXHER. EEABAEERT , ELTRASNETXNERE IP i, & : R
EFEATANRSHETRED , B2ARSHEDRERTEIPibit, EEENSERYP , &
{5 failover interface ip TR BT AN BRARERED,

host nane/ cont ext (confi g-if)#ip address active_addr netmask standby standby_addr



EXRRFIG |, TE PIX B context! ABIZEORENT :
Pl X1/ cont ext 1(confi g) #ip address 172.16.1.1 255.255.255.0
standby 172.16.1.2

33 F Context2 :
Pl X1/ cont ext 2(confi g) #ip address 192.168.2.1 255.255.255.0
standby 192.168.2.2

EREPFAEERT , X TNERED , EZOEEEXTASN M EOM AL S, EFEHK
AIEEXT e REEEX T ALT .

ERGHRAOZERFEEEARNHEDNRSE., (MR PIXZLEE ) BRAET LAN BHFEY
o

host nane(confi g) #failover lan enable

MZETEENTESTT

host nane(confi g) #failover lan unit primary

B ESMEREER

host nane(confi g) #failover lan interface if name phy if

EAREIR  BATEAZEOLAR 3 FEAET LAN EETRED,

Pl X1(confi g) #failover lan interface LANFailover ethernet3

if_name Z¥3T phy_if SHIEENEO S EEEEN. phy ifSHAIURYEiIROET (W0
Ethernet1 ) S E T8I 7O ( WEthernet0/2.3 ) . FEASA 55058 BN Z 218 %E L

, phy_ifi§EVLAN, WEORTATEMEMAR (B LUEERES RS HEE ) Rk
) o EEBMEIREERNEINZA IP bk

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

NFARE, FATRF 10.1.0.1 BERECRZEORIES) IP it |, 10.1.0.2 BEEZA IP #hit

o
Pl X1(confi g) #failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2

%M IP thut AMETED IP it FR—FMNP, BRFERFRA IP thit FNEHE, £X
BT | HEYIR SRR IP ikl MAC it FATE R, SE30 IP bt RAATFEIESE T
, MEF IP thutta 48 F T HBI & 7T,

. ESAARSHENR , FREARSHEHRER - EEZRAEESRSHELRERNED

host nane(confi g) #failover link if name phy if

Pl X1(confi g) #failover link stateful ethernet2

if_name Z¥X phy_if ZEIEENZEO S EZEEM. phy ifSHAILIRYEIROBR (W0
Ethernet1 ) , th A AR & BIRIEM FiE 0O ( MEthernet0/2.3 ) . WEEAOFNA FEMEMLA
B (kM BUBYIREERRBRIN ) o X ¢ MBRSHFE IR EEI 68 MR 1R 45 38 S B AL B R
0, WRFRMEIf nameS . NERSHETIRER S BTN MZA IP thit, FE : IR
RS EREREAMERERIEASREEZD , BRSNS R, ZELXNFEOENTE
HAZH P sk,



host nane(confi g) #failover interface ip if name ip_ addr mask standby ip addr

Pl X1(confi g) #failover interface ip stateful 10.0.0.1
255.255.255.0 standby 10.0.0.2

&R P ik MAEES) IP kb TR —FM B, EFFRRBIZRA MU FRER, EREN
FEYIIRET | IRASEERR IP #b3b M MAC it A 2B R, &3 IP it i ATEES T, MEA

IP a4 A TR BT, BAZED, X IRRSHETRERFERARERERSE
MBTEEO |, FRLL LR, BELER T ZED,

host nane(confi g) #interface phy if
host nane(confi g-i f)#no shutdown

4 BEWEYRE, EHRSTURERMNEYRE, NRIEENHEVIRARTFRE , failover
group R LB ZEAH AR MDRARBEN. X TEMNEYRAE | £ primary
secondary i HIEEHEIIREAEEETERRERRFBIEIE. SR UAXIHNRFELIRA 5 B AH
BB, N THBIEERE , BRZNBNEVRASETENETEE. LT RAXEK
[EtliRdE 1 PEEEEE , NHERA 2 S EHBI B !
host nane(confi g) #failover group 1
host nane(confi g-fover - group) #primary
host nane(confi g-fover-group) #exit
host nane(confi g) #failover group 2
host nane(confi g-fover - group) #secondary
host nane(confi g-fover-group) #exit

5. EE TXEEERT , A join-failover-group 8 S S MNAF L T o EEIHEL A, Fr
ERPENBEEHE I BHARENHRA1, EEBESHARNETNHRAINRRA. MAXLED
TSN LE TN EEHETHRA
host nane( confi g) #context context_name
host nane(confi g- cont ext ) #join-failover-group {1 | 2}
host name( confi g- cont ext ) #exit

6. )5 AR LR,

host nane(confi g) #failover

L L T

HEEET LAN BESSES SRR |, BFEEs| SHEB R TR RERER, XATHEBE
AEFEERATEEHMNEEL TEWEITERE.

SR TEER , LEEN A REVREET 5| SRR T
1. (RERPIX Z2iRE ) BAET LAN EELIHR,

host nane(confi g) #failover lan enable

2. EXHEYHRED, FEASEEETHRNRE  EEERFRETREONED,

host nane(confi g) #failover lan interface if_name phy_ if

Pl X1(config)#failover lan interface LANFail over ethernet3

if_name Z#XY phy_if SHIEENEO S EEBEE M. phy ifSHAILRYERKROZ (W



Ethernet1 ) S CRIBIZM 73O ( WEthernet0/2.3 ) » FEASA 55058 BN L2118 %& £
, phy_iff§ EVLAN, X FEI#REE 2 BLES MEZ A IP bt

host nane(confi g) #failover interface ip if name ip_addr mask standby ip addr

Pl X1(confi g) #failover interface ip LANFailover 10.1.0.1
255.255.255.0 standby 10.1.0.2

AR AEEHEYREOR  MALTSEEZTREFLBANGTESEE. &4 IP it
HMGSES) IP it FRE—FME, BFRETERZ At +MED, BHZEQ,

host nane(confi g) #interfacephy if
host nane(confi g-i f)#no shutdown

3. R ETEENHBI AT

host nane(confi g) #failover lan unit secondary

& WHSRRAER , BARNEAT | BRIEZHZAERE , BNENLEENHBIE T,
4. BRWET®R,

host nane(confi g) #failover

ERRAMEYRZE , BHEARETAEPNEERZERAL T, #HITRERSH , &3
& T4 A E R H &2 Beginning configuration replication:Sending to mate and End
Configuration Replication to mate, & : 8§ E£E /& L & Hifailoverin® , REERMBIER
tRrHZmS. EHBNEE LR failover W25 , HBREFFLIMNETEREZRNE R
, FRACRBAEA. TEASA LBRIET, EEEERE , HEESHRIENEFRE,
MR , AEEHRZRESE  FARERIHNEN RS,

5. BETRETHEFZE , BRAUTHSUANEEREFRRNST

host nanme(confi g) #copy running-config startup-config

6. MRBE , WAMHSTES T LA T EHRSOEMRERAERE 2T TR EHRS,
BRHHEIRAERDE T EENEDRS , BETBLT EHRENTEZARHAUTSH

TV .
host nane#no failover active group group_id

group_id ZHIEEEEHBI £ T LT NESRSHE,

[mi

AXHEEAUATERE
EFEPIX

Pl X1( confi g) #show running-config
. Saved

PI X Version 7.2(2) <systenp

!

host nane PI X1

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
no mac-address auto

!
interface EthernetO




nterface Ethernet0.1
vlan 2

nterface EthernetO. 2
vlan 4

nterface Ethernetl

nterface Ethernetl.1
vlian 3

nterface Ethernetl. 2
vlian 5

!-—— Configure "no shutdown" in the stateful failover
interface as well as !--- LAN Failover interface of both
Primary and secondary PIX/ASA. interface Ethernet2
description STATE Failover Interface
1
interface Ethernet3

description LAN Failover Interface
1
interface Ethernet4

shut down
!
interface Ethernet5

shut down
!
cl ass default

limt-resource All 0O

limt-resource ASDM 5

limt-resource SSH 5

limt-resource Telnet 5

ftp node passive
pager lines 24
failover
failover lan unit primary
! --— Command to assign the interface for LAN based
failover failover lan interface LANFailover Ethernet3
!-—- Command to enable the LAN based failover failover
lan enable
!--- Configure the Authentication/Encryption key
failover key ****%*
failover link stateful Ethernet2
!--- Configure the active and standby IP's for the LAN
based failover failover interface ip LANFailover
10.1.0.1 255.255.255.0 standby 10.1.0.2
failover interface ip stateful 10.0.0.1 255.255.255.0
standby 10.0.0.2
failover group 1
failover group 2

secondary
no asdm hi story enabl e
arp timeout 14400
consol e tineout O

adm n-context adm n
context admn
config-url flash:/admn.cfg




context contextl
all ocate-interface Ethernet0.1 inside_contextl
all ocate-interface Ethernetl.1 outside_contextl
config-url flash:/contextl.cfg
join-failover-group 1

cont ext context?2
al l ocate-interface Ethernet0.2 inside_context2
al l ocate-interface Ethernetl.2 outside_context2
config-url flash:/context2.cfg
join-fail over-group 2

pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end

X BXETLANWHENRZEFHNESEE  BESHETEANHEDREE IS PIXT -
Context1 B EFPIX1 - Context2EL &,

HBh PIX

Pl X2#show running-config

failover

failover lan unit secondary

failover lan interface LANFail over Ethernet3

failover |lan enable

failover key **x**

failover interface i p LANFail over 10.1.0.1 255.255.255.0
standby 10.1.0.2

B

{E A show failover &%

AER 5 4B show failover i S, EE8MNE T L | #0EH show failover #n$ 1 iE i IR
Ao

FE PIX

Pl X1(confi g-subi f) #show failover

Fai l over On

Cabl e status: N A - LAN-based fail over enabl ed
Fai l over unit Prinmary

Fai | over LAN Interface: LANFailover Ethernet3 (up)
Unit Poll frequency 15 seconds, hol dtime 45 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maxi mum

Version: Qurs 7.2(2), Mate 7.2(2)

Goup 1 last failover at: 06:12:45 UTC Apr 16 2007
Goup 2 last failover at: 06:12:43 UTC Apr 16 2007

Thi s host: Primry
Goup 1 State: Active



Active tine:

359610 (sec)

Goup 2 State: St andby Ready
Active tinme: 3165 (sec)
contextl Interface inside (192.168.1.1):
contextl Interface outside (172.16.1.1):
context2 Interface inside (192.168.2.2):
context2 Interface outside (172.16.2.2):
O her host: Secondary
Goup 1 State: St andby Ready
Active time: 0 (sec)
Goup 2 State: Active
Active time: 3900 (sec)
contextl Interface inside (192.168.1.2):
contextl Interface outside (172.16.1.2):
context2 Interface inside (192.168.2.1):
context2 Interface outside (172.16.2.1):
Stateful Failover Logical Update Statistics
Link : stateful Ethernet2 (up)
St at ef ul Obj xm t xerr rcv
Gener al 48044 0 48040
sys cmd 48042 0 48040
up tine 0 0 0
RPC servi ces 0 0 0
TCP conn 0 0 0
UDP conn 0 0 0
ARP t bl 2 0 0
Xl at e_Ti neout 0 0 0

Logi cal Update Queue Information
Cur Max Tot al
Recv Q 0 1 72081
Xmt Q 0 1 48044
B PIX
Pl X1(confi g) #show failover
Fai | over On
Cabl e status: N A - LAN-based fail over enabl ed
Fai | over unit Secondary
Fai | over LAN Interface: LANFail over Ethernet3 (up)
Unit Poll frequency 15 seconds, holdtine 45 seconds

Interface Poll frequency 5 seconds,
Interface Policy 1

hol dti me 25 seconds

Monitored Interfaces 4 of 250 maxi num

Version: Qurs 7.2(2), Mate 7.2(2)

Goup 1 last failover at: 06:12:46 UTC Apr 16 2007
Goup 2 last failover at: 06:12:41 UTC Apr 16 2007
Thi s host: Secondary
Goup 1 State: St andby Ready
Active tine: 0 (sec)
Group 2 State: Active
Active tine: 3975 (sec)

contextl Interface
contextl Interface
context2 Interface
context2 Interface

el eoleolNeolNolNoll l

inside (192.168.1.2):
outside (172.16.1.2):
inside (192.168.2.1):
outside (172.16.2.1):

Nor mal
Nor mal
Nor mal
Nor mal

Nor mal
Nor mal
Nor mal
Nor mal

err

Nor mal
Nor mal
Nor mal
Nor mal



O her host: Primary
Goup 1 State: Active
Active tinme: 359685 (sec)
Goup 2 State: St andby Ready
Active tinme: 3165 (sec)
contextl Interface inside (192.168.1.1): Nornal
contextl Interface outside (172.16.1.1): Nornal
context2 Interface inside (192.168.2.2): Nornal
context2 Interface outside (172.16.2.2): Nornal
Stateful Failover Logical Update Statistics
Link : stateful Ethernet2 (up)
St at ef ul Obj xm t xerr rcv rerr
Gener al 940 0 942 2
sys cnd 940 0 940 2
up tine 0 0 0 0
RPC servi ces 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP t bl 0 0 2 0
Xl at e_Ti neout 0 0 0 0
Logi cal Update Queue Information
Cur Max Tot al
Recv Q 0 1 1419
Xmt Q 0 1 940
£ show failover state #¥ ATBIFRE.
FE PIX
Pl X1(confi g) #show failover state
State Last Failure Reason Dat e/ Ti ne
This host - Primry
Goup 1 Active None
G oup 2 St andby Ready None
O her host - Secondary
Goup 1 St andby Ready None
G oup 2 Active None
====Configuration State===
Sync Done
====Conmuni cati on State===
Mac set
HWEhE T
Pl X1(confi g) #show failover state
State Last Failure Reason Dat e/ Ti me
This host - Secondary
Goup 1 St andby Ready None
Group 2 Active None
O her host - Primry
Goup 1 Active None
Group 2 St andby Ready None

====Configuration State===
Sync Done - STANDBY
====Conmuni cati on State===



Mac set
EERIFHEHRE TH IP #hit | A show failover interface .

TEET

Pl X1(confi g) #show failover interface

interface stateful Ethernet2
System | P Address: 10.0.0.1 255.255.255.0
My | P Address : 10.0.0.1
QG her IP Address : 10.0.0.2

interface LANFail over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
QG her IP Address : 10.1.0.2

o

A

255.255.255.0

e
A

HWEE T

Pl X1(confi g) #show failover interface

interface LANFail over Ethernet3
System | P Address: 10.1.0.
My | P Address : 10. 1.
O her IP Address : 10.1.0.1

interface stateful Ethernet2
System | P Address: 10.0.
My | P Address :10.
O her IP Address : 10.0.0.1

EEZEMNEN

FEETETUMNEONRDS . B2 LTXERXT , FEL2REEER TH A show monitor-
interface EZ L TFXHEXT |, iIBHE LT XA% A show nonitor-interface

A

255.255.255.0

e
N

©
A

255.255.255.0

e
e
N

AR EERSEEOLEAETRRKE B2 HEEER T #Hmonitor-interface® + :

monitor-interface <if name>

FE PIX

Pl X1/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal
O her host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal

¥Eh PIX

Pl X1/ cont ext 1( confi g) #show monitor-interface
This host: Secondary - Standby Ready
Interface inside (192.168.1.2): Nornal
Interface outside (172.16.1.2): Nornal
O her host: Secondary - Active
Interface inside (192.168.1.1): Nornal
Interface outside (172.16.1.1): Nornal


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/m_72.html#wp1785557

AR MRARWMABEYRIPHE |, Mshow failover iS4 ER0.0.0.0ER P , HEAXNIEOKN
BEMLETEFTRES, BATAMEIRIZE—MIETR IP it MERFE T/, BREEL
BNTERANFHAER , TSHETHETR,

RIMBERT , BAYEENLE  2HFEOKE,

ERETEERHNNEDRED

ERERETERETNHEIRST , FRAAUTHS :

host nane(confi g) #show running-config failover

HETRFENEEDRSG T, EZLTXERXRTETHETL , BFERESHRITEZEREA show
runni ng-config failover A show running-config all failover &5 LR RiZ{TE B R MRy
T, BRAEURMIAENT T,

#4046 Th #E U i
BENAHERIEE , FRTATLR

1. WEZ B TR ETRAR BT ML , £ FTP ( 2#HIKE ) FERE , NETTE
BEOEEH B RIE .

2. ERAUTHTEAEE AR THTREDR T EHEHHETSR | FEREHRA (A
BEERETNNED ) L TEIRSHET EWMALTHS

host nane(confi g) #no failover active group group_id

3. A FTP E LiRA & Mz R K& H At 3

4. TR |, &% A show failover T SR ZE I RRA,

5. %G , TAEAUTH SN ZE TSR HERAREZENIRS : N TFENSESHET R
,EESMERE (HESEEEEVNED ) L TEIRSHET LAAUTSS

host nane(confi g) #failover active group group_id

o8 1l S R A R
EZERHNEALATNEDET , BRALUTHDZ—
BEREIRAEEPLTERARSHETHRENTEZARRAUTHS -

host nane#failover active group group id

gE  ERERAEEPLA T EIRESNETHNREHTZARRBAUT GRS

host name#no failover active group group id

EREMTZEPRAU TR TS HIENSEIRATHEHIRE


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s3_72.html#wp1285409

host nane#failover active

5 AR

EEERAMEIR  FRMANTSHT

host nane(confi g) #no failover

MRIEED/ZAX LEAREDR , WM R T EINZARSHRERE , BEREHEF NI
o Bl FERERFFAZRRARX ¥, RN ERAB AT HREERE. EEZARTENED
R (BEEEZEABRENRNERT ) , FEARGHEENREED .

MREFELEDX EREARE R, WERBENETEENEL , AENRASHEBNRET LR
SEHRES , e —EL TEHRES. nofalover BB AIERFEHMITZREPB|A

s SR T
7 TR HAHEHEDSEHHEDRARET R HAREORS , BRAATHS -

host nane(confi g) #failover reset group group_id

MRFHERETMENTHERS , EATEIENEFIER ; REENEARAFRENEH

RS, BEEHERFETIESRS (BIBBRERBR ) ik, BER preempt trH AR
BEYIRA BN . RER preempt i T HC IRV HIRA LRI NERE , HARMETRAT
BT, NZHMYIRAFERNFEIRE

{68 I 2 o 4 i R T
EERATSRAETHEE THRAFET -

X EEH TIETT no failover 8. HBIE THVIRZSHFE R standby unit as not detected.
KTEERE T, AREEERIES T,

RIEBRE TEHB R TSTH RS ASDM A ZEHEE,

T ERETETUTRS

A WON -

ASA(confi g) #failover lan unit primary

ASA(confi g) #failover lan interface failover Ethernet3

ASA(confi g) #failover interface ip failover 10.1.0.1 255.255.255.0 standby 10.1.0.2
ASA(confi g) #interface Ethernet3

ASA(config-if)#no shut

ASA(config-if)#exit

5. RBMEBERTHEAME  REETUTHS :

ASA(confi g)#failover

P B R

REBFENRE , AN LZ2REFBHFRHRGEES . NBOBHEUATER



1. BT RGHE
2. BiEEE
3. SNMP

IR REHE

Z2RFREMRERN 2 NEHREBRAERNARERSHE , UAREFENRE, FEEEXLE
HE , B2 Cisco RERBASIEFBENRSG BT EE  AEAHSEEFNEEEXRSEEE
BV AR

AR EURT  BETREEXE , RRTFERD , £RR5 HE411001M411002EH 8. X2
IEERED,

X E¥ nEED interface name FELX T ERHNBERERS

MREEPRNHN —NERATEBSZNNE —METERE , WKERATHERER, TE &
T RES N BN B T B o

( EE# T ) £#0 interface_name LEX TS FHHERERF

ERIEEEIEEZONMERT ERET,
i H 8

EEEEFRRAEL , BMA debug fover . BXIFMAEE , HSH Cisco ZLBEERRSE 7.2
hR o

AR AT HRGHECPUREBFRIE TERER  Rite2mEXMRLAMRE, Bt , REE
XA E R BB R E RS Cisco RAZIFARB#ITHESBRSERE , B debug fover

DA,
AP T o

SNMP
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