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ciscoasa(config)# access-list WEB-LIMIT permit ip host 192.168.10.1 any

ciscoasa(config)# class-map Class-Policy

ciscoasa(config-cmap)# match access-list WEB-LIMIT

(
(
(
ciscoasa (config-cmap) #exit

ciscoasa(config)# policy-map POLICY-WEB

ciscoasa(config-pmap)# class Class-Policy

ciscoasa(config-pmap-c)# police output 1000000 conform-action transmit exceed-
action drop

ciscoasa (config-pmap-c) #fexit

ciscoasa (config-pmap) #exit

ciscoasa(config)# service-policy POLICY-WEB interface outside
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ciscoasa(config-pmap) #policy-map gos_outside_policy
ciscoasa(config-pmap)# class class-default
ciscoasa(config-pmap-c)# shape average 2000000
ciscoasa(config-pmap-c) #exit
ciscoasa(config-pmap) #exit

ciscoasa(config-pmap-c)# service-policy gos_outside_policy interface outside
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ciscoasa(config)#priority-queue outsideciscoasa(config-priority-queue) #queue-limit
2048ciscoasa(config-priority-queue) #tx-ring-limit 256

PLELDSCP effyk :

ciscoasa(config)# class-map Voice
ciscoasa(config-cmap)# match dscp ef
ciscoasa(config-cmap)# exit

PLAtim O TCP/22 SSHi &R 2E:

ciscoasa(config)# class-map SSH
ciscoasa(config-cmap) # match port tcp eqg 22
ciscoasa(config-cmap)# exit
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ciscoasa(config)# policy-map pl_priority
ciscoasa(config-pmap)# class Voice
ciscoasa(config-pmap-c priority
# class SSH

# priority

ciscoasa(config-pmap-c

ciscoasa(config-pmap-c

( ) #
( )
( )
ciscoasa(config-pmap-c)# exit
ciscoasa(config-pmap)# exit
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ciscoasa(config)# policy-map pl_shape
ciscoasa(config-pmap)# class class-default
ciscoasa (config-pmap-c)# shape average 2000000
ciscoasa(config-pmap-c)# service-policy pl_priority
ciscoasa(config-pmap-c)# exit
ciscoasa(config-pmap) # exit
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ciscoasa(config)# service-policy pl_shape interface outside
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tunnel-group <tunnel> @5 % Fmatch flow ip destination address® -

class-map tgroup_out
match tunnel-group ipsec-tun
match flow ip destination-address
policy-map gos

class tgroup_out
police output 1000000

% 245 Fimatch tunnel-group@n F BT , i AKEE B BIFBIER, BXIFAFEE , $ZHCisco Bug ID
CSCth48255, N8R =i {#Amatch flow ip destination-addressit T A B &l | i&é‘\HH&EUJ«XT%’éﬁ% ;

police input 10000000
ERROR: Input policing cannot be done on a flow destination basis

U #&4F Fimatch tunnel-group(Cisco bug ID CSCth48255)8¢ , AT AR ER2ER., MRH
ARBEEN , WEZFEHALME , ™FEHAmatch flow ip destination-addressitb it

class-map tgroup_in
match tunnel-group ipsec-tun
policy-map gos
class tgroup_in
police input 1000000
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police output 10000000
ERROR: tunnel-group can only be policed on a flow basis
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ciscoasa(config)# tunnel-group al type webvpn
ciscoasa(config)# tunnel-group al webvpn-attributes
ciscoasa (config-tunnel-webvpn)# class-map cl
ciscoasa(config-cmap)# match tunnel-group al
ciscoasa(config-cmap)# match flow ip destination-address
ciscoasa(config-cmap)# policy-map pl
ciscoasa(config-pmap)# class cl
ciscoasa(config-pmap-c)# police output 100000
ERROR: tunnel with WEBVPN attributes doesn't support police!

ciscoasa(config-pmap-c)# no tunnel-group al webvpn-attributes
ciscoasa(config)# policy-map pl
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ciscoasa(config-pmap)# class cl
ciscoasa (config-pmap-c)# police output 100000
(

ciscoasa (config-pmap-c)#
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l-—- Create a class map named Voice.

ciscoasa(config)#class-map Voice

l-—- Specifies the packet that matches criteria that
l-—- identifies voice packets that have a DSCP value of "ef".

ciscoasa (config-cmap) #match dscp ef
!--- Create a class map named Data.
ciscoasa(config) #class-map Data

l-—- Specifies the packet that matches data traffic to be passed through
!--— IPsec tunnel.



ciscoasa(config-cmap) #match tunnel-group 10.1.2.1
ciscoasa (config-cmap) #match flow ip destination-address

l-—- Create a policy to be applied to a set
l-—- of voice traffic.

ciscoasa (config-cmap) #policy-map Voicepolicy

|--- Specify the class name created in order to apply
l--- the action to it.

ciscoasa(config-pmap) #class Voice

l-——- Strict scheduling priority for the class Voice.
ciscoasa (config-pmap-c) #priority

PIX(config-pmap-c)#class Data
l-—- Apply policing to the data traffic.

ciscoasa (config-pmap-c) #police output 200000 37500

I-—- Apply the policy defined to the outside interface.

ciscoasa (config-pmap-c) #service-policy Voicepolicy interface outside
ciscoasa(config) #priority-queue outside
ciscoasa(config-priority-queue) #queue-limit 2048
(

ciscoasa(config-priority-queue) #tx-ring-limit 256

EXE : DSCP{Eef RIE5VoIP-RTPRE ILELHY MR K o

EF %% VPN #9 DSCP #Y QoS &l ik

ciscoasa#show running-config
Saved

ASA Version 9.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernetl

nameif outside



security-level 0

ip address 10.1.4.1 255.255.255.0
1

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

l-—- This crypto ACL-permit identifies the
| --- matching traffic flows to be protected via encryption.

access-list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

!|-—- Configuration for IPsec policies.

crypto ipsec ikevl transform-set myset esp-3des esp-sha-hmac
crypto map mymap 10 match address 110

I-—- Sets the IP address of the remote end.

crypto map mymap 10 set peer 10.1.2.1

|--- Configures IPsec to use the transform-set
l-—-- "myset" defined earlier in this configuration.

crypto map mymap 10 set ikevl transform-set myset
crypto map mymap interface outside

|--- Configuration for IKE policies

crypto ikevl policy 10

l--- Enables the IKE policy configuration (config-isakmp)
l-—- command mode, where you can specify the parameters that
l-—- are used during an IKE negotiation.

authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

l-—- Use this command in order to create and manage the database of



| --- connection-specific records like group name
l-—- as 10.1.2.1, IPsec type as L2L, and password as
|-—-- pre-shared key for IPsec tunnels.

tunnel-group 10.1.2.1 type ipsec-121
tunnel-group 10.1.2.1 ipsec-attributes

l-—- Specifies the preshared key "ciscol23" which should
l-—- be identical at both peers.

ikevl pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout 0

priority-queue outside
queue-limit 2048

tx-ring-limit 256

!

class-map Voice

match dscp ef

class-map Data

match tunnel-group 10.1.2.1
match flow ip destination-address
class-map inspection_default
match default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map

parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice

priority

class Data

police output 200000 37500

1

service-policy global_policy global

service-policy Voicepolicy interface outside

prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
end
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l-——- Permits inbound H.323 calls.

ciscoasa(config) #access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

255.255.255.0 eg h323

l-——- Permits inbound Session Internet Protocol (SIP) calls.

ciscoasa(config) #access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

255.255.255.0 eq sip

l-—— Permits inbound Skinny Call Control Protocol (SCCP) calls.
ciscoasa(config) #access-1list 100 extended permit tcp 172.16.1.0 255.255.255.0
10.1.1.0

255.255.255.0 eqg 2000

l--- Permits outbound H.323 calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eg h323

l--- Permits outbound SIP calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eq sip

l-—-- Permits outbound SCCP calls.

ciscoasa(config) #access-1list 105 extended permit tcp 10.1.1.0 255.255.255.0
172.16.1.0

255.255.255.0 eqg 2000

!l-—- Apply the ACL 100 for the inbound traffic of the outside interface.

ciscoasa(config) #access-group 100 in interface outside

l-—- Create a class map named Voice-IN.

ciscoasa(config)#class-map Voice-IN

l-—- Specifies the packet matching criteria which
| --- matches the traffic flow as per ACL 100.

ciscoasa(config-cmap) #match access-1list 100

l-—- Create a class map named Voice-QOUT.

ciscoasa(config-cmap) #class-map Voice-OUT

l-—- Specifies the packet matching criteria which
| --- matches the traffic flow as per ACL 105.

ciscoasa(config-cmap) #match access-1list 105

l-—- Create a policy to be applied to a set



l--- of Voice traffic.
ciscoasa (config-cmap) #policy-map Voicepolicy

|--- Specify the class name created in order to apply
l--- the action to it.

ciscoasa (config-pmap) #class Voice-IN
ciscoasa (config-pmap) #class Voice-OUT

l-——- Strict scheduling priority for the class Voice.

ciscoasa (config-pmap-c) #priority
ciscoasa (config-pmap-c) #end
ciscoasa#fconfigure terminal
ciscoasa(config) #priority-queue outside

l-—- Apply the policy defined to the outside interface.

ciscoasa(config) #service-policy Voicepolicy interface outside
ciscoasa(config) #end

ET% VPN 19 ACL i QoS Bl

ciscoasa#show running-config
Saved

ASA Version 9.2(1)

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernetO

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernetl

nameif outside

security-level 0

ip address 10.1.4.1 255.255.255.0
!

interface GigabitEthernet?2

nameif DMZ1

security-level 95

ip address 10.1.5.1 255.255.255.0
!

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

l-—- This crypto ACL-permit identifies the
!-—- matching traffic flows to be protected via encryption.

access-1list 110 extended permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0
access-1list 110 extended permit ip 10.1.5.0 255.255.255.0 10.1.6.0 255.255.255.0



l-—- Permits inbound H.323,

access-list

255.255.255.

access-list

255.255.255.

access-list

255.255.255.

l-—— Permit

access-list

255.255.255.

access-list
255.255.255

SIP

100 extended permit
0 eqg h323
100 extended permit
0 eq sip
100 extended permit
0 eqg 2000

outbound H.323, SIP

105 extended permit
0 eqg h323
105 extended permit

.0 eqg sip

and

tecp

tecp

tecp

and

tecp

tecp

SCCP calls.

172.16.1.0 255.255.255.

172.16.1.0 255.255.255.

172.16.1.0 255.255.255.

SCCP calls.

10.1.1.0 255.255.255.0

10.1.1.0 255.255.255.0

0 10.1.

0 10.1.

0 10.1.

172.16.

172.16.

access-list 105 extended permit tcp 10.1.1.0 255.255.255.0 172.16.
255.255.255.0 eg 2000
pager lines 24

mtu inside 1500

mtu outside 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 10.1.4.2 1

xlate 3:00:00

conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
uauth 0:05:00 absolute

no snmp-server location

timeout
timeout
timeout
timeout
timeout

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
ipsec ikevl transform-set myset esp-3des esp-sha-hmac

map mymap 10 match address 110

map mymap 10 set peer 10.1.2.1

map mymap 10 set ikevl transform-set myset

map mymap
ikevl policy 10

crypto
crypto
crypto
crypto
crypto interface outside
crypto
authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

tunnel-group 10.1.2.1 type ipsec-121
tunnel-group 10.1.2.1 ipsec-attributes
ikevl pre-shared-key *

telnet timeout 5

ssh timeout 5

console timeout 0
priority-queue outside
!

class-map Voice-0UT
match access-1list 105
class-map Voice-IN
match access-1list 100
!

class-map inspection_default

match default-inspection-traffic
1



1

policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

|--- Inspection enabled for H.323, H.225 and H.323 RAS protocols.

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp

|--- Inspection enabled for Skinny protocol.

inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp

l-—- Inspection enabled for SIP.

inspect sip

inspect xdmcp

policy-map Voicepolicy

class Voice-IN

class Voice-0OUT

priority

1

service-policy global_policy global

service-policy Voicepolicy interface outside

prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
end
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show service-policy police

EEEREEHWQOSLITER |, 1E A Hpolicex@FHIshow service-policy @

ciscoasa(config)# show ser

ciscoasa(config)# show service-policy police
Interface outside:

Service-policy: POLICY-WEB

Class-map: Class-Policy

Output police Interface outside:


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

cir 1000000 bps, bc 31250 bytes

conformed 0 packets, 0 bytes; actions: transmit
exceeded 0 packets, 0 bytes; actions: drop
conformed 0 bps, exceed 0 bps

show service-policy priority

EEF X priorityin SRS REEMN S THE R |, 15 F FAshow service-policyds  Hlpriority X 8% :

ciscoasa# show service-policy priority

Global policy:

Service-policy: gos_outside_policy

Interface outside:

Service-policy: gos_class_policy

Class-map: voice-traffic

Priority:

Interface outside: aggregate drop 0, aggregate transmit 9383

show service-policy shape

ciscoasa(config)# show service-policy shape
Interface outside:

Service-policy: gos_outside_policy

Class-map: class-default

shape (average) cir 2000000, bc 16000, be 16000
Queueing

queue limit 64 packets

(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

show priority-queue statistics

EEREONRERBAFIFEITER , BFEFN EXEC X T show priority-queue statistics &
o FRERRIMABE)RAFIFMLLAQWZITEE . ARHIERT X B Houtsidehy$Z O 5 Fshow
priority-queue statisticsis AR fp T4 o

ciscoasa# show priority-queue statistics outside
Priority-Queue Statistics interface outside

Queue Type = BE
Packets Dropped = 0

Packets Transmit = 0
Packets Enqueued = 0
Current Q Length = 0

Max Q Length = 0

Queue Type = LLQ
Packets Dropped = 0

1l
o

Packets Transmit
Packets Enqueued = 0
Current Q Length = 0
Max Q Length = 0
ciscoasa#

EASIUHRES , THENS AT



CEFENBRESRRUNIFEEFNEESN LB,
. “Packets Transmit” 3k 7~ L BA 5 A B 4% S Y B3R B 19 B 80
- “BABMBIES R REE LT FHERAN BIE S 58
CHAIQKE R TILRA T HEIRE
CBRARQEER U AR EIMNHERE,
DORAHBEREFTE (REMAF ) TEFELE show H, FHMEMARETENRESF show
eley e O i

TR HE R

B BDR B X L E BB EHEERE B

HfsR

LT RREELNEESI AN —LHER

BERIRIEID CSCsq08550 | EBEMR AR FRERFE 2S5 HASA L RE XK
BERIRIEID CSCsx07862 | EEMR ERIINAERFE LS HBELEEMNES
BEREEID CSCsq07395 | tN R K MEIRE B 4mEE , NN INE RS SR BE KK

= L[]

AT RENEXHPNENBEREENRERRE 2 —HFEE,

HEFRVPNRRER , RERBEQoSHIE ?

Yes. SN RB R R 4L f P HIBRQOSHRIE , M X AR F MR MHA M XA | X AR ICFHR B 7ERE
EH,

R BSFECLIFEM209DSCPHIDIffServiR =55 : Cisco ASAR I K 1ECLIEL EHEFH
9.2, THRIFHMEE.

HXRfER

. Cisco ASARFIBF X IECLIELEISE . BESHE
- MAQoSHE

. TREEFPHSSL VPNR AR RN IhEE

- B QoS

- BARZEFHH - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsq08550
https://tools.cisco.com/bugsearch/bug/CSCsx07862
https://tools.cisco.com/bugsearch/bug/CSCsq07395
/content/en/us/td/docs/security/asa/asa92/configuration/firewall/asa-firewall-cli/conns-qos.html#pgfId-1312719
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/qos.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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