PIX/ASA 7.X:EMER L2L VPN RN E =iz
BiFRIER L2L VPN

EEERRINBIA—5K L2L BEE
ZSES
il & =Bl
[ fi B AR — M2 [E VPN
BLSES
Bt & 7R

AR EEIMAE L2L VPN BB PRI —5&FH VPN BEESIZET R VPN BN R. BX
WA BIZ % IPSec VPN BEEMEEURESEERF| , FSH Cisco ASA 5500 RINHERNLZE
% - BB ROIME AR,

FRF M

EX

LR EER |, FERERLEE S5 7 EFE1THY L2L IPSEC VPN BRiE.
fERNEY

AXEPNEEETUTRENE R

ARIE1T 7x KBH ASA Z£18%
. —BIET 7 RBH PIXZ2RE
AT EEHRETREXRRENREFTNIRZREN, AT FEANMEREEVHEXAR
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(RN BEE, NREFEANREXING , FHAEKECLTHRAETSNAERN,
L
BXRXHEHNEFMER |, 1SR Cisco BFARETRMN,

S
AXALEAUTRERE -

Cutside Interface [P Inside Interface P

162 168 11.2 AT2.16.1.2 124
Ty N-‘r. d_r".

Dutside Intarface {HO I Firewsll P
192.168.10.10:24 ey

Insida Interfacs IP
1010902 /24
\'.

Inside network
172.16.1.0624

Inside network
070,110,002

L2L turnel batwean MY
and TH

DTF&H 2 NY (HUB) £ RENHAIETEE, EHEEF , £ NY(HQ) # TN 2REE —%
lpsec L2L B&i&.,

H Al NY(HQ) B X ki i

ASA- NY- HQ¥show running-config
. Saved

ASA Version 7.2(2)

!

host nane ASA- NY- HQ

donmai n- nane cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted
names

!
interface Ethernet0/0
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namei f outsi de
security-level O
i p address 192.168.11. 2 255. 255. 255.0

nterface Ethernet0O/1

namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenent 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donai n- nane cor p2. com
access-list inside_nat0O_outbound extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0
access-list outside_20_cryptomap extended permit ip
172.16. 1. 0 255. 255.255.0
10. 10. 10. 0 255. 255.255.0

!--- Output is suppressed. hat-control gl obal (outside)
1 interface nat (inside) 0 access-li st

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0
255.255.255.0 route outside 0.0.0.0 0.0.0.0
192.168.11.100 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05:00 absolute no snnp-server |ocation
no snnp-server contact snnp-server enable traps snnp

aut hentication |inkup |inkdown coldstart crypto ipsec
transform set ESP-3DES- SHA esp- 3des esp-sha-hmac crypto
map outsi de_map 20 natch address outside_20_cryptonap
crypto map outside_nmap 20 set peer 192.168.10.10 crypto
map outside_map 20 set transform set ESP-3DES-SHA crypto
map outside_map interface outside crypto i saknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto

i saknp nat-traversal 20 tunnel-group 192.168. 10.10 type
i psec-121 tunnel-group 192.168.10.10 ipsec-attributes
pre-shared-key * telnet timeout 1440 ssh tinmeout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default




i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal pronpt hostname context

Crypt ochecksum a3aa2af b37dcad447031b7b0c8ea65d3 : end
ASA- NY- HQ¥#

BHRER

BEl, £ NY(HQ) RN ZEM TN A REZRRE-FIEN L2L BE, BN BRKIEE TX LT
T—NDPRE, NN REFTEEEITNT NY M TN D AENRFIR. A, EERAFR
THERTHEFABEZELZLH LRV TATNEN TR, AP , BE—FRHE VPN BRiE U K%
L F NY B aZEREETE VPN RS8R,

EARGIF , ERABENESUAT VPN W28/ EE H IR NiZ AR ER AR MBNEER. X
ERBEB A A Internet , T AAIET VPN BB R IX ZBIER. EEEBXAMNED , HKH split-
tunnel Fl same-security-traffic 8o

2 BIRREEZZ TR IPSec B/ IR AIABE AU MNEZELXBT IPsec BREERKIER , HEUH
MEAFHBREISEQRNEED, SADEPRERN , £ IPSec BB % —iniEE B RV IR ST 240
%7, BERBERIE, BE 6 REBHIKLER. LoD BIBRERKNAIEENME. 3R
INMERUBSEEHATBEHER, BEREDEMBERKE , FEARKEERXTRY split-tunnel-
policy . EMELE PR BIRRERRE , BA L LLTHSH no X,

ZLRBIAES—WMYEE , TBEI AT E IPSec RFWEERH HRE —EOXR AT VPN EFimFik
KBTERAEEHAM VPN AP, EIheEF AR , AFHMNEY VPN £48 ( R£1RE ) &
BN VPN 2% (BFHR ). ES— M RAY , e A& AR VPN BERBERRE —#OER
RINZHNHFEREE@MRE, Fln , XX FREDEBREZNERHFE VPN F5XE Web # VPN
ERmBRERA. ERELGE , FESREEER T X H same-security-traffic intra-interface 5

o

MEERFNSA—% L2L BB

UTRIEENMEHE




Owiside Interface IP ingide Iriteriaos IP
182.168.11.2 AT216.1.2 /24
7 MY -
Outeide Intarface et (HFirewall P
192 1681010424

Insade Intedace IP

10,1 I]\H:' 2 f2d Insiche nebwork
1T216.1.0034
"-.H Cuitside inertace P
S92 188 12 /24
, ]
/
£ Inskde |nterface IP
/ mmmm /42020201024
i I ."l-
.'I..I
Inside retwork
10.10.10.0¢24 ‘

—— PTENIOUS L2L tunned |
betwean NY and TN )
/_/ Insice retwork
J / 20.20.20.0v24
Maw tunnel io stded
between NY an TX

Firewall

BHES

AE D REAMIE HUB (NY PR ) ZL2IEE LHITHERE, BXRNAERBSXFFIR (TX B
Kk ) WESZER |, FSH PIX/IASA 7.x : 88 PIX E| PIX VPN BREE & =51,

BERATEIR

1. BT AN AT IR SR 15 17 51 2k DUE AR BEER -
ASA- NY- HQ confi g) #access- | i st outside_30_cryptonap
extended permt ip 172.16.1.0 255.255.255.0
20.20.20.0 255.255.255.0

ASA- NY- HQ confi g) #access- | i st outside_30_cryptonmap
extended permit ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

e ERTBEE  BENS - mSME S EM SR RESISIRACL)FBHER.
2. FFELT R BRME no nat IFALLRRIEX LML 2 HAY NAT :
ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound

extended permt ip 172.16.1.0 255.255.255.0
20. 20. 20. 0 255. 255.255.0

ASA- NY- HQ confi g) #access- 1 i st inside_nat 0_out bound
extended permit ip 10.10.10.0 255.255.255.0
20. 20. 20. 0 255.255.255.0

ASA- NY- HQ( confi g) #access-1i st insi de_nat 0_out bound
extended permt ip 20.20.20.0 255.255.255.0
10. 10. 10. 0 255. 255. 255.0
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BEEHTERE , BENS —mAASHBEMZHACLEZ B HR.
3. KT A B BAE TX VPN MK LR EHLEEB R TN VPN BRiE :
ASA- NY- HQ(confi g) #same-security-traffic pernit
intra-interface

XAE VPN X FA RS A B 2 RIFEATEE
4. AFHY VPN BBECIZMBRMRAEE, BEAEFE -7 VPN BEEHRERANE —HRE , BAMR
BE 2 HMERNVREHIHEBR

ASA- NY- HQ confi g) #crypt o map outside_map 30 match
addr ess outsi de_30_cryptonap

ASA- NY- HQ confi g) #crypt o nmap outsi de_map 30 set
peer 192.168.12.2

ASA- NY- HQ(confi g) #crypto map outsi de_nmap 30 set
transformset
ESP- 3DES- SHA

5. BN RREEENRRELA N REEIZEERENMENE M,
ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2 type
i psec-1 2l

ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2
i psec-attributes

ASA- NY- HQ(confi g-tunnel -i psec) #pr e- shar ed- key
ci scol23

AEE . MAEZRPEREFR RSN TECE,

6. RREHE T HZE , BAIBIRRELEBRBERT B A ZBE, ERITIHIRME , BX
i source ping SR IZERREAZBMLE LI — & EHHRIT ping BE, ERTRBIF , XFEES
— #3313 20.20.20.16 & TESEIIT ping 1B4E. BIRERA NY 5 TX ZAMBE,
, BRKRBEEZIEE, WRETEHRRBERFANRSE , BZHSRERAMN IPSec VPN #§
FEHERREE R T BB X T #FF nanagenent - access R BRI R,

AC i = B
Bc R B 1

ASA- NY- HQshow running-config
. Saved

ASA Version 7.2(2)
!
host nane ASA- NY- HQ
domai n- nane cor p2. com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes
!
interface Ethernet0/0
namei f outsi de
security-level O
ip address 192.168.11.1 255. 255. 255.0
!
interface Ethernet0/1
namei f inside
security-level 100
ip address 172.16.1.2 255.255.255.0
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interface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
donai n- nane cor p2. com
same-security-traffic permit intra-interface
access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
20.20.20.0 255.255.255.0 10.10.10.0
255.255.255.0
access-list outside_20_cryptomap extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0
255. 255. 255. 0
access-list outside_20_cryptomap extended pernmit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0
255. 255. 255. 0
access-list outside_30_cryptomap extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list outside_30_cryptomap extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf ormati ona
nmtu outside 1500
nmu inside 1500
mu man 1500
no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat -contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00




icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
usernane sidney password 3xsopMX9gN5sSWhf 1W encrypt ed
privilege 15
aaa aut hentication telnet consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transformset ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_nmap 20 natch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
outside_30_cryptomap
crypto map outside_map 30 set peer 192.168.12.2
crypto map outside_map 30 set transform-set ESP-3DES-SHA
crypto map outside_nap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10
aut hentication pre-share
encryption 3des
hash sha
group 2
lifetine 86400
crypto isaknmp nat-traversal 20
tunnel - group 192. 168. 10. 10 type i psec-| 2|
tunnel -group 192. 168. 10. 10 i psec-attri butes
pre-shared-key *
tunnel-group 192.168.12.2 type ipsec-121
tunnel-group 192.168.12.2 ipsec-attributes
pre-shared-key *
tel net tinmeout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip




i nspect xdncp
!
service-policy gl obal _policy gl obal
pronpt host nane cont ext
Crypt ochecksum 5al184c8e5e6aa30d4108a55ac0ead3ae

end
ASA- NY- HQY

o) fid B A 7 i —MER R VPN

MTRUEEENMEHE :

Cwisidae Interiaca IP Inside Imerface |FP
192 168 ]__1 £ 1721612 /24
" MY T
Ciutside In‘erfce S (HQ)Firewal g
182.168.10. 10024 S

Ingide Interacs IF

10.10.10.2 /24 Irsida natwork

172.16.1.0024

™
Fireswall Cuitside imerface IP
_..-" 19216812, 2434

o

r'
/ Inside Interiace IP
¢ D 20,20, 1024

Insdde mework

10.10.10.0/24 /

Irsside nabwork
20.20.20.0/24

T
Fireewsall
Previous LZL unnel
betweasn MY and TH
Remae MNew tunnel to added
Empioyis Ierbammen MY an TX
After IPSEC Ramate scoess VPN
VPN twnnel s USBTS
established (P
adiress
10.10.720.70

BIES

RE D RN TR R ZHA ?F;L.ﬁ ZEAFBERMANR[AMENEE. BXRIMAEEZZEFR R
SRUKRHFRINESZFEE , i55H PIX/ASA 7.x ASDM : RHlEZiLME VPN AL MEHFE.

BRI TSR

1. QI - IP b U T8 VPN RBREEEN T M in. o, eI EXAF | UEER

BRI VPN,
ASA- NY- HQ(config)#i p | ocal pool Hill-V-1P
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10. 10. 120. 10- 10. 10. 120. 100 mask 255. 255. 255.0

ASA- NY- HQ( confi g) #user nane ci sco password
ciscolll

EEENBERS T# 1T NAT &3,
ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0O_out bound extended permt ip 172.16.1.0
255. 255. 255. 0 10.10. 120. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended pernit ip 10.10.120.0
255.255.255. 0 10. 10. 10. 0 255. 255.255.0

ASA- NY- HQ( confi g) #access- | i st
i nsi de_nat 0_out bound extended permt ip 10.10.120.0
255. 255. 255. 0 20.20.20. 0 255. 255.255.0

EEE , ERTRAIPEERT VPN BREZEK NAT BfE.
. RFERIEM L2L BREZ RINBEE.
ASA- NY- HQ confi g) #access- | i st

out si de_20_cryptomap extended permit ip 10.10.120.0
255.255.255. 0 10. 10. 10. 0 255. 255.255.0

ASA- NY- HQ( confi g) #access- | i st
out si de_30_crypt omap extended permit ip 10.10.120.0
255. 255. 255. 0 20.20.20.0 255. 255.255.0

WEREFEERHRAFESSEENREC EHNNEHITEE. W EHTERE , BEN
— IR AN L EMERACLE B R
BLE R INZ H Bi@E VPN &8 &I W BE TR .

ASA- NY- HQ( confi g) #access- | i st

Hillvall ey_splitunnel standard permt 172.16.1.0
255. 255.255. 0

ASA- NY- HQ confi g) #access- | i st
Hil'lval |l ey_splitunnel standard permt 10.10.10.0
255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
Hllvalley_splitunnel standard permit 20.20.20.0
255. 255. 255.0

.BE VPN FFisH AR 5 RIERKBEE S |, 470 wins, dns # IPSec i,
ASA- NY- HQ( confi g) #group-policy Hillvalley
i nt ernal

ASA- NY- HQ( confi g) #group-policy Hillvalley
attributes

ASA- NY- HQ confi g- gr oup- pol i cy) #wi ns- server
val ue 10. 10. 10. 20

ASA- NY- HQ( conf i g- gr oup- pol i cy) #dns- server val ue
10. 10. 10. 20

ASA- NY- HQ confi g- gr oup- pol i cy) #vpn-t unnel - prot oco
| PSec
REFFA Hillvalley VPN BREE AR Ipsec BENEREMYE , SIATHAZZEAN IP it
ASA- NY- HQ confi g) #t unnel -group Hillval | ey
i psec-attributes



ASA- NY- HQ(confi g-tunnel -i psec) #pr e- shar ed- key
ci scol234

ASA- NY- HQ(confi g) #t unnel -group Hillvall ey
general -attributes

ASA- NY- HQ confi g- t unnel - gener al ) #addr ess- pool
HIll-V-1P

ASA- NY- HQ( confi g-t unnel - gener al ) #def aul t - gr oup- pol i cy

Hillvalley
7. RIBNERAE 4 ShEIEN ACL N EIRRERE , s EMERTE R INEH BBEIFEE
& %o

ASA- NY- HQ confi g) #split-tunnel -policy
tunnel specifi ed

ASA- NY- HQ(confi g) #split-tunnel -network-1ist val ue
Hil'lval | ey_splitunnel
8. ELE 0l VPN B2 BT JH B FE R
ASA- NY- HQ(confi g) #crypto i psec transform set
H Il-trans esp-3des esp-sha-hnac

ASA- NY- HQ confi g) #crypt o dynam c- nap
out si de_dyn_map 20 set transformset
Hill-trans

ASA- NY- HQ( confi g) #crypt o dynami c- map dyn_map 20
set reverse-route

ASA- NY- HQ confi g) #crypt o nap outsi de_map 65535
i psec-i saknp dynanic
out si de_dyn_map

Bl i R 5
BB RH 2

ASA- NY- HQshow running-config
Saved

host nane ASA- NY- HQ
ASA Version 7.2(2)

enabl e password WnXYvt Krnj XqGoul encrypted
nanes
!
interface Ethernet0/0

namei f outsi de

security-level O

i p address 192.168.11.2 255. 255.255.0
!
interface Ethernet0/1

namei f inside

security-level 100

ip address 172.16.1.2 255.255.255.0
!




interface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

dns server-group Defaul t DNS
donai n- name cor p2. com
same-security-traffic permit intra-interface

!--—- This is required for communication between VPN
peers. access-list inside_nat0_outbound extended permt
ip 172.16.1. 0 255.255.255.0 10.10.10.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
172.16. 1.0 255.255.255.0 20.20.20.0 255.255.255.0
access-list inside_nat0O_outbound extended permit ip
10. 10. 10. 0 255. 255.255. 0 20. 20. 20. 0 255. 255. 255. 0
access-list inside_nat0O_outbound extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0 255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.120.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list outside_20_cryptomap extended permit ip
172.16.1.0 255.255.255.0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
20.20. 20. 0 255. 255.255. 0 10.10.10.0

255. 255. 255. 0

access-list outside_20_cryptomap extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list Hillvalley splitunnel standard permit
172.16.1.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
10.10.10.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
20.20.20.0 255.255.255.0

access-list outside_30_cryptomap extended permit ip
172.16. 1.0 255. 255.255.0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip
10. 10. 10. 0 255. 255.255. 0 20.20.20.0

255. 255. 255. 0

access-list outside_30_cryptomap extended permit ip




10.10.120.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf or mati ona
ntu outsi de 1500
ntu inside 1500
ntu man 1500
ip local pool Hill-V-IP 10.10.120.10-10.10.120.100 mask
255.255.255.0
no failover
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp timeout 14400
nat-contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03: 00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absolute
group-policy Hillvalley internal
group-policy Hillvalley attributes
wins-server value 10.10.10.20
dns-server value 10.10.10.20
vpn-tunnel-protocol IPSec
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Hillvalley splitunnel
def aul t - domai n val ue corp. com
username cisco password dZBmhhbNIN5gq6rGK encrypted
aaa authentication telnet console LOCAL
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart
crypto ipsec transform set ESP-3DES- SHA esp-3des esp-
sha- hmac
crypto ipsec transform-set Hill-trans esp-3des esp-sha-
hmac
crypto dynamic-map outside_dyn map 20 set transform-set
Hill-trans
crypto dynamic-map dyn map 20 set reverse-route
crypto map outside_nmap 20 nmatch address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10. 10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_nmap 30 nmatch address
out si de_30_crypt omap
crypto map outside_nmap 30 set peer 192.168.12.1
crypto map outside_map 30 set transform set ESP-3DES- SHA

crypto map outside_map 65535 ipsec-isakmp dynamic
outside_dyn map
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto isaknmp policy 10

aut henti cation pre-share

encrypti on 3des

hash sha




group 2

lifetine 86400

crypto isaknp nat-trave
tunnel - group 192. 168. 10
tunnel - group 192. 168. 10

pre-shared- key *
tunnel - group 192. 168. 12
tunnel - group 192. 168. 12

pre-shared- key *
tunnel-group Hillvalley
tunnel-group Hillvalley

rsal 20
.10 type ipsec-12|
.10 ipsec-attributes

.2 type ipsec-12
.2 ipsec-attributes

type ipsec-ra
general-attributes

address-pool Hill-V-IP
default-group-policy Hillvalley
tunnel-group Hillvalley ipsec-attributes
pre-shared-key *
tel net tineout 1440
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_nap
par anet er s
message- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

|

service-policy global _policy globa

pronpt host nane cont ext
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