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1. & H policy-map global_policy &%

ASAWAI P- CLI (confi g) #policy-map global_policy

2. & H class inspection_default i .
ASAWAI P- CLI (confi g- pmap) #class inspection default

3. £ inspect FTP ¥,
ASAWAI P- CLI (confi g- pmap- ¢) #inspect FTP
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ASA- Al P- CLI (confi g) #show running-config

ASA Version 7.2(2)

!
host nane ASA- Al P- CL
donmai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

!
interface Ethernet0/0

narei f Qutside

security-level O

ip address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

namei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2

nanei f DMVZ

security-level 50

ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

no nanei f
no security-1Ieve
no i p address

!

!--—- OQOutput is suppressed. !--- Permit inbound FTP
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp

!--- Permit inbound FTP data traffic. access-list 100
extended permit tcp any host 192.168.1.5 eq ftp-data

1

! --- Command to redirect the FTP traffic received on IP
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

1

1
policy-map type inspect dns preset_dns_map
paraneters

message- | ength maxi mum 512

policy-map global_policy
class inspection_default

i nspect dns preset_dns_map
inspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net




i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdncp
]
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-
policy global_policy global
pronpt host nane cont ext
Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009
: end
ASA- Al P- CLI (config)#

M IEERAE TCP ¥s OB FTP thi &

FERATHEBTIUEEIEIRE TCP IwOM FTP MR E (F XXXX BAFHIROS ) -

access-list ftp-list extended permt tcp any any eq XXXX
!

class-map ftp-class

mat ch access-list ftp-list
|

policy-map gl obal policy
class ftp-class
inspect ftp

EEEXN TFTP NARFRE

RANBRT , BEPBE-—IMSAANRANARFRERELEBXNFAEED LN RENRARE
RURES (2 RXREE ) . MANRARFRERESEIES MUK INEONRE, REENA -2
RXR, Hitt , MIREXZLF/RE (S0, MERERAONARE , ERMRIAERTREA
MKE )  WFERFEERIARE  EZARANRBEFNAFTNRE, BXPAERINREO IR

, BSMIAR E R,

1. & H policy-map global_policy 5

ASAWAI P- CLI (confi g) #policy-map global_policy

2. & H class inspection_default &5
ASAWAI P- CLI (confi g- pmap) #class inspection_default

3. X H inspect TFTP @& %
ASAWAI P- CLI (confi g- pmap- c) #inspect TFTP

[T k|
REBH 1

ASA- Al P- CLI (confi g) #show running-config

ASA Version 7.2(2)
!

host nane ASA- Al P- CL
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donmai n- nane corp.com
enabl e password WnXYvt Krnj XqGoul encrypted
nanes

|
interface Ethernet0/0

narei f Qutside

security-level O

ip address 192.168. 1.2 255.255.255.0

nterface Ethernet0/1

namei f | nside

security-level 100

p address 10.1.1.1 255.255.255.0

nterface Ethernet0/2

nanei f DMVZ

security-level 50

ip address 172.16.1.12 255.255.255.0

nterface Ethernet0/3
no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
no nanei f
no security-1Ieve
no i p address

!
!--—- OQutput is suppressed. !--- Permit inbound TFTP
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp

]
! --- Command to redirect the TFTP traffic received on IP
192.168.1.5 !--- to IP 172.16.1.5. static (DMZz,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

]
]
policy-map type inspect dns preset_dns_map
par aneters

nmessage- | ength maxi num 512

policy-map global_policy
class inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

inspect tftp

i nspect sip

i nspect xdncp

!
!--- This command tells the device to !--- use the
"global_policy" policy-map on all interfaces. service-




policy global_ policy global

pronpt host nane cont ext

Crypt ochecksum 4b2f 54134e685d11b274ee159e5ed009
: end

ASA- Al P- CLI (config)#

B

77 T Tﬁﬁﬁﬂ B IhSEHE , 5 A show service-policy 5% , 368 show service-policy inspect
p S REMEMNN FTP RE,

ASAWAIP-CLI# =how service—policy inspect ftp
Global policy:
Service—policy: global _policy
Clazz—map! inzpection_default

Inzpect: ftp. packet 0. drop 0, reset—drop O
ASAwAIP-CLI# |

P B BR

I EREPAOEETY , WERRF S EIR
B RIEHEMEATY , FARBWTFHER -

ERROR: % cl ass-nmap i nspection_default not configured
BRER
HEEABTRETHRARE, IRRUARERIFEERET , BEEAUTHSERCEEAN

1. class-map inspection_defaultmatch default-inspection-traffic
2. policy-map type inspect dns preset_dns_map parametersmessage-length maximum 512
3. policy-map global_policyclass inspection_defaultinspect dns preset_dns_mapinspect ftp
inspect h323 h225inspect h323 rasinspect rshinspect rtspinspect esmtpinspect sqlnetinspect
skinnyinspect sunrpcinspect xdmcpinspect sipinspect netbiosinspect tftp
4. service-policy global_policy global
B WRZETMER T BIAR N SRR S —ANEIEE , N HE#HEARIARNE |, ZE AR E
. BHBER N T RN EHERERS R R DR T RIARE,

ToixiEid ASA i=1T FTPS (SSL LM FTP)

ZLREFTNZFFEM TLS/SSL B FTP (SFTP/FTPS), FTP EZEMER , E P A& EMMER
E8., BESH PIX/ASA : Z2ZEE N B,

HXER
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