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172.20.1.0 /24 172.22.1.0/24

Client

WWww
server.example.com
Mapped: 172.20.1.10

WERHEA T XER. EXERT , 192.168.100.28 & f~ ik ZF A server.example.com URL3E
1810.10. 10l WWWHESS 88, & FimBIDNSERS B T172.22.1. 189 /A EBDNS AR 558512 4£161. 4
FONSERFBMUTF S —MNaHME L , AHEFHEWWWERSSENFAE P, MKk , EHE
WWW AR S5 25 BR G b1k 172.20.1.10, 1tk , DNSHRSS 852 & server.example.comZ172.20.1.1089
IP3ts 1k 322 BRAY RS .

R : &P IR TCE T RIWWWERSS 8]

MRAEXMER T RS H DNS S ERHEMBF RS R , N HEFF ik KIEIRE server.example.com Y
IP b3t B DNS & REDR AR WWW RS, XREN , BEFRERN A i2Z328 WWW iR
SERNEMmE Atk 172.20.1.10, ¥EFHZIHGEL IP thitsf , 2 RFLEFHES
RNEFAARFER—MEOLEEMHED, Y4 DNS BEATEZARAHEEBHN NAT 20 W TR

ASA Version 9.x
|

hostname ciscoasa
I --- Output suppressed.

access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
I --- Output suppressed.

object network obj-192.168.100.0
network 192.168.100.0 255.255.255.0
nat (inside,outside) dynamic interface



object network obj-10.10.10.10
host 10.10.10.10
nat (dmz,outside) static 172.20.1.10

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.
access-group OUTSIDE in interface outside

! -——- Output suppressed.
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1. iR )% DNS Eiff,

No. Time Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6:1f
(00:0a:b8:9¢c:c6:1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Domain Name System (guery)

[Response In: 2]

Transaction ID: 0x0004

Flags: 0x0100 (Standard dquery)

Questions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com



Type: A (Host address)
Class: IN (0x0001)

. DNS &ifJHH ASA $11T PAT Hi R, B35 , HFEIHNRibi 2E KN ASA BAEED,
No. Time Source Destination Protocol Info

1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query

A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1le (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94:01:£1:22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domain Name System (query)

[Response In: 2]

Transaction ID: 0x0004

Flags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

. DNS ARS8 A WWW RSS2V BRST iyt F LAE &,

No. Time Source Destination Protocol Info

2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_01:£f1:22 (00:30:94:01:£f1:22), Dst: Cisco_9c:c6:1le
(00:0a:b8:9c:chb:1le)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domain Name System (response)

[Request In: 1]

[Time: 0.005005000 seconds]

Transaction ID: 0x0004

Flags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

. ASA 1UH DNS W Ry B FRip it YRR FHE IR R BT S ik, HEE , #REMA DNS &
ERERT , RERBIEIARR WWW BRS588 AR & it 4t

No. Time Source Destination Protocol Info



2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00:04:c0:c8:e4:00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domain Name System (response)

[Request In: 1]

[Time: 0.005264000 seconds]

Transaction ID: 0x0004

Flags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

5. kBt , BFEEIR G E U 172.20.1. 10O WWWHRSE 85, ASARLBEEMIEEREEE., AWM
AR ETAUBRERMNEBNARE dmz , FTAEE LB, ASA BEERUATHE :

$ASA-6-302013: Built outbound TCP connection 54175 for
outside:172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20.1.2/1024)

$ASA-6-302014: Teardown TCP connection 54175 for outside:172.20.1.10/80
to inside:192.168.100.2/11001 duration 0:00:30 bytes 0 SYN Timeout

BRFR : “dns”RBF

EA“dns" <@ F#1T DNS £ 1E

£/ dns <@F#H1T DNS 8IE , Z2RZTLEBNEE DNS RSBEEEFHHNAR. EHE
Eff , T2 RBUUERARE , MEATFEFwHIEE : Client Cannot Access WWW

Server" ( BT EHEIWWWIRS 28 ) S #1TiERE, ESFADNSEBENERLT , T2 RE4LE
EARR , NEFIKEB10.10.10.10 , MAR172.20.1.10, Hdns<BEZHRMBEBSNATIED ( iR
82K EIERMRA ) Hobject/autorf , & /5 AAIDNSIEIENATIEA ( 8.3MRESIRA ) »

8.2 E{EARZA

XEASAHRARE , BTEAdnsXBFZMN=MNATEONN8. 2R EEMRAHITDNSIEE,

ciscoasa#show running-config



Saved

ASA Version 8.2.x

!

hostname ciscoasa

enable password 9jNfzZuG3TC5tCVHO encrypted
names

dns-guard

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 172.20.1.2 255.255.255.0
!

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.100.1 255.255.255.0
!

interface Ethernet0/2

nameif dmz

security-level 50

ip address 10.10.10.1 255.255.255.0
!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

management-only

1

passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive

access-list OUTSIDE extended permit tcp any host 172.20.1.10 eq www

pager lines 24

logging enable

logging buffered debugging

mtu outside 1500

mtu inside 1500

mtu dmz 1500

asdm image disk0:/asdm512-k8.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,dmz) 192.168.100.0 192.168.100.0 netmask 255.255.255.0
static (dmz,outside) 172.20.1.10 10.10.10.10 netmask 255.255.255.255 dns

access-group OUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

username cisco password ffIRPGpDSOJhI9YLg encrypted

http server enable

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

telnet timeout 5

ssh timeout 5



console timeout 0

!

class-map inspection_default

match default-inspection-traffic

1

1

policy-map type inspect dns MY_DNS_INSPECT_MAP

parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect dns MY_DNS_INSPECT_MAP

inspect icmp

policy-map type inspect dns migrated_dns_map_1

parameters

message-length maximum 512

1

service-policy global_policy global

prompt hostname context

Cryptochecksum:d6637819c6ea981daf20d8c7aa8ca256
end

8.3 % E M A

ASA Version 9.x

!

hostname ciscoasa

I--- Output suppressed.

access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
I--- Output suppressed.

object network obj-192.168.100.0
network 192.168.100.0 255.255.255.0
nat (inside,outside) dynamic interface
object network obj-10.10.10.10

host 10.10.10.10

nat (dmz,outside) static 172.20.1.10 dns

!--- Static translation to allow hosts on the outside access
I-—— to the WWW server.

access-group OUTSIDE in interface outside

I --- Output suppressed.



ASDM & &

7 ASDM HELE DNS 81 , BERA TSR
1. % Configuration > NAT Rules , A /51EF E& R A Object/Auto N, # 5 Edit,
2. B EH‘BR

[E Edit Network Object 2%
Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: @ IPv4 () IPvE
IP Address: 10,10,10,10
Description:
NAT ~

Add Automatic Address Translation Rules
Type: Static v
Translated Addr: |172.20.1.10 (]
|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |[dmz

Use IPva for interface PAT

| Advanced... |

| K | | Cancel | | Help

3. A Translate DNS replies for ruleEi% &



@ Advanced NAT Settings 23

Translate DMS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :dmz -
Destination Interface: :nutsjde -
Service

Protocol: 1k top -
Real Port:

Mapped Port:

QK | | Cancel | | Help

4. BHOKEUR HENAT Options ( NATETR ) O,
5. B2 HOKLLIR HEdit Object/Auto NAT Rule®& O,
6. £ HApplySEE XX Z£IR%,

HHE
TEZIE T %4 DNS S ELTRARSHBHN BT SRR -

1. B PimA&)% DNS &if,
No. Time Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6:1f
(00:0a:b8:9c:chb:1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domain Name System (query)

[Response In: 2]

Transaction ID: 0x000c

Flags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)



Class: IN (0x0001)

. DNS &ifJHH ASA $11T PAT Hi R, B35 , HFEIHNRibi 2E KN ASA BAEED,
No. Time Source Destination Protocol Info

1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query

A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1le (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94:01:£1:22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domain Name System (query)

[Response In: 2]

Transaction ID: 0x000c

Flags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

. DNS ARS8 A WWW RSS2V BRST iyt F LAE &,

No. Time Source Destination Protocol Info

2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_01:£f1:22 (00:30:94:01:£f1:22), Dst: Cisco_9c:c6:1le
(00:0a:b8:9c:chb:1le)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domain Name System (response)

[Request In: 1]

[Time: 0.000992000 seconds]

Transaction ID: 0x000c

Flags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

. ASA HUH DNS W R B FRip it YRR F BRI R R B F P iR, HEE , £ DNS BIEAT
BRRSE , 2FNEFRBIEEER WWW BRSS88 0 KERibL,

No. Time Source Destination Protocol Info
6 2.507191 172.22.1.161 192.168.100.2 DNS Standard query response



A 10.10.10.10

Frame 6 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00

(00:04:c0:c8:e4:00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752)
Domain Name System (response)

[Request In: 5]

[Time: 0.002182000 seconds]

Transaction ID: 0x0004

Flags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Answers

server.example.com: type A, class IN, addr 10.10.10.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 10.10.10.10

5. kBt , BFEEIR G E#HE910.10.10. 10O WWWHRSS 88, E B TH.

fEA“dns’ < @FHTHHRLER

X2EMFH dns REBFHM=1 NAT #0017 DNS IEH ASA HBRLAERE.

ciscoasa# sh running-config
Saved

Serial Number: JMX1425L48B
Hardware: ASA5510, 1024 MB RAM, CPU Pentium 4 Celeron 1600 MHz

ASA Version 9.1(5)4

!

hostname ciscoasa

enable password 9jNfzZuG3TC5tCVHO encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

dns-guard

!

interface Ethernet0/0

shutdown

nameif outside

security-level 0

ip address 172.20.1.2 255.255.255.0

!

interface Ethernet0/1

shutdown

nameif inside

security-level 100

ip address 192.168.100.1 255.255.255.0



1

interface Ethernet0/2

shutdown

nameif dmz

security-level 50

ip address 10.10.10.1 255.255.255.0

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

management-only

shutdown

no nameif

no security-level

no ip address

!

ftp mode passive

object network obj-192.168.100.0

subnet 192.168.100.0 255.255.255.0

object network obj-10.10.10.10

host 10.10.10.10

access-list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24

logging enable

logging buffered debugging
mtu outside 1500
mtu inside 1500
mtu dmz 1500

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm512-k8.bin

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

1

object network obj-192.168.100.0

nat (inside,outside) dynamic interface

object network obj-10.10.10.10

nat (dmz,outside) static 172.20.1.10 dns
access-group OUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL

http server enable

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart warmstart
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5

no ssh stricthostkeycheck

ssh timeout 5



ssh key-exchange group dh-groupl-shal
console timeout 0

threat-detection basic-threat
threat-detection statistics access-list

no threat-detection statistics tcp-intercept
webvpn

anyconnect-essentials

username cisco password ffIRPGpDSOJhI9YLg encrypted
1

class-map inspection_default

match default-inspection-traffic

1

!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options

inspect icmp
policy-map type inspect dns MY_DNS_INSPECT_MAP
parameters

message-length maximum 512
policy-map type inspect dns migrated_dns_map_1
parameters

message-length maximum 512

!

service-policy global_policy global
prompt hostname context
Cryptochecksum:3a8e3009aa3dbldedbaldl3abf25ee408
: end

#FRMRAR : BFR NAT

BHs NAT AT AR DNS S ERNBAF R, EXAERT , £ BFRNATERERNBWWWARS 85
NE I FDMZERRitb i 2 B B2 B A R/BINATEH R, Bis NAT T2 E M DNS R E5IR
EEEF % DNS A BERHNAS. R , YEEEMAIHBITENZSETERAER NATH , &
P AT LAE AR DNS BRESBIREMN A A IP #hik 172.20.1.10 JEERET WWW RHES. AR
BB AT LS IRE T E RN 172.20.1.10%#:710.10.10.10, LA T 26 H BFRNATHREE
A FEx<EB D

ASA Version 9.x
1

hostname ciscoasa



! -—— Output suppressed.

access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
! -——- Output suppressed.

object network obj-192.168.100.0

network 192.168.100.0 255.255.255.0

nat (inside,outside) dynamic interface

! -—- The nat and global commands allow
I--- clients access to the Internet.

object network obj-10.10.10.10
host 10.10.10.10
nat (dmz,outside) static 172.20.1.10

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.

object network obj-10.10.10.10-1

host 10.10.10.10
nat (dmz,inside) static 172.20.1.10

5 F 3/ ARNATE ISSH BARNAT

ASA Version 9.x

!

hostname ciscoasa

l-—— Output suppressed.

access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
l-—— Output suppressed.

object network obj-192.168.100.0

network 192.168.100.0 255.255.255.0

nat (inside,outside) dynamic interface

object network obj-10.10.10.10
host 10.10.10.10

object network obj-172.20.1.10
host 172.20.1.10

nat (inside,dmz) source dynamic obj-192.168.100.0 interface
destination static o0bj-172.20.1.10 obj-10.10.10.10

l-—- Static translation to allow hosts on the inside access
l-—- to the WWW server via its outside address.

access-group OUTSIDE in interface outside

l-—— Output suppressed.

£ ASDM HEE B#5 NAT , BEEUATER :

1. % Configuration > NAT Rules , A/51%##Add > Add "Network Object" NAT Rule....



2. EEHBAKGNEE, EBWFERYF , MAobj-10.10.10.10, 7EIP AddressFEH , #iA
WWWERS S5 Pt fy b it , MEBI TR FIRAP | iEFZ S, ETranslated Addr2EH | H
AEFWWWERS SRS It F¥E 0, % 7 Advanced.



[Ey Add Network Object 22

Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: i@ IPv4 () IPvb
IP Address: 10.10.10.10
Description:
MNAT s
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20.1.10 B

|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPvE for interface PAT

| Advanced... |

| K, | | Cancel | | Help |

FEJR#EE O (Source Interface) FHIFI&kH | £Fdmz, 7 B 45# O (Destination Interface) T 5
&, EFinside. EXMERT |, EFEATEOSLAFRERE D £/ VBT BR S A #th ik
172.20.1.10 15 [A] WWW BRZ5E5.



m Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

|| Lookup route table to locate egress interface

Interface

Source Interface: dmz

Destination Interface: |inside

Service

Protocol: 1k top
Real Port:

Mapped Port:

#an [ e Corers e [ B D | 4 | B S - |0 et B e 270 Packet Trace:
Frah -
Fstih Exferta Drigmal Facked Actiain Frassbatiol Fadkel
= s . -
B e Sascainil  Ceilrel  Sousms f— - Souce [r— Sarvea
[l 1 | bty | Wi twrk (BoeT AT Pl 11
e T T

I ot T @ ey & mmie @ -ﬂ !m L., "

[ T e |
arae Paloy Bules

e ey

Threat [edecton

=ty (ptaey

Haedity by Truaile:
x Bt Toic Fltes

& FHOKELE HAdd Object/Auto NAT Rule® O, #HApply B EXETZSIER

FaFRNATHMASDMEY &R 5 %

1. #%£3¥ Configuration > NAT Rules , &5 7ENetwork Object" NAT Rule..Z Bi%#&Add > Add Nat

rule...
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BEEFH/FRANATERWEE, 7£JR#EO(Source Interface) THIFIXRAF | iR inside, 1EB#R
O (Destination Interface) THIFIF&k A , EHEdmz, FERi#bHE(Source Address)FEH |, A
PSR 48 54 R (0bj-192.168.100.0), £ BT tit FEH | M AtEHIRDMZIES SBIPTH &
(172.20.1.10), #EJRNATZEE (Source NAT Type) FHIFIR S | iEBFHAPAT ( Bl ) . £R
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PacketZB 2] FE , i ADMZARSS 855 FRIP3Y 5 (0bj-10.10.10.10),



[

Edit NAT Rule

MagECriteria: Criginal Packet

Source Interface: .insjde

Source Address: obj-192, 168, 100.0

Action: Translated Packet

Source MAT Type: Dynamic PAT (Hide)

Source Address: dmsz
[] Use one-to-one address translation
PAT Pool Translated Address:

Round Raobin

-

l_J Destination Address: |obj-172.20.1.10

-

D Destination Address:  |obj-10.1.1.10

Destination Interface: |dmz

Service:

Service:

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-

Fall through to interface PAT

[ ] Use IPv6 for source interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Direction:  |Both

Description:

ggggg

ala

any

=)

]

— Criginal —

Indude range 1-1023

LUse IPva for destination interface PAT

’ 0K ] I Cancel

/|

Help

3. B HOKLLIR HAdd Manual/Twex NAT Rule®& O,

4. BHApply R BEREFRLIRE

THIET HEEB R NAT HRENSEHIF. RIRFFIKRELER T DNS RSHBHBEKRET

WWW BR552aith it #Y 172.20.1.10 R :

1. B m= Bk R bt A 172.20.1.10 B9 WWW ARSS 25,

$ASA-7-609001: Built local-host inside:192.168.100.2

2. REREFEFBERIHFIAR WWW BRSER{LTF 10.10.10.10 &b,

%ASA-7-609001: Built local-host dmz:10.10.10.10

3. L WRBHEEFmM WWW IRF 2 BRI TCP E#, BEE
$ASA-6-302013: Built outbound TCP connection 67956 for dmz:10.10.10.10/80
(172.20.1.10/80) to inside:192.168.100.2/11001 (192.168.100.2/11001)

4. 2i8% LY show xlate G ARIEF " HRBERRTERLRLREHTHRR. EXTPHER

T, RS —MESHKiR,
ciscoasa#show xlate

3 in use, 9 most used
Global 192.168.100.0 Local 192.168.100.0

BSAE A EYAYBRE k.




Global 172.20.1.10 Local 10.10.10.10
Global 172.20.1.10 Local 10.10.10.10

5. Z4ik% L show conn A RIIEFEBEIRLIREZRIDEFTFHN WWW RSE282E
BY THERE, HIEESH WWW RS ESHYSERR ML,

ciscoasa#show conn
TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2:11001
idle 0:01:38 bytes 1486 flags UIO

55 B NAT WEL KR

XREFEA B NAT M= NAT #0497 DNS S1ER ASA NHRARE.

ASA Version 9.x
!
hostname ciscoasa
enable password 9jNfZuG3TC5tCVHO encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names
dns-guard
!
interface Ethernet0/0
shutdown
nameif outside
security-level 0
ip address 172.20.1.2 255.255.255.0
!
interface Ethernet0/1
shutdown
nameif inside
security-level 100
ip address 192.168.100.1 255.255.255.0
!
interface Ethernet0/2
shutdown
nameif dmz
security-level 50
ip address 10.10.10.1 255.255.255.0
!
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
management-only
shutdown
no nameif
no security-level
no ip address
!
ftp mode passive
object network obj-192.168.100.0
subnet 192.168.100.0 255.255.255.0
object network obj-10.10.10.10
host 10.10.10.10
object network obj-10.10.10.10-1
host 10.10.10.10
object network obj-172.20.1.10
host 172.20.1.10



access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24

logging enable

logging buffered debugging
mtu outside 1500
mtu inside 1500
mtu dmz 1500
no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm512-k8.bin
no asdm history enable

arp timeout 14400
no arp permit-nonconnected

1

object network obj-192.168.100.0

nat (inside,outside) dynamic interface

object network obj-10.10.10.10

nat (dmz,outside) static 172.20.1.10

object network obj-10.10.10.10-1

nat (dmz,inside) static 172.20.1.10

access-group OUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snmp-server location
no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart warmstart
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

telnet timeout 5
no ssh stricthostkeycheck

ssh timeout 5

ssh key-exchange group dh-groupl-shal

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list
no threat-detection statistics tcp-intercept
webvpn

anyconnect-essentials
username cisco password ffIRPGpDSOJhI9YLg encrypted

1

class-map inspection_default

match default-inspection-traffic

1

1
policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras



rsh
rtsp
esmtp
sglnet

inspect
inspect
inspect
inspect
inspect skinny
inspect sunrpc
xdmcp
sip
netbios
tftp

ip-options

inspect
inspect
inspect
inspect
inspect
inspect icmp
policy-map type inspect
parameters
message-length maximum
policy-map type inspect
parameters
message-length maximum

dns MY_DNS_INSPECT_MAP

512
dns migrated_dns_map_1

512

1

service-policy global_policy global
prompt hostname context
Cryptochecksum:2cdcc45bfcl13£9e231£3934b558f1fd4
: end

ol

EZF DNSKE ( MRLAFEA )
FBREREYT , ZKEEH service-policy W HERBNA , RRIFR ASA LIRIAR BB —#.

1. 79 DNS 6210 E RIEIRE,

ciscoasa(config) #policy-map type inspect dns MY DNS_INSPECT_ MAP

ERBERFBEERXT , EASHEERAUEERESIZNSH.

ciscoasa (config-pmap) #parameters

3. EERMMHASHEERNT , FDONSHENFZEEKEEEN512,

ciscoasa(config-pmap-p) #imessage-length maximum 512

RHRBEMRSESHEER AN RERFEEEK.

ciscoasa(config-pmap-p) #fexit
ciscoasa(config-pmap) #fexit

5. FRIAREERETECE T RERKERS,

ciscoasa(config) #show run policy-map type inspect dns
!

policy-map type inspect dns MY_DNS_INSPECT_MAP
parameters

message-length maximum 512

!

6. # A global_policy K9 R BEMRSEL BRI,
ciscoasa (config) #policy-map global_policy
ciscoasa (config-pmap) #

7. ERBMEREEERNT |, BEBRIAE 3/4 M5 inspection_default.

ciscoasa(config-pmap) #class inspection_default
ciscoasa (config-pmap-c) #

8. EERMMHKRERNXT , FALTRI1-3HEIENRERMMES LUIEE N EDNS,

ciscoasa(config-pmap-c) #inspect dns MY DNS_INSPECT MAP

9. 1B H SR AR 5 SR e B AR X M SR G AR S B =X

ciscoasa(config-pmap-c) #exit
ciscoasa (config-pmap) #exit

10. RIFR B ERIEFZERGE global_policy KGR,

ciscoasa(config) #show run policy-map

, BB TEZR, EARHISP , fF DNS RERMEIRIAL



!--- The configured DNS inspection policy map.

policy-map type inspect dns MY_DNS_INSPECT_MAP
parameters

message-length maximum 512
policy-map global_policy

class inspection_default
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect dns MY DNS_INSPECT MAP

!--- DNS application inspection enabled.

1. RIERFZEEESBEL£BHNA global_policy.

ciscoasa(config) #show run service-policy
service-policy global_policy global

Wrir
ERRHS THARBESERIET.
AP

T HERERF (R
Ay 4o

) (OIT) F#FHE L show @i T. A OIT JEEX show av %

153k DNS ¥z

HPF —MRIFRZ2RZFEEWIEBEE DNS RN A ERBRMEXBER , 0L —REHFTE,
B ASA EHIRBER , FERATSER

1. NEQBNESNMERKAICIRITR IR, ACLNEEERHRNRE, EATRHF , ERIEFAAD
ACL, FhER#ED EBEERA ACL :

access-1list DNSOUTCAP extended permit ip host 172.22.1.161 host
172.20.1.2

!--- All traffic between the DNS server and the ASA.

access-1list DNSOUTCAP extended permit ip host 172.20.1.2 host
172.22.1.161

!--- All traffic between the ASA and the DNS server.

MEREE O EBIERAY ACL :

access-1list DNSINCAP extended permit ip host 192.168.100.2 host
172.22.1.161


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

!--- All traffic between the client and the DNS server.

access-1list DNSINCAP extended permit ip host 172.22.1.161 host
192.168.100.2

!--- All traffic between the DNS server and the client.

2. RIBHIRSHI

ciscoasa#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

I-—— This capture collects traffic on the outside interface that matches
l--- the ACL DNSOUTCAP.

ciscoasa# capture DNSINSIDE access-list DNSINCAP interface inside

!-—— This capture collects traffic on the inside interface that matches
!--- the ACL DNSINCAP.

3. BEFHIR, HEET L DNSHERZE , HRROMTAR

ciscoasa#show capture DNSOUTSIDE

2 packets captured

1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36

2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93

2 packets shown

ciscoasa#show capture DNSINSIDE

2 packets captured

1: 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100.2.57225: udp 93
2 packets shown

4. (W ) FHRUPCAPER N EHIBITFTPIRS SR , WEEHMNARFFHITON. WTHENT
pcap HNKIRAREF AT LATE DNS A R E RHAMFMAFEE , B IP ik,

ciscoasa#copy /pcap capture:DNSINSIDE tftp

ciscoasa#copy /pcap capture:DNSOUTSIDE tftp

TR HERR

B RENEETATHEERTHREDRR.

RBEHITDNS BEE

BRELZ2REZLEET DNSKE,

RioIBRMK

MBTLEEREF ImM WWW RS2 B 0I2ERE  NTEEHAT NAT REEME. REZLRR
BE , BEREEDNEEZESIZSRBCUIERRAERS, IRHIXEHEE  BRIIRBEARN
ENBEREE T NAT AR BRETEEHE IR L,

$ASA-3-305006: portmap translation creation failed for tcp src
inside:192.168.100.2/11000 dst inside:192.168.100.10/80

EERxlatesk B, ARG ERH B R ANATIE LRI IR,



HXRfER

. Cisco ASA 5500-xEt B 5F3

. Cisco ASA 5500-xRFld &5
- REFRIFGEH

- HRZEM# (RFC)

- BARFZEHHHY - Cisco Systems
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