PIX/ASA : EABASDTAHIMINATEORITE
SEHIDNSEE =B

Z=FADNAT #O (NI, AE6)
b

B . B wF A B WWW RS 88
RRFE : “dns’ kBT
ZRMRAR  FHIEE

FlE DNS &

2% DNS fi &

3Kk DNS #iEii

i PE HEBR

SZEHNITDNS EE

R A2 R K

Z% UDP DNS ji%&

HXEE

1Lk

AN U TRERE THRE RS  FABSMNE AL FER (NAT) B @7 ASA 5500 R5 BEN
Z2IRBH PIX 500 RIEZ2IRE LMITHE RS (DNS) E1E, FA DNS BIE , RL2RZFALUE
E DNS A ig%,

DNS EEHITHIIIRE :

- 4 DNS HFiwfu TR AEO LR, & DNS NZHRH A Hibit ( AIBRAANR SRt ) &
¥ T Abat ( SEBRMBAL ) 6
. X DNS Ffisfu Toa#E0 et | FEAut RN Himar,
AEE  ANHEPNEEIERINATED ; AEMALE. BXEA static m M= NAT #0O (K
B, H\EH dmz ) #1T DNS EIEMTRAI , 1S5 PIX/ASA : FH static s HF=/ NAT #EOERE
R0 1T DNS 18 1E,
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BXAELZELIRE LEHA NAT HiEHAE R |, FS 7 PIX/ASA 7.x NAT 1 PAT i LAKTE PIX £
f£ nat, global, static, conduit ] access-list S RkimOEEM (¥X)

TERFZAM
ER

KB DNS BE , T A UAERZLIRE LNIT DNS EIE, BIAMBERT , DNS REL TEARS
o MREZKRELTERRS , FSRAXEEEMNEE DNS R EH S UHHESMEH. MR DNS
RELTEARS , T2 RBFHITUTES :

- IBIEFE A static fl nat % (DNS EE ) TRV B EF#: DNS id%k. H#E{UEATF DNS K
ZHhH AR, Hitt , DNS EEFLEMATER PTR EZNREOERK, ¥ : DNSEES
B O MUt IR (PAT) T #HS , RAZSAPATHANERAFESMRCE , HEEFEANPATHAN
N

. RBEIFEHARA DNS HEKE (BRIAMERS512IMNET |, RAKER 65535 MNET ), BEEE
WITEYD , URIIBBEESKERBETHFEENGAKE, NRBEIBEHEHEAKE , II&F
HEZH, ¥ : MR &% Hinspect dnstn © M 7 FAmaximum-lengthi £ , | T EDNSEHIES
K,

- BAEIER 255 NETHEHBEKEN 63 M ETHREKE,

. BIFY7E DNS HEF BRI ER/IEHIEHAENEENTEMY,

- REREEEER/EHINE,

{EHEH

BNHEPHEEET ASA 5500 RIILZERE 7.2(1) Mo

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRANERAR
(BN ) BE, MREEANRESMEG  FRAREKELTHRMEGTHEERN,

XM

HBELEAR T BT Cisco PIX 500 R¥|EZ£18% 6.2 iELE & R4,
XE  ENEENZSRBEERASDMEENGEA FARAT X0

1|
BX AN EMES , WSH Cisco HARERMN,
BERER

A DNS R |, EF R URL REV AR KEEF DNS BRS5E8 , UAEZENE IP i,
DNS REBIEWER , ERZTNNBHT IP thiut"M s , AEFEE IP #uti A iBREMLEER
FPif. BARALBEEBETZBERATHHTERY , BakE— LR, IREFHENEFHERIRN
BN ENIMLTF NAT EENE—EFAME L  BEFIHEHN DNS RES[UNTFE—MNOH£RE L
, MA& K4 EE,
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BB NAT £#0 (R, SASP )

it

EtZEF  BERHENFFHERGEN WVW RSEFEMF ASA WARZEED £, F317 PAT Bt
BRAARTFEFPmX Internet #1T1HRl, A access-list WEEA NAT B N B R IF Internet £
HLimE WWW RSS2 , B R WWW BRS-8815 18] Internets

172.201.0 /24 172.22.1.0 /24

Client

192.168.100.0 /24

DNS
Server

WWW
S'E.‘I"'.I'EI‘.EKEII"I'Ip|E.‘.ECII'I'I
Mapped: 172.20.1.10

WA T iX B R, EXfERT,192.168.100.289 % /i % £ F A server.example.com URL1A
1192.168.100. 10 WWW RS 85, HFFiwMIDNSARSE H172.22.1.16 1M /A ZEDNSARZ 2512, H
FDNSHRKZEBNTE —MNAHNE E | EFRHBEWWWERSSZNAEIPHELE, T2EEWWWRS
%ﬁﬂﬂaﬁﬁmwz.zomoo Ktk , DNSER%S 85 & & server.example.comZ172.20.1.1089 1Pk 1k B &
FREV RS,

& . FEPWTEHR WWW BREE:

MRBAEXFMER TRSH DNS SEREMBERER , N HEFIKAIEIRE server.example.com £
IP 3t &9 DNS EREPF LT E WWW RS ES. 2R , BEFHERN A EZE8E WWW iR
S ESMVBRET A N H itk : 172.20.1.10, ¥EFIH=IXGELL IP il |, ZLREZFAEZEFHES
ﬁjj CEARAYER—MEOLEFOHIED, 4 DNS SELTEARSHEEN NAT 50T
TS .

ci scoasa(confi g) #show running-config
. Saved

ASA Version 7.2(1)
!

host nane ci scoasa

!-—- Output suppressed. access-|ist OUTSIDE extended permt tcp any host 172.20.1.10 eq ww /---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100. 10 net nask 255. 255. 255. 255 access- group OUTSI DE



ininterface outside /--- Output suppressed.

4 DNS EIEL FEZERIRAR ASDM AHEE M TFIR ¢

Fia Optons Took  Eards  Help

e G fid =

Cisce Srsncus

(4 0 0 O a6 d 7
Horea Coafagisration  osiocs Eiack Fooward | Packel Tracar | Rairesh Save Hip
Conligaralice = NAT
C oid - @ @0 4 6 % M B - |[Q Fnd]|[E8 rude cegrem| askresses | sarvices | Giokal Pons |
el R [T =1 P et rubquery. ]| #Ad - @E WO QF
l_F_E'_ sl P — T:.-p-a.|¢A| _d
Ry Mo Type
Securky Poicy Sowrca [ mestination letan | Rtz THE Rt | b — |
El rpide =] 3
ﬁ:’: 1 e Stmic B 1929621000 P v ik B 7211 @ Lk I?Agi:w!n
HAT 3 Al fyname o racereteorkid S8 oy sk &l outside Ha Lindi ;. ¥ :lﬂ.:l:-rﬂu-'\onl!l'-
gﬁ o i nstrrurki
- B arran
b - R
& &l 1722118
Trend Mera = B nsidereheorkizd
e bar et L EER 0D
ﬁ - AL R
=0 M e
Rri i
GGlokal Cljects
E:% i | i
Frigeriies firds Flowy Dimgram -
S —. " -—
Snureas fasidreces = m e o AT Tope = Casfinalion Addrass
I Erchiedraific buwnugh the fAreesl] withak addness frersiehon.
e g Reset I
| e 2 I | & 1172008 2 ca0s Fw TG
THER% DNS S IELA TERARSHNEHHBIEIHIR
1. B iK% DNS &if,
No. Ti me Sour ce Desti nation Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query

A server.example.com

Frame 1 (78 bytes on wire, 78 bytes captured)

Ethernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)

Domai n Nanme System (query)
[ Response In: 2]
Transaction | D: 0x0004
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
Queries
server.example.com: type A,
Name: server.exa.mple.com
Type: A (Host address)
Class: IN (0x0001)

class IN

E3E

2. DNS &l ASA 1T PAT i k. &)

No. Ti me Sour ce Desti nation

==
=,

Protocol Info

HEERRbU B E RN ASA BISNERED,



1 0. 000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)
[ Response In: 2]
Transaction | D: 0x0004
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)

3. DNS R85 A WWW RS ERRVAR ST b ik F A B &
No. Ti me Sour ce Destination Protocol Info

2 0. 005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)
[ Request In: 1]
[Ti me: 0.005005000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanpl e.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASA H#UH DNS M RI#Y B #ritt it MR RBIE SR X BT PR, X%, RS DNS
ERERT , RERBIEIARR WWW BRS588 AR & it 4t

No. Ti me Sour ce Desti nation Protocol Info
2 0. 005264 172.22.1.161 192.168.100.2 DNS St andard query response
A 172.20.1.10



Frane 2 (94 bytes on wire, 94 bytes captured)
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)
[ Request In: 1]
[ Tinme: 0.005264000 seconds]
Transaction | D: 0x0004
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

5. ltEt , FFRERER RN 172.20.1.10WWWHRS 85, ASAS R ILBESIEBEREEKZBE, A
M, EAECAAFHERMNRNITABINIBEREIAI , FIAEELER, ASA BEERAUT

NAE -

%ASA- 6- 302013: Built outbound TCP connection 54175 for

out side:172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20. 1. 2/ 1024)

Y%ASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80 to
i nsi de: 192. 168. 100. 2/ 11001 durati on 0:00: 30 bytes 0 SYN Timeout

BRER : ‘dns"XBF
EA“‘dns" <8 F# 1T DNS #81E

£/ dns x<@BFHH 1T DNS SIE , RERFTUEBNEE DNS [RSRAEEFRNANE. NRIE
BERETEZLIRE i"zéiﬁﬁ)ﬂﬂw"ﬂﬁz AR , N ARFEWREZ : BEF®TERR WWW R
FEa o IR KX EFE’J%FJWJLJTLEO EXMERT , SFADNSIEES , E218%4S
BEEARE, LM“'%F Tir'] %/192.168.100.10 , MA72172.20.1.10, EFdnsxBEF RNBIEFEA
NATEY | DNS%IEJ“’FFHF B8, /B3 F DNS 1I%IEF BLEH NAT ZBO W TRFFR -

ci scoasa(confi g) #show run
Saved

ASA Version 7.2(1)
!

host nane ci scoasa



!--- Output suppressed. access-|ist OUTSIDE extended permit tcp any host 172.20.1.10 eq ww /---

Output suppressed. gl obal

static (inside,outside) 172.20.1.10 192.168.100. 10 net nask 255. 255. 255, 255 dns

I--- The

(outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0

"dns" keyword is added to instruct the security appliance to modify !--- DNS records

related to this entry. access-group OUTSIDE in interface outside !--- Output suppressed.

E £ ASDM HELE DNS {£1E

BTSSR -

1. &M El Configuration > NAT , R/EEF EH TS KA RS NAT B0, # & Edit
sa | ‘e s

Fla Opfone Took ‘zards e
= - Cisce Svinew
[ 0 0 O & | & &b ?
Huma Crafiguaration oo i Rack Fortasar Prckel Tracar Rafrre Sav Help
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2. BENATED.......



A% Edit Static NAT Rule

—Real Address

Interface:; inside

P Address |EPRICRITRIE =] J

Netmask:  [255.255.255.255 R

—Static Translation

Interface: Iu:uutside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T

Drigitrsl Port: LI Translsted Port: LI

MAT Options... Cg

2k Cancel | Help |

3. %&£/ Translate DNS replies that match the translation rule &Zi%4E.



DME Revvrite

IV Tranzlate the DS replies that match the translation rule

Maxirmum Connections

Zet the maximum number of connections permitted through this static at the same time. 0 means unlimited.

Maximum TCP Connections: II:I

Maximum LUDP Connections: |0

Maxitmum Embryonic Connections

Zet the embryonic connection limit. &n embryonic connection iz one that has started but not vet established, like a TCP
connection in 3-way handshake state. & positive number will enakble the TCP Intercept feature. O means unlimited.

Maxitmum Embryanic Connections: IIII

Rahdomize Sequence Mummber

Randomize the zequence number of TCRAP packetz. Dizable this festure only if ancther inline 454 iz also
v randamizing sequence numbers and the result iz scrambling the data, Disakling this festure opens a security
hole in ASA4

8.4 Cancel Help

4. BF OK IR H“NAT Options"B R, £ & OK iR Hi“Edit Static NAT Rule”®& R, % Apply ,
BHERRXFRLRE.
THEZIH T 2 DNS £ EA T B ARSHEANBIESHR

1. B iR &%= DNS &ifl,
No. Ti me Sour ce Destination Protocol Info
1 0. 000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)
Et hernet Il1, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domai n Narme System (query)
[ Response In: 2]
Transaction I D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
Queries
server.example.com: type A, class IN
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)

2. DNS &M ASA #U1T PAT #A KR, BEE , RSN R EE R ASA BIAERED,



No. Ti e Sour ce Destination Protocol Info
0. 000000 172.20.1.2 172.22.1.161 DNS St andard query
A server. exanpl e. com

[EnY

Frane 1 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domai n Name System (query)
[ Response In: 2]
Transaction | D: 0x000c
Fl ags: 0x0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)

3. DNS R85 A WWW RS ERRVAR ST b ik F A [E &
No. Ti me Sour ce Destination Protocol Info
2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)
Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domai n Name System (response)
[ Request In: 1]
[Ti me: 0.000992000 seconds]
Transaction I D: 0x000c
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanpl e.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

4. ASA H#UE DNS M RI#Y B #ritt it RO RBIE SR X BIE PR, HE% , E DNSEELT
BRRSE , 2FNEFRBIEEER WWW BRSS88 0 KERibL,

No. Ti me Sour ce Desti nation Protocol Info

2 0.001251 172.22.1.161 192.168.100.2 DNS Standard query response
A 192.168.100.10



Frane 2 (94 bytes on wire, 94 bytes captured)
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192. 168. 100. 2)
User Datagram Protocol, Src Port: domain (53), Dst Port: 52985 (52985)
Domai n Name System (response)
[ Request In: 1]
[Tine: 0.001251000 seconds]
Transaction | D: 0x000c
Fl ags: 0x8580 (Standard query response, No error)
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
Type: A (Host address)
Class: I N (0x0001)
Answers
server.example.com: type A, class IN, addr 192.168.100.10
Name: server.example.com
Type: A (Host address)
Class: IN (0x0001)
Time to live: 1 hour
Data length: 4
Addr: 192.168.100.10
l-—-172.20.1.10 has been rewritten to be 192.168.100.10.

5. AT, B iR 192.168.100. 10l WWWER S 88, EERI. R AEFPIHMRS
BN TFE—NFME |, FTEAE ASA ERBIREMEAEBIER.

FER‘dns" < BFHITHRLENE

XE2EFH dns XEBFAFHEN NAT 2 O34T DNS #S1IEH ASA HEBRAERE.

B& ASAT72(1) BBE

ci scoasa(confi g) #show running-config
Saved

ASA Version 7.2(1)

!
host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanmes
dns- guard

!

interface Ethernet0/0

narei f outsi de

security-level O

i p address 172.20.1.2 255.255.255.0

!

interface Ethernet0/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255.255.0
|

interface Ethernet0/2




shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive

access-list OUTSIDE extended permit tcp any host
172.20.1.10 eq www
!--- Simple access-1ist that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24
| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i mage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 global (outside) 1
interface
nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100.10
netmask 255.255.255.255 dns
!--- PAT and static NAT configuration. The DNS keyword
instructs !--- the security appliance to rewrite DNS
records related to this entry. access-group OUTSIDE in
interface outside
!--- The Access Control List (ACL) that permits HTTP
access !--- to the WWww server is applied to the outside
interface. route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password ffl RPGDSQIh9YLg encrypted http
server enable no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication
i nkup |'inkdown col dstart telnet tineout 5 ssh tineout 5
console tinmeout O ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns MY_DNS_INSPECT MAP

parameters

message-length maximum 512
!--- DNS inspection map. policy-map gl obal policy class
i nspection_default inspect ftp inspect h323 h225 i nspect
h323 ras inspect rsh inspect rtsp inspect esmp inspect
sql net inspect skinny inspect sunrpc inspect xdncp
i nspect sip inspect netbios inspect tftp inspect dmns
MY DNS_INSPECT_MAP
!--- DNS inspection is enabled using the configured map.
i nspect icnp policy-map type inspect dns
m grated_dns_nmap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane
context Cryptochecksum a4a38088109887c3ceb48lef ab3dcf 32
: end

ERMRITR | RIEE




RABS NAT HERX

AE  EABSNATIOS REBELZSREFERTTRMWWWERS 3R 2 B RIEFTAERE. KRt E#
RERZH , FFAZERHENRERENENRZERZHINEE.

ERRENBERAOEENED LREAHRFERNTE, KHRELZSRERERAET7.0P5IA. Xt
F72N)2EHRE , EDFEMZERRTE ( AWHEY ) B—NEFD. & 7.2(1) RESRAH
, WERFBEM. €A 7.2(1) i, AWREMBWRE VRSB ENFER,

SEETBASNATEAMAR , I ATIRKE5 DNS S EHENMR. A EFRLSEHRM DNS RS
FREIZEIEFi%A DNS A BZRHNRE, Am , FHAEXRIDER (FlNAIEPITHENZSR) &
P A LAGE I BB DNS BRE-25R EI/Y 3k 172.20.1.10 B ATEERE,

EF R K AMERS NAT L3RG DNS S IEMRA , BEMNAXEBS M TR, EZAHNEEBIR
N T SUBEERHRT

ci scoasa(confi g)#show run
. Saved

ASA Version 7.2(1)

!

host nane ci scoasa

!-—- Output suppressed. same-security-traffic permit intra-interface

!--- Enable hairpinning. gl obal (outside) 1 interface !--- Global statement for client access to
the Internet. global (inside) 1 interface

!-—- Global statment for hairpinned client access through !--- the security appliance. nat
(inside) 1 192.168.100.0 255.255.255.0 !/--- The NAT statement defines which traffic should be
natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net nask 255. 255. 255. 255 /--- Static NAT statement mapping the WWW server's real
address to a !--- public address on the outside interface. static (inside,inside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255

!-—-- Static NAT statment mapping requests for the public IP address of !--- the WWW server that
appear on the inside interface to the WWW server's !--- real address of 192.168.100.10.

. same-security-traffic — B BT , HEARLAFINRBULEREZSI®RE, permit intra-
interface <8 fL I same-security-traffic # AMBHRE—&EO , \TIBEHERIGE, X : 6
R R K Hsame-security-trafficis w1 4E S , & Rsame-security-traffic,

- global (inside) 1 interface — B RLREFNFIERBLALT NAT, L SHEALTLREN
REBE O L , AEHRARNBEONREEBEL ZRDEMNATEOLEBRNZLT PAT,

. static(inside,inside)172.20.1.10 192.168.100.10 netmask 255.255.255.255 — It 58 SNAT% H
AWWWERS e A BP0 E NS, B2 , EE—NES NAT RXBEFE , XX, i
3k 172.20.1.10 FRF B LZLRFHATED, XATFRLIREEINENEEDO Nt & F
WiER, AFE , CEBI B SFBLEFEREEBE WWW IRS 2369 KRRt HE,

E1£ ASDM HEEXRAH#HS NATHAR , BERUATSE

1. &M% Configuration > Interfaces,
2. FE QKSR , % Enable traffic between two or more hosts connected to the same interface

"k,


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s1_72.html#wp1289167
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3. B Apply.

4. S#inZE Configuration > NAT

WA |

ARG 1%FEAdd > Add Static NAT Rule....

| & 112006 2 5548 P T

S 1 find =
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A& Add Static NAT Rule x|

—Real Address

Interface: Iinside ll
IP Address: [192.165.100.10 R4 J
Netmask:  [255.255.255.255 ~|

—Static Translation
Interface: Iinside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Ik tcp T
Drigitrsl Port: LI Translsted Port: LI
MAT Options...

2k kl Cancel | Help |

6. #d OK iR Hi“Add Static NAT Rule”& 0,

7. EBRU BN PAT B H 23 Edit.
Fla Opfons Took Wesds el s | Fid +

an s 3 Ciseo Sreteus
= s sl B (]

Conligaralicn = MAT

@J % add vﬁ l:-dmel + 4 LEE v||ERJ=Dh:nm 7 Packes Trace Bckiresses | Seevicss | kel oo |
e Fier: [ seec- | Pl [oher| ke query... | # A - BRI QF
a
.{_.';;__] - e el Traristales Tyos [ an [
Ssaurty Paicy Sowrea [ rwstivation itas | bt HS Reverita | Wi T |
ﬁ; Elbiwids P Address Dnects
1 e Simle B 13238810090 @ orry i B 1rzoian Ha L [ -
HAT 2l e B a2 e 000 & e Inzide 17250110 Ha Lkl I ———
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8. M“Interface” F R HEH 1% $R inside.
A= Edit Dynamic NAT Rule x|

~Real Address

Interface:;  inside

[P Address: |1 92.163.100.0 | J

Mettnask: lEES.ESS.ESS.D -

~Dwvnamic Translation

Interface: Iu:uutside ;I

T

e Add
oLt=icle
~elect |

VM o1 B3 outside

MAT Options... |

Ok I Cancel Help




A= Edit Dynamic NAT Rule

—Real Address

Interface: inside

P Address: [192.168.100.0

Metmask:  [25332.2252530

—Dyhamic Translation

Interface: g

9 Add| @ Edit [ Delete
=ele Poal |0 Addreszes Poal
MAT Options...
4 Cancel | Help |
9. & Add.
10. %458 Port Address Translation (PAT) using IP address of the interface BY ¥ %1%, #
& Add.
x|
Interface: Iinside LI
Pool ID; i

P Addresses to Add
" Range

Starting [P Address: I

Ending I[P Address: I

Mettmask (optionsl): I

" Port Address Translation [FAT)

== Delete
P Address: I
Metrmask (optionsl): I
5 Port Address Translation (PAT) using IP
Address of the interface
ok Cancel

‘ Addrezzes Pool |

Helg




11. #d5 OK JB tH“Add Global Address Pool’& 0. % OK J& Hi“Edit Dynamic NAT Rule”& O

o 5 Apply , FENEBELEXIREIRZ,

LTREERRNEHNREINTF. RRFEFIHKEELERT DNS RFRFHBRET WWW BRSS 88

#hak @y 172.20.1.10 BRI :

1. B mE B R bt 172.20.1.10 B WWW RS 28,

YASA- 7- 609001: Built | ocal -host inside:192.168.100.2

2. T2 RBEEFFRHABE WWW RS R ZE

AN 192.168.100.10,

%ASA- 7- 609001: Built I ocal -host inside:192.168.100. 10
3. ZR2 R PMABZFWmE - PAT ik, I , B/ iﬂzﬁu.bﬂﬁ%ﬁz%iiéiﬁ%(i&it

79 192.168.100.1 ) £9192.168.100.1 Y Z st £ 3%X — X BEHE
%ASA- 6- 305011: Built dynamic TCP translation frominside:192.168. 100. 2/ 11012 to

inside: 192.168.100.1/1026

4. ZLFRBELEBEEREF, BN WWW RE 2B 612 TCP EE,

Sftth it

FEBESHEE ENAIR

YASA- 6- 302013: Built inbound TCP connection 67399 for inside:192.168.100.2/11012
(192.168.100.1/1026) to inside:192.168. 100. 10/80 (172.20.1.10/80)

5. 218 % LK show xlate # F TR UEF " RBEREBTELRLREFFTER,

ci scoasa(confi g) #show xlate

3 in use, 9 nost used

d obal 172.20.1.10 Local 192.168.100. 10
d obal 172.20.1.10 Local 192.168.100. 10

PAT Global 192.168.100.1(1027) Local 192.168.100.2(11013)

6. Z2ik% LM show conn TR ARIEIRBFEHERLSREZFMARET KN WWW REE82E R
ThEBY TER, BIEESAEF RN EERIBIE,

ci scoasa#show conn

TCP out 192.168.100.1(192.168.100.2):11019 in 192. 168. 100. 10: 80

idle 0:00:03 bytes 1120 flags U OB

ARHEA NAT REHOBL

XRERKRKMNES NAT 3815 DNS BEXMR (&

TR NAT #2033 ) B ASA IERAEE.

BE ASAT2(1) IR

ci scoasa(config-if)#show running-config
. Saved

ASA Version 7.2(1)
!
host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanes
dns-guard
!
interface Ethernet0/0
nanei f outside
security-level 0O
i p address 172.20. 1.2 255.255.255.0
!
interface Ethernet0/1
nanei f inside
security-level 100




i p address 192. 168.100.1 255. 255.255.0
|
interface Ethernet0/2

shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

managenent - onl y

|

passwd 2KFQnbNI dI . 2KYQU encrypt ed

ftp node passive

sane-security-traffic permt intra-interface

access-1ist OUTSIDE extended pernmit tcp any host
172.20.1.10 eq ww

!--- Simple access-1list that permits HTTP access to the
mapped !--- address of the Www server. pager |ines 24

| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i mage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 gl obal (outside) 1
interface !--- Global statement for client access to the
Internet. global (inside) 1 interface /--- Global
statment for hairpinned client access through !--- the
security appliance. nat (inside) 1 192.168.100.0

255. 255. 255.0 !--- The NAT statement defines which
traffic should be natted. !--- The whole inside subnet
in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net mask 255.255. 255. 255 !--- Static NAT
statement mapping the WWW server's real address to a
public !--- address on the outside interface. Static
(inside,inside) 172.20.1.10 192.168.100. 10 net mask

255. 255, 255. 255 !--- Static NAT statement mapping
requests for the public IP address of the !--- WWW
server that appear on the inside interface to the WWW
server's real address !--- of 192.168.100.10. access-
group QUTSIDE in interface outside !/--- The ACL that
permits HTTP access to the WWwW server is applied !--- to
the outside interface. route outside 0.0.0.0 0.0.0.0
172.20.1.1 1 tinmeout xlate 3:00:00 tinmeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat 0: 05: 00 tineout sip 0:30:00 sip_nedia 0:02:00
sip-invite 0:03: 00 sip-disconnect 0:02:00 timeout uauth
0: 05: 00 absol ute usernane cisco password

ff1 RPGDSQIh9YLg encrypted http server enable no snnp-
server location no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console timnmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
MY_DNS_| NSPECT_MAP par aneters nessage-| ength maxi mum 512
pol i cy-map gl obal _policy class inspection_default

i nspect ftp inspect h323 h225 inspect h323 ras inspect
rsh inspect rtsp inspect esntp inspect sgl net inspect

ski nny inspect sunrpc inspect xdncp inspect sip inspect
netbi os inspect tftp inspect dns MyY_DNS_| NSPECT_NAP

i nspect icnp policy-map type inspect dns

m grated_dns_nap_1 paraneters nessage-| ength naxi num 512
I service-policy global _policy global pronpt hostnane




cont ext Cryptochecksum 7c9b4e3af f 085ba90eel94e079111eld
: end

AEXE  BXAEARXRKNTEZENFMAEE , FZHEULWIN Hair-pinning on Cisco ASA ({3
B

E.E DNS B&E

ATEFAIDNS KRE (WMRUFHER ) , BHITUTER. EARRGTF , ¥ DNS REFMEIZRIA
2RRERKED |, ZFKEEH service-policy WP LREA , IR ASA IRINEBFB—8., Bx
BEEBNRENFAES , FSAEHERERIELRE,

1. 77 DNS 22K E RIS

ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_ MAP

2. ERBMRABERRXT , #FASHEERXAAENRNSIBEESH.

ci scoasa(confi g- pmap) #parameters

3. EXEMMSSHEBERXT , I DNS HENR A HEKEIEERN 512,

ci scoasa(confi g- pmap- p) #message-length maximum 512

4. BHRBRHSHEEEX N RBERFEERN,
ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit

5. FRIAREEREFTECE T RERBERS,

ci scoasa(confi g)#show run policy-map type inspect dns
!
policy-map type inspect dns MY_DNS_| NSPECT_NMAP

par anet er s

nessage-| engt h maxi mum 512
1

6. ¥ A global_policy #Y R B&BR ST B,
ci scoasa(confi g) #policy-map global_ policy
ci scoasa(confi g- pmap) #

7. ERBMEREEERT |, BEBRIAE 3/4 K5 inspection_default.

ci scoasa(confi g- pnap) #class inspection_default
ci scoasa(config- pmap-c) #

8. ERMMHFREERNT , EENZERAEDSR 1-3 PEIRNKEREIRGI RELE DNS,

ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT MAP

9. JB HH SR G BR 5 SR L B AR XN M SR G ARG B B4R =K

ci scoasa(confi g- pmap-c) #exit
ci scoasa(confi g- pnap) #exit

10. WIFR A 2 RTFEFEERE global_policy M,
ci scoasa(confi g) #show run policy-map
!
!--- The configured DNS inspection policy map. policy-map type inspect dns
MY_DNS_| NSPECT_MAP par anet ers message-| ength maxi mum 512 policy-map gl obal _policy class
i nspection_default inspect ftp inspect h323 h225 inspect h323 ras inspect rsh inspect rtsp
i nspect esntp inspect sqlnet inspect skinny inspect sunrpc inspect xdncp inspect sip
i nspect netbhios inspect tftp inspect dns MY DNS_INSPECT_MAP
!--- DNS application inspection enabled.

1. WIS EEEBTELRBAHA global_policy,


https://supportforums.cisco.com/videos/2506
https://supportforums.cisco.com/videos/2506
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//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mpc.html

ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy global

%%/ DNS Bl &

EARBEERN TR L split-dns 6 , SEARET 2 HRERTHEHIIR, ERALLFSH no
B BiERIIR.

E&E"EUI&QLHEH%E’J BRT , AP SSARANARBEFFENEATANSR, Ki split-dns none
AL ISR S BIRER IR,

FA—NEERIBEHIRFHENRE, RENBESERS , BN ZHFENKETRESES
255 /l\—T-ﬁo AEFERAFIRFEH. EFH (- ) MAR (o Tﬁ?ﬁ‘ﬁ?ﬁ}ﬁﬁﬁﬂ no split-dns ¥
rF, MBRFTE X B1{E , A& H split-dns none S Bl EBHZ=E,

ARGIE R T WA ELE 18 Domain1, Domain2, Domain3 1 Domain4 , SAM{E 41 %Y FirstGroup A%
BE B 1 20 Bl PR & SR AR AT IX L i

host nane( confi g) #group-policy FirstGroup attributes
host nane( confi g- group-pol i cy) #split-dns value Domainl Domain2 Domain3 Domaind

ir
ERAES THINRE S ERIET

DoHMEMABRER (XEEMAF ) (OIT) ZEHEL show S, A OIT AIEEX show T
HE Do

3Rk DNS HiEH

HPp—IMRITIZSRFEATEBEE DNS idXkMN FERBRMEXEBIESR , W £ —R4F|IFFTHRE,
EE ASA LHRBER , BERUATER -

1. NIBREQ BN SN ERESIBIZE —NMARISIER, ACL RiZIEELEEHIRNETER. EARH
., BERIEF ACL, AZPEEO EBIERMN ACL :

access-|ist DNSOUTCAP extended pernit ip host 172.22.1.161 host 172.20.1.2
!-—- All traffic between the DNS server and the ASA. access-|ist DNSOUTCAP extended permit
ip host 172.20.1.2 host 172.22.1.161 !--- All traffic between the ASA and the DNS server.

MER#E O EHIERAY ACL :

access-1ist DNSI NCAP extended permit ip host 192.168.100.2 host 172.22.1.161

!--- All traffic between the client and the DNS server. access-|ist DNSI NCAP extended
permt ip host 172.22.1.161 host 192.168.100.2 !--- All traffic between the DNS server and
the client.

2. BIEZHHIREH

Ci scoasat#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

I-—— This capture collects traffic on the outside interface that matches !--- the ACL
DNSOUTCAP. ci scoasa#fcapture DNSINSIDE access-list DNSINCAP interface inside

I-—— This capture collects traffic on the inside interface that matches !--- the ACL
DNSINCAP.

. BEEFWR, ERET L DNSHIFER2E , HARRAW TR
ci scoasa#show capture DNSOUTSIDE
2 packets captured


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

1: 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36
2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: wudp 93
2 packets shown
Ci scoasat#fshow capture DNSINSIDE
2 packets captured
1: 14:07:21.346951 192.168.100.2.57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100. 2.57225: udp 93
2 packets shown

4. (W ) FHRApcaptE XN EHIBITFTPIRS SR , WEEHMMARFPHITON. WTHENT
pcap HNKIRAREF AT LATE DNS A R E RHAMFMAFEE , B IP ik,

Ci scoasaf#fcopy /pcap capture:DNSINSIDE tftp

Ci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp

P B BR

A ER S RS BT AT X B BTSSR

#EH1TDNS BEE

BIRIELZSIZE LEET DNS RE. HSHEE DNS REHS,

HiRIRAN

MBFTEER B WWW RSS2 Mol ER , NATAERET NAT BREFME. RERLIRE

B, EREENMUEEZEIZ2RZUERRINES . MREAXKELR , FRIUERECELNFR
FNBEREE T NAT URZEFNFREHE RN,

%ASA- 3- 305006: portnap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst dne: 10. 10. 10. 10/ 23

EBxlate B |, RIS H B35 ANATIE A BRI A5IR
E7% UDP DNS R

E&rEEREF 7 DNS HIES MR THEIRER -

%°1 X| ASA- 4- 410001: UDP DNS request from source_interface: source_address/source_port
to dest_interface: dest_address/dest_port; (label Iength | domain-nanme | ength)
52 bytes exceeds remnmi ni ng packet |ength of 44 bytes.

£ 512-65535 Z [A18 10 DNS i aKE LRI [ &,
~

ci scoasa(confi g) #policy-map type inspect dns MY_DNS_INSPECT_ MAP
ci scoasa(confi g- pnap) #parameters
ci scoasa(confi g- pnap-p) #message-length maximum <512-65535>

HXER
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