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- BRKRENHHE-RERFER (AIP-SSM) ARIHRE (IPS) - REZRRHSTHERE ,
FETRIER,
- IPSERHIRAS5.x — SNRAIP-SSMAKER |, MEFE T #EIPSE A

EARNAH

. ASA 5510 7.2(1) B BA ERRAR

. IZ1T IPS B4 5.1.1 B9 AIP-SSM-10
AXEFNEEHMEETEEXREREFNIZZREEN, AP FEANMEIRZERIEXAR
HB(B®AN)BE, NMREFEANREENEG , ERRZELTHMEGSHNEER I,

X m

IESE R AT B T2 4T A 7.2(1) R B ERRZSHY Cisco 500 51 PIX,

]

BRXERMBES , HS 5 Cisco BARE RN,

BFREER

The figure shows the data from host to 172.16.10.1 15 blocked since the "Intra-interface” keyword of the
“same-security-traffic permit” configuration mode command i disabled.

172.16.10.0:24

]---II
— 7 T |
ASA 5510
with AlP-
SSM

IP address 172 22 16
Defaull Gateway 172 22.1.160

AR MEEFFERANIPELS R EInternet LRI S E B H, Xt EEXRERBERFERY
RFC 1918 #bdit,

TRERASANEHEE :

ASA
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ci scoasa#show running-config
Saved

ASA Version 7.2(1)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

nanes

!

!-—-- The IP addressing assigned to interfaces. interface
Et hernet 0/ 0 naneif inside security-level 100 ip address
10.1.1.2 255.255.255.0 ! interface Ethernet0/1 naneif
outside security-level 0 ip address 172.22.1.160
255.255.255.0 ! interface Ethernet0/2 shutdown no naneif
no security-level no ip address ! interface
Managerment 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp node
passive !--- Notice that there are no access-lists.
pager lines 24 |oggi ng enabl e | ogging buffered debuggi ng
mu inside 1500 mu outside 1500 no asdm history enabl e
arp timeout 14400 !--- There are no network address
translation (NAT) rules. !--- The static routes are
added for test purposes. route inside 10.2.2.0
255.255.255.0 10.1.1.100 1 route outside 172.16.10.0
255.255.255.0 172.22.1.29 1 tineout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00:02 tinmeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0:05: 00 ngcp-pat 0:05:00 tinmeout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute no
snnmp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tineout 5 console tinmeout
0 ! class-map inspection_default match default-

i nspection-traffic ! ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum

P B R

UTEa N EE5EONBEHEXHLEE SR, X syslog JEE M Packet Tracer #i i,

EORNBEEXEH

FEASAREH , TH172.22.1.6%HpingEH172.16.10.1. EH1172.22.1.6[EBRIAR R (ASA) K&
ICMPEIRI 5 R¥#EE. ASA LARFEAEORBERE. ASA EF Echo HRHBHFEE. Wik ping K&
. ASA AT HERRZPIER KR,

I RBIE R syslog SEE M Packet Tracer BV H -

- U TRIEFKEZEHXH syslog HE :
ci scoasa(confi g) #show logging
!-—- Output is suppressed. YASA-3-106014: Deny inbound icnp src outside:172.22.1.6 dst



out side: 172.16.10.1 (type 8, code 0)
. BLN 2 Packet Tracer #i it :

ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed
Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Infornation:

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: input
Resul t: ALLOW

Confi g:

Addi ti onal Information:

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:
Implicit Rule

l-—— Implicit rule refers to configuration rules not configured !--- by the user. By
default, intra-interface communication is not permitted. !--- In this example, the user has
not enabled intra-interface communications !--- and therefore the traffic is implicitly

denied. Additional Information: Forward Fl ow based | ookup yields rule: in id=0x3bd8480
priority=111, domai n=perm t, deny=true hits=0, user_data=0x0, cs_i d=0x0, flags=0x4000
protocol =0 src i p=0.0.0.0, nask=0.0.0.0, port=0 dst ip=0.0.0.0, nask=0.0.0.0, port=0 Result:
input-interface: outside input-status: up input-line-status: up output-interface: outside
out put-status: up output-line-status: up Action: drop Drop-reason: (acl-drop) Flow is denied
by configured rule

ASDM FE CLI i &N T TUOTERM R :
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g% Cisco ASDM Packet Tracer - 10.77.241.143 et 18] x|

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: Euulﬂde - I Packet Typa " TCP  UDP & ICHMP T IP

[ S e e e i S e
| Source IP Address: {10.1.1.3 Destination IP Address: [10.1.2.4 e
|

i Type: Il:l:hl:I j Code: I[I ID: |3 1y Cear

|

[+ Show animation
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% Cisco ASDM Packet Tracer - 10.77.241.143 B (5]

Salect the padket bvpe and supply the packet paramaters. Click Start ko brace the packet.
Irkerface: |oubside - I Packst Typa ¢ TCP  UDP & ICMP T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: |0 D |8 iy Cer
[ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOKE LR *
(5 ACCESSAIST 9
[=IRESLLT = The padket is dropped. [}
= Input Interface:  oukside Line £ Link &
Output Inberface:  oukside Line & Link £
Irfor {ackdrop) Flow is denied by configured rule

&} Closs | 7 Help I

Packet Tracerfi . MEZWMINEEREMLLRE, EBEARERETEERETHEREENBREDN
BEEEA. EXMBERT , ASABEFER AEONERE (ame-security-traffic permit intra-
interface).

Cci scoasa##show running-config

!--- Output is suppressed. interface Ethernet5 shutdown no naneif no security-level no ip
address ! passwd 2KFQnbNI dl . 2KYQU encrypted ftp npode passive same-security-traffic permit intra-
interface

!--- When intra-interface communications are enabled, the line !--- highlighted in bold font
appears in the configuration. The configuration line !--- appears after the interface
configuration and before !--- any access-list configurations. access-list... access-list...

BOREEEEHA

EORNBEYNI 2B A, same-security-traffic permit intra-interface A ERMEI LW ER. =
M172.22.1.6%ApingEM172.16.10.10 TH172.22.1.6FI BRI (ASA) & 3% ICMPE| 5718 R B04E
Do FEH172.22.1.612F172.16.10. 1K KN R E. ASARIHZIZICMPRE,



The figure shows the data from host to 172.16.10.1 is allowed since the “intra-interface" keyword of the
"same-security-traffic permit™ configuration mode command is enabled.

172.16.10.0v24

i

IP address 172.22.16
Defaul Gateway 172 .22.1.160

LA RHBIE R ASA syslog SEEF Packet Tracer #ii :

- AT RIEFEE XK syslog JHE :
ci scoasa#show logging
!I-—- Output is suppressed. %Pl X-7-609001: Built |ocal -host outside:172.22.1.6 %Il X-7-609001
Built |ocal -host outside:172.16.10.1 %I X-6-302020: Built |1 CMP connection for faddr
172.22. 1.6/ 64560 gaddr 172.16.10.1/0 | addr 172.16.10.1/0 %I X-6-302021: Teardown | CVP
connection for faddr 172.22.1.6/ 64560 gaddr 172.16.10.1/0 |laddr 172.16.10.1/0 9%l X- 7- 609002
Teardown | ocal -host outside:172.22.1.6 duration 0:00:04 9%l X-7-609002: Teardown | ocal - host
out side: 172.16.10.1 duration 0:00: 04

. LA T2 Packet Tracer #i i :

ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Config:

Addi tional |nfornation:

Found no matching flow, creating a new fl ow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: i nput
Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 172.16.10.0 255, 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Config:

Implicit Rule
Addi tional |nformation:

Phase: 4 (



Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Result: ALLOW

Confi g:

Addi tional |Information:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 23, packet dispatched to next nodul e

Phase: 7

Type: ROUTE- LOOKUP

Subt ype: out put and adj acency

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

found next-hop 172.22.1.29 using egress ifc outside
adj acency Active

next - hop mac address 0030.a377.f854 hits O

Resul t:

input-interface: outside
i nput -status: up

i nput-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASDM AE CLI &R TS U TR : &,
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Irkerface: Euulxlde 'I Packet Type  TCP ( UDP & ICMP ( IP
o b B O B e B O B D S e D E P S
| [ Start
| Source IP Address: {10.1.1.3 Destination 1P Address: [10.1.2.4
|
| ; - : : %ﬂ:ﬂr
i Type: {echo =] code: o0 I: |3

[+ Show animation
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Qdose | PHeb |
same-security-traffic permit intra-interface 8 Packet Tracer fiHH B2 A,
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@ Cisco ASDM Packet Tracer - 10.77.241.143 i T 8]

Select the packet bype and supoly the packet parameters. Chck Start to trace the padket,

Interface: ||‘|s||:le 'i Packet Type ¢ TCP  UDPF & ICMP (I
"L start
Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4 g
Tepe: |i:-:|'||:| :j Code: E I |I3 i

impide  oans sl | Flowe Loakup| Foue | IF Cpiions Treggeect | ErEBLI':i-ICI\i Flowe { Fouta | autride
akup Lookup Loakup craation

Fhase j Ackion |

5 HACCESSLIST

| S FLOW-LOOKLP

: HROUTE-LOCKLE

| 41 1P-CRTIONS

4] INsPECT

| 5] DERUG-ICMP

| 5] FLOW-CREATION

| SIROUTE-LOOKLP

“IRESLILT - The packet is afowed

LELAR LYY YR

Inpk Interface:  inside Line € Link i
Qukput Irkerface:  outsids Line Link &

Info:

tjl‘l‘mel 2 Help |

AR RFHESIRNARASED, EEEERATF , 91«"‘51%!:1!3’]&2,&%] BN 0. ERIA
BRT , BABTATNEZLEOISZLEONRE, XUELSHEERAINN , URE
BAEHIRHB AT, WAL (KRE ) ?%DJ:T;UEEDWMEO A, HEOXBENATHRE
ket , B—EORENUBHBEY

ENREERFARREES T AIP-SSM UEKE

EORNREAEZEE AIP-SSM UERE, AR/ RIXREER N ASA BB RN ELRESR AIP-
SSM , #HEE G ANEWMAEE IPS 5.x B,

Xet ASARBEESLANEE RS , BONBREEER , HEME (E[ ) REHHE LT AIP-
SSM. 182X IPS &% 2004 LAEF Echo HRRE. TH172.22.1.6%1HpingEH172.16.10.1, E
H172.22.1.6EFKINF R (ASA) RIEICMPEI R E R BIE D, ASA R Echo BEREIFEBHKHL AIP-
SSM LAERRE. AIP-SSM 2EFEA IPS BLERNHITEZ

AT "1 E 7R ASA syslog SEE 1 Packet Tracer #iH :

- AT RIBFREF|EH X syslog SHE
ci scoasa(confi g) #show logging
!--- Output is suppressed. YASA-4-420002: |PS requested to drop | CVMP packet from



outside:172.22.1.6/2048 to outside: 172.16.10.1/0 !--- ASA syslog message records the IPS
request !--- to drop the ICMP traffic.

. A& Packet Tracer #iH :

ci scoasa#packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: input
Resul t: ALLOW

Confi g:

Addi ti onal Information:

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Resul t: ALLOW

Confi g:

Inplicit Rule

Addi tional |nformation:

Phase: 4

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi ti onal Information:

Phase: 5

Type: | NSPECT

Subt ype: np-inspect
Resul t: ALLOW

Confi g:

Addi ti onal Information:

Phase: 6
Type: 1DS
Subt ype:

Result: ALLOW

Confi g:
class-map traffic_for_ips match any policy-map global policy class traffic_for_ ips ips
inline fail-open service-policy global_policy global

!--- The packet-tracer recognizes that traffic is to be sent to the AIP-SSM. !--- The
packet-tracer does not have knowledge of how the !--- IPS software handles the traffic.
Additional Information: Phase: 7 Type: FLOW CREATI ON Subtype: Result: ALLOW Confi g:
Additional Information: New flow created with id 15, packet dispatched to next nodul e
Result: input-interface: outside input-status: up input-line-status: up output-interface
out side output-status: up output-line-status: up Action: allow

!--- From the packet-tracer perspective the traffic is permitted. !--- The packet-tracer
does not interact with the IPS configuration. !--- The packet-tracer indicates traffic is
allowed even though the IPS !--- might prevent inspected traffic from passing.

BSHIER  EEAENRAEN , NMEARAUTRSHEEHRRTIE, UTREERHPRERNER



BHRTEAMAFERRNER. EARNIEAUE-IMTEBN TH, ASABERKATRE
, BR IPS BEF 2,

EOneERAFEBRNRENATED

ABHEAARAXEPNREEERS., EREONBEURNAZNHEONITRIIR, XLELER
ERNIEE. HRIREEMEESRRESHAE EAREENAR,

ci scoasa(confi g) #access-list outside_acl permit tcp any host 172.22.1.147 eq 80
ci scoasa(confi g) #access-group outside_acl in interface outside
I -—— Production firewalls also have NAT rules configured. !--- This lab tests intra-interface

communications. !--- NAT rules are not required.
EH172.22.1.65%2 ik pingEH172.16.10.1, TH1172.22.1.6[8 BRIA M3 (ASA) K %ICMPE BIiE R ¥
FE8. ASALEFEMFRFIRMNE Echo BREEZ. £ 172.22.1.6 M ping X EHE,

LAUR R~ & 7R ASA syslog JE 2 H Packet Tracer #i it :

- U TRIEREE XK syslog HE :
ci scoasa(confi g) #show logging
!--- Output is suppressed. YASA-4-106023: Deny icnp src outside:172.22.1.6 dst
out side: 172.16.10.1 (type 8, code 0) by access-group "outside_acl" [0xc36b9c78, 0xO0]

. A& Packet Tracer #iH :

ci scoasa(confi g) #packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

Phase: 1

Type: FLOW LOOKUP

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Found no matching flow, creating a new flow

Phase: 2

Type: ROUTE- LOOKUP
Subt ype: input
Resul t: ALLOW

Confi g:

Addi tional Information:

in 172.16.10.0 255. 255. 255. 0 out si de
Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:
Implicit Rule

!--- The implicit deny all at the end of an access-1ist prevents !--- intra-interface
traffic from passing. Additional Information: Forward Fl ow based | ookup yields rule: in

i d=0x264f 010, priority=11, domai n=permit, deny=true hits=0, user_data=0x5, cs_i d=0x0,

fl ags=0x0, protocol =0 src ip=0.0.0.0, nask=0.0.0.0, port=0 dst ip=0.0.0.0, nask=0.0.0.0
port=0 Result: input-interface: outside input-status: up input-line-status: up output-
interface: outside output-status: up output-line-status: up Action: drop Drop-reason: (acl-
drop) Flow is denied by configured rule

A X packet-tracer P HIFHE LR , S Packet Tracer,

XEE  MRMAREOMNIGESIFREEdenyiB 9 , Npacket-tracerfV i & X3, fl -
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ci scoasa(confi g) #access-1list outside acl permit tcp any host 172.22.1.147 eq 80

ci scoasa(confi g) #access-list outside_acl deny ip any any

ci scoasa(confi g) #access-group outside_acl in interface outside

ci scoasa#packet-tracer input outside icmp 172.22.1.6 8 0 172.16.10.1 detailed

!--- Output is suppressed. Phase: 3 Type: ACCESS-LIST Subtype: |og Result: DROP Config: access-
group outside_acl in interface outside access-list outside_acl extended deny ip any any

Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:

ASDM A E LR CLI i SRS UM TEBM R :
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@ Cisco ASDM Packet Tracer - 10.77.241.143 =151 %]

Salect the padet bvpe and supply the packst paramaters. Click Start ko trace the padket.
Irkerface: |oukside 'I Packet Typa ¢ TCP  UDP & ICHMP {7 IP

| Start

Source IP Address: [L0.1.1.3 Destination IP Address: [10.1.2.4
Type: ll:l:hn:l _*_J Code: IIII D: |3 iy Clear

[+ Show animation

@dose | Drep |

£ /3 Al same-security-traffic permit intra-interface @+ 3 B 24 access-list outside_acl extended
deny ip any any S ERERIELBIE SN Packet Tracer .

#% Cisco ASDM Packet Tracer - 10,77.241,143 B (5]

Salect the packet bype and supply the packst parameters. Click Start ko krace the padkst.
Irkerface: |outside = I Packet Typa  TCP  UDP & ICHMP (T IP

[ Start
Source IP Address: [10.1.1.3 Destination IP Address: [10.1.2.4
Type: il:l:hl:l ;J Code: lIII v |E| al:har
[+ Show animation
Phas= | Aickion
[+ FLOW-LOCICLR '
[ ROUTE-LOOK LR ¥
[#1 ACCESSLIST 9
[EIRESLLT = The padket is dropped. a9
= Input Interface:  oukside Line £ Link €
Output Inberface:  oukside Line Link 3
Irfor {ack-drop) Flow is denied by configured rule

i) Close 7 Help




MRBEEOZEEZORNEES , HEBRIERNARE—ZO |, WiGE 5] RN LA FZEORR
E, FAAK2HHRG , EEFHEINRER :

ci scoasa(confi g) #access-1list outside_acl permit tcp any host 172.22.1.147 eq 80

ci scoasa(confi g) #access-1list outside_acl permit ip 172.22.1.0 255.255.255.0 172.16.10.0
255.255.255.0

l-—--172.22.1.0 255.255.255.0 represents a locally !--- connected network on the ASA. !---
172.16.10.0 255.255.255.0 represents any network that !--- 172.22.1.0/24 needs to access.
ci scoasa(confi g) #access-1list outside_acl deny ip any any

ci scoasa(confi g) #access-group outside_acl in interface outside

ASDM FE LR CLI TSNS SO TEMA R :

SE;A .
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access-1list inside_acl permit ip
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access-list inside_acl permit ip any any
access-group inside_acl in interface inside
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