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Introduction

ARIXHERE T —NEXWNAFELH Cisco ASA 5500 R BEMNRZLIRE (ASA) WREHIERKIE
HERREMPHBERLRSER (AIP-SSM) (IPS) WEE R, BEERFISHTITHRE (CL) —&
R=iH,

5 ASA : M\ ASA [0] CSC-SSM X iEMEHIERELE RE] , MERMEHIEFRM Cisco ASA
5500 RIIBENLLIRE (ASA) HRBNRRL NEHES RS EHR (CSC-SSM),

SESBENMERIBRIR S T X(XAIP SSM)X T I{A L% Cisco ASA 5500 R 5 AT B MY &
ETENNERENESEE(ASAES N LT XEX TR EHNREMINLL L £ RS ER(AIP-
SSM) (IPS)#&E R,

Note 2 M ASA FRNEBIER BB R Internet BIRNEBHA P H1G R L RIRH Internet AF : [RE

X (DMZ) S NEBME AR ASA RIFBIARTR. T2 EIEE ASA A ASA &AM R EBIER
RIAE IPS BIRAPHITRE, TRIEZE IPS BRAPWHKIERSIEAT ping (ICMP) ASA # O EH
Telnet 1518 ASA FIEIE TR

Note: ASA AR IER# T D RUEXBRENER(LRBEER T IPv6. Hit , MREEY
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ASA ¥ IPv6 BIEREBE AIP SSM , MR ZZH,

Note: X FAIP-SSMHIHIEERENEZEER , TS NAIP-SSM{E BN YIKREE.

Prerequisites

Requirements

AR HEBEREXN WMEE Cisco ASA BAERRZAS 8.x F IPS FBEMRA 6.x BEEARK T #,
. ASA8x MM EfRBALAAIFEREO., HRIFIFK., WLk (NAT) MEEH.
- AIP-SSM (IPS B 6.x ) WA EREAHIENEZIRE, AFNEN., BOBRE, LRENLM
EHRERN,

Components Used

AXEPNEEETUTREMESRE

- BERRA 9 8.0.2 By ASA 5510
- IPS B fFhRA 6.1.2 B AIP-SSM-10

Note: LB E RHIEHATF OS 7.x RE S RAHEAT Cisco ASA 5500 RFIBHAIEFM IPS5Xx RES
MRS AIP-SSM 1E3R

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

ANE 7 R A < WA ES B A AL PR Th BB RV A5 BLo
Note: EAEs TERTE (XFREMAS ) AIREEXAER D FREM G TR HEMAE R,

WEEARERAN IP it 5 RE Internet ERAISERH, XLl 7E 9250 = IR R # I Y) REC
1918 Hudlk.

Network Diagram
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ASA 5510

ciscoasaf#fshow running-config
: Saved

ASA Version 8.0(2)

!

hostname ciscoasa

enable password 2KFQnbNIdI.2KYOU encrypted

names

!

!--- IP addressing is added to the default
configuration. interface Ethernet0/0 nameif outside
security-level 0 ip address 172.16.1.254 255.255.255.0 !
interface Ethernet0/1 nameif inside security-level 100
ip address 10.2.2.254 255.255.255.0 ! interface
Ethernet0/2 nameif dmz security-level 50 ip address




192.168.1.254 255.255.255.0 ! interface Management0/0
nameif management security-level 0 ip address
172.22.1.160 255.255.255.0 management-only ! passwd
9jNfZuG3TC5tCVHO encrypted ftp mode passive !/--- Access
lists are added in order to allow test !--- traffic
(ICMP and Telnet). access-1list acl_outside_in extended
permit icmp any host 172.16.1.50 access-list
acl_inside_in extended permit ip 10.2.2.0 255.255.255.0
any access-list acl_dmz_in extended permit icmp
192.168.1.0 255.255.255.0 any pager lines 24 !---
Logging is enabled. logging enable logging buffered
debugging mtu outside 1500 mtu inside 1500 mtu dmz 1500
mtu management 1500 asdm image disk0:/asdm-613.bin no
asdm history enable arp timeout 14400 !--- Translation
rules are added. global (outside) 1 172.16.1.100 global
(dmz) 1 192.168.1.100 nat (inside) 1 10.2.2.0
255.255.255.0 static (dmz,outside) 172.16.1.50
192.168.1.50 netmask 255.255.255.255 static (inside,dmz)
10.2.2.200 10.2.2.200 netmask 255.255.255.255 /---
Access lists are applied to the interfaces. access-group
acl_outside_in in interface outside access-group
acl_inside_in in interface inside access-group
acl_dmz_in in interface dmz timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00 h225
1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute http
server enable http 0.0.0.0 0.0.0.0 dmz no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy !/---
Out-of-the-box default configuration includes !---
policy-map global_policy. class inspection_default
inspect dns preset_dns_map inspect ftp inspect h323 h225
inspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sglnet inspect

sunrpc inspect tftp inspect sip inspect xdmcp ! service-
policy global_policy global !--- Out-of-the-box default
configuration includes !--- the service-policy

global_policy applied globally. prompt hostname context
. : end

AIP SSM (IPS)

AIP-SSM#show configuration

! Version 6.1(2)
! Current configuration last modified Mon Mar 23
21:46:47 2009

service interface
exit

service analysis-engine
virtual-sensor vs0

physical-interface GigabitEthernet0/1
exit

exit




service authentication
exit

service event-action-rules rulesO

!--- The variables are defined. variables DMZ address
192.168.1.0-192.168.1.255 variables IN address 10.2.2.0-
10.2.2.255 exit ! —==--mmmmmmm e service
host network-settings !--- The management IP address 1is
set. host-ip 172.22.1.169/24,172.22.1.1 host-name AIP-
SSM telnet-option disabled access-1list x.x.0.0/16 /---
The access list IP address 1s removed from the
configuration !--- because the specific IP address 1is
not relevant to this document. exit time-zone-settings
offset -360 standard-time-zone-name GMT-06:00 exit
summertime-option recurring offset 60 summertime-zone-
name UTC start-summertime month april week-of-month
first day-of-week sunday time-of-day 02:00:00 exit end-
summertime month october week-of-month last day-of-week
sunday time-of-day 02:00:00 exit exit exit ! ---————-----
——————————————————— service logger exit ! —-——-----—-—————-
———————————————— service network-access exit ! ---------
————————————————————— service notification exit ! ------
———————————————————————— service signature-definition
sig0 !--- The signature is modified from the default
setting for testing purposes. signatures 2000 0 alert-
severity high engine atomic-ip event-action produce-
alert|produce—verbose—alert exit alert-frequency
summary-mode fire-all summary-key AxBx exit exit status
enabled true exit exit !/--- The signature is modified
from the default setting for testing purposes.
signatures 2004 0 alert-severity high engine atomic-ip
event-action produce—alert|produce—verbose—alert exit
alert-frequency summary-mode fire-all summary-key AxBx
exit exit status enabled true exit exit !--- The custom
signature is added for testing purposes. signatures
60000 0 alert-severity high sig-fidelity-rating 75 sig-
description sig-name Telnet Command Authorization
Failure sig-string-info Command authorization failed
sig-comment signature triggers string command
authorization failed exit engine atomic-ip specify-14-
protocol yes l4-protocol tcp no tcp-flags no tcp-mask
exit specify-payload-inspection yes regex-string Command
authorization failed exit exit exit exit exit ! --------
—————————————————————— service ssh-known-hosts exit ! --
———————————————————————————— service trusted-
certificates exit ! —=-==--------mmmm

service web-server enable-tls true exit AIP-SSM#

Note: 21 R & https FToiE17 18] AIP-SSM &R | BFERUTLSE -

- RIZEREEEIE IP ik, BATLAEE network access list, FEAIBEARAFEREIIEE IPH
IP/IP P 4%,
- BRIECEE AIP BEROAIBLAKNEZED, X AIP EROEE B ReE@ET b O KREI,
BXEMAEER , HSRPHBI{ AIP-SSM .

BEMAEHERBLENAIP-SSM=E promiscousiéi =,
MESERAMATSREBARREERMERERSEELE, HEEFTEXNMERBEREHT
I ESR, BRSIZEMELRIER2ZIN , X< ASA Fl1 AIP-SSM XEWAT , EEMBUATHIMNRE

o
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- AIP-SSM R ZEVEEERNERUNBKERNZTHIE ? BEEAKRT , & ASA FRIKREEE
#ERIBFRNER , SRBENBEIARLIEE AIP-SSM, TFEAERK AIP-SSM A A EH
MRS (IDS), EUHERT , MEAHKES ( SIBEEBRNBIES ) MAREIEE N, AJRARE
BHER , HEEEEEMBESEXZENT , FIF2EALZBESEIL, ARKERXRTR
ASA FEIEH K E AIP-SSM EHHTRE, MRHKEET AIP-SSMREE , NHIEXREZ
ASA , BMEX BB T EH ZATH Wi, TEAEKERH AIP-SSM A AR HERS
(IPS), EREBXTREMNE , NEE (IPS) KFr LAEBE L fit % BB B EE B A,

. £ ASA TiEE AIP-SSM BEMEIRT , ASA ML B FR BN EIER ? ASA 25 AIP-
SSM BEM1EH B1E AIP-SSM EfNE , AERRKEREAZTEZE R, EXHERLT

, ASA TIEES R &t FE J5 7T B (fail-open) =%t F&E jg 5< i1”(fail-closed) . MR LA
AIP-SSM , N FEFFF A 1T ASA HERFFREN BB REEERLBMNM, = ASA TE
5 AIP-SSM BfErt , #ERXAKXMELEFRENBIER. Note: FRENBITFEREAHEFIFK
BHITEN . ELREIBHEF , HEZRAFMNEAIREEMA B N ETE IP BiER. Bt , 5
RENBERATURELHE ASA WEAKER.

ciscoasa(config) #access-list traffic_for ips permit ip any any
ciscoasa(config) #class-map ips_class_map
ciscoasa(config-cmap) #match access-1list traffic_ for_ips

!-—— The match any command can be used in place of !--- the match access-1list [access-list name]
command. !--- In this example, access-list traffic_for_ips permits !--- all traffic. The match
any command also !--- permits all traffic. You can use either configuration. !--- When you

define an access-1list, it can ease troubleshooting.

ciscoasa(config) #policy-map global_policy
!-—— Note that policy-map global_policy is a part of the !--- default configuration. In
addition, policy-map global_policy !--- is applied globally with the service-policy command.

ciscoasa(config-pmap) #class ips_class_map
ciscoasa(config-pmap-c) #ips inline fail-open

!--- Two decisions need to be made. !--- First, does the AIP-SSM function !--- in inline or
promiscuous mode? !--- Second, does the ASA fail-open or fail-closed? ciscoasa(config-pmap-
c)#ips promiscous fail-open

l-—— If AIP-SSM is in promiscous mode, issue !--- the no ips promiscous fail-open command !---
in order to negate the command and then use !--- the ips inline fail-open command.
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I% Cisco ASDM 6.1 for ASR
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skarbup, ks intiaized with vaboas from the oument
configuration,

Cisoco ASA 55xx

| Leunch Statip wizard |

2. B Launch Startup Wizard,



Configuration > IPS > Sensor S5etup > Startup Wizard

The Starkup wizard assists you in canfiquring your Cisco IPS
sensor, |se this wizard bo perform basic sensor configuration.

The Startup wizard can be run at any bime. If executed after
skartup, it is initialized with values from the current
configuration.

Cisco ASA 55xx
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SEM Management Port

[ Launch fikartup ‘izard
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§% Startup Wizard

Introduction {Step 1 of ...}

How The Starbup \izard Works

Basic Sansor Sebup
In this step, youcan changs the basic network, settings, dlowed hosts/natworks entries,
Tirmezone, Summertime and NP server settings.

Traffic llecation
In this step, you czn sllacate traffic from the A58 to be inspected by the default virtual sensor.

4. EZFMBEOF |, 7£ Network settings 380 TATRRMEMMENZ HAL |, 1Rt AIP-SSM 3R Host
Name. IP Address. Subnet Mask 1 Default Gateway #i3it, SR/5# &5 Add , LAERINTA ]
FIRFK AL H AIP-SSM AT EHIE R



§% Startup Wizard |E|

fSensor Setup (Step 2 of ...}
Tletwmork setongs

Host Mame: AIP-55M
IP Address: 172.22.1.169

Subnet Mask: 255,255.255.0 |w

Default Gateway: | 172.22.1.1
TCried NOSE [ MEChOrRs Tk Can aCosss e Sersor

Metwark, Mask:

Edit

Currerk Sersar Dake and Time

[izbe: | A Dake Time
Time Zare

Zone Mama: LITC w  Offsat: | 80 Mirutes
NTP Server

1P Address:

[ Awthenticabed NTF  Kay: | KEY ID: |

Summertime

[ 7] Enaile Summeartime e S Hir

5.7 Add ACL Entry B O+ , IRt A H ik E% B2 EH/MEH IP Address Fl Network
Mask #4EE, # Ok, Note: EHL/MLE IP tbit N & T & I8 M 45 3o ik 5Bl o

B Add ACL Entry

IP Address: 172.22.1.10

Mebwark Mask: 205.255,255,255

6. AT RHMMENE AL RBEFERER /G , FEE Next



B Startup Wizard Tl

Sensor Setup (Sbep 2 of L.}
Kebwork settings

Hogt Mame: ALP-55M |
IF address: 172.22.1.16%9 |

SubnetMask:  255.255.285.0 v

Defadt Gateway; | 172.22.1.1 |

Allowead hostsinetworks that can access the sensar

Metwork Mask add
172.22.1.10 255.255.255.255

Current Sensor Date and Tme

Date: |Mon, 23 Mar 2009 2 i Apphy Datel Times

Tire Zane

Zane Mame: 'J'I'C v| Offset: :ﬂ] Minutes
NTF Server

IF Address:

[ uthenticated NP Kev: | KEYID: _

Summesrtime
[ Enable Surmmearkime orfgure Summertime. ..
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Interface: | outside W
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RET Start, EAINEFTHRESRIE,
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raffic Allocation (Step 3 of ...}

Inkerface | Source Destination  Service Mode Virbual Sen... |

outsde @ any @ any | IR Inline Default Sersor |

_‘ Packet Flow Diagram For the selectad fuks
() Click on e start button to see the packet Flow znimation

Mode: Inine Cisco ASA 55xx
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{8 AIP-SSM B E S ERER

MRMBEE R FHLER AIP-SSM R FREMBHERNFE |, Il ASA ER MR T E 7 BUE
Ko B, ANREBIHRAIER , LBERHRMSENKTER. BN HRSIRFTERZHN , EAF
service-policy i J#%I:I:R%U\é)%'fif“% , LMEE A AIP-SSM R EH B IETR.

WNFANEPHMNEE , MEEERFE AIP-SSM REA LML DMZ MK 2 BIH ATE BaER

o

ciscoasa#configure terminal

ciscoasa(config) #access-1list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ciscoasa(config) #access-1list traffic_for ips permit ip any 192.168.1.0 255.255.255.0
ciscoasa(config) #access-1list traffic_for_ ips deny ip 192.168.1.0 255.255.255.0 10.2.2.0
255.255.255.0

ciscoasa(config) #access-1list traffic_for_ ips permit ip 192.168.1.0 255.255.255.0 any
ciscoasa(config) #class-map ips_class_map

ciscoasa (config-cmap) #match access-list traffic_for_ips

config) #policy-map interface_policy

config-pmap) #class ips_class_map

ciscoasa(config-pmap-c)#ips inline fail-open

(
(
ciscoasa (
ciscoasa (
(
ciscoasa(config) #service-policy interface_policy interface dmz

!-—- The access-list denies traffic from the inside network to the DMZ network !--- and traffic
to the inside network from the DMZ network. !--- In addition, the service-policy command is
applied to the DMZ interface.



HR, MEEERFHE AIP-SSM BEEMNAENELE, B A ASRNENBER. TEEM
M EBM L% 2] DMZ M 45 By Bz 7o

Note: IL4FE &7 ERIZEXNIRZ, TCP, UDP, ICMP, E#ENTERBEHETEEENTH,

ciscoasaf#fconfigure terminal
ciscoasa(config) #access-1list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0
ciscoasa(config) #access-1list traffic_for ips permit ip 10.2.2.0 255.255.255.0 any
ciscoasa(config) #class-map ips_class_map
ciscoasa(config-cmap) #match access-list traffic_for_ ips
ciscoasa(config) #policy-map interface policy
(config-pmap) #class ips_class_map
ciscoasa(config-pmap-c)#ips inline fail-open
ciscoasa(config) #service-policy interface_policy interface inside

ciscoasa

HRFIRLSIELEMNNTNE LR, BN DMZ RENEIER. F-NMHRFIRTATFEBRZN
xR, B ANAIBMENBRERIFELIEZT AIP-SSM, LA , ASA BPIRAFF R KIEER,
flm , —AABAFEET BN RANTENE EXEAEE ( BKHES) # TCP EHE (Telnet)s ZAFRK
IhEZFIMNEHBHES, R, ZAFPAE M RERNHNBEHIT . BB Command
authorizaton failed #5887, £ Command authorization failed FEFRFFENKIES S , GEAZ
HRASSNREMAISAFNE N, R (S ) MENM (NP ) SR ETENLWIHBTIRR
L, ASA SREFEERSIERE , Bt , 2FHRE ( MAZBRIREE ) WHEIESB K IEXE AIP-SSM LA it
KE, £ AIP-SSM LEEH BHEXZEH 60000 0 & HER.

Note: BRIAER T , ASA F2RE ICMP BIERIVIRS. EXNEERSF , ASAFS

ping ( ICMP Bl R R ) SNEBEEERER. BXAHERIA ICMP EIF NEME M, AIP-SSM R &EE MNiFR
BES , ERTAREOFNERES. NRE ASA LEAT ICMP &% |, | AIP-SSM 28K &
ERERBES LR EESNEHES.

MAIP-SSM13 # HE BR 45 TE ) 4% it Ik

RENBENROIERERHE —KMNBAIP-SSMEFHBENEENRE, ATHITLR , EFEEYY
BREMMNAMEDenyiE ARIAIP-SSMXBERRI IH B Sk, EARBIF , IPSR % X T AIP-SSMA¥
RHENBERFEFIRNEF. <source>H<destination>;Z [l K EHE M I3 48 HE R, H B E T4
ﬁﬁo

ciscoasa#fconfigure terminal

ciscoasa(config) #access-list traffic_for ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ciscoasa(config) #access-list traffic_for ips permit ip 10.2.2.0 255.255.255.0 any
ciscoasa(config) #class-map ips_class_map

ciscoasa(config-cmap) #match access-list traffic_for_ips

ciscoasa(config) #policy-map interface_policy
ciscoasa(config-pmap) #class ips_class_map
ciscoasa(config-pmap-c) #ips inline fail-open

(
(
(
(
(
(

ciscoasa(config) #service-policy interface_policy interface inside

Verify

RIFEHREHREEEIZRE AIP-SSM #,



FEHEER B K, EF AIP-SSM, show events alert s S AERUA TS,
Note: HiHEZRIRE., KiEZE AIP-SSM BIEIE I B M & A E M F = 5o

mOEMHBRER ({XEREMAF ) (OIT) ZHFEL show 5. F£/A OIT IEEX show R
2o

show events alert

evIdsAlert: eventId=1156198930427770356 severity=high vendor=Cisco

originator:
hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345

time: 2009/03/23 22:52:57 2006/08/24 17:52:57 UTC

signature: description=Telnet Command Authorization Failure id=60000 version=custom
subsigId: 0
sigDetails: Command authorization failed

interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=0UT 172.16.1.200
port: 23
target:

addr: locality=IN 10.2.2.200
port: 33189

riskRatingValue: 75

interface: geO_1

protocol: tcp

evIdsAlert: eventId=1156205750427770078 severity=high vendor=Cisco
originator:
hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345
time: 2009/03/23 23:46:08 2009/03/23 18:46:08 UTC
signature: description=ICMP Echo Request id=2004 version=S1
subsigId: 0

interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=0UT 172.16.1.200
target:
addr: locality=DMZ 192.168.1.50
triggerPacket:
000000 00 16 C7 9F 74 8C 00 15 2B 95 F9 5E 08 00 45 00 ....t...+.."..E.
000010 00 3C 2A 57 00 00 FF 01 21 B7 AC 10 01 C8 CO A8 .<*W....!.......
000020 01 32 08 00 F5 DA 11 24 00 00 00 01 02 03 04 05 .2..... St

000030 06 07 08 09 0A OB 0C 0D OE OF 10 11 12 13 14 15 ... ...
000040 16 17 18 19 1A 1B 1C 1D 1E 1F e,
riskRatingValue: 100
interface: geO_1
protocol: icmp

evIdsAlert: eventId=1156205750427770079 severity=high vendor=Cisco
originator:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

hostId: AIP-SSM
appName: sensorApp
appInstanceId: 345
time: 2009/03/23 23:46:08 2009/03/23 18:46:08 UTC
signature: description=ICMP Echo Reply id=2000 version=S1
subsigId: 0

interfaceGroup:
vlan: 0
participants:
attacker:
addr: locality=DMZ 192.168.1.50
target:
addr: locality=0UT 172.16.1.200
triggerPacket:
000000 00 16 C7 9F 74 8E 00 03 E3 02 6A 21 08 00 45 00 ....t..... j!..E.
000010 00 3C 2A 57 00 00 FF 01 36 4F AC 10 01 32 AC 10 .<*W....60...2..
000020 01 C8 00 00 FD DA 11 24 00 00 00 01 02 03 04 05 ....... Seviin.

000030 06 07 08 09 0A OB 0OC 0D OE OF 10 11 12 13 14 15 ... ....iiein.n.
000040 16 17 18 19 1a 1B 1C 1D 1E 1F ..
riskRatingValue: 100
interface: ge0_1
protocol: icmp

FEUEEREH , XML IPS ER/HEIT T HBIUN N HABF R HER. BT XA 2000 M
2004, N7 BENXZER 60000, AXBREIMNEHROBHIELH ASA WRMEF |, ATERLIAENR
LRSREMREMH, MK ASA M AIP-SSM EREEEE XERFERNHESR , WRINLERRET
BESEMEH,

Troubleshoot

B RE T THTHEERITHREHRROER.

B EEMEBRRER ({XREMAF, ) (OIT) ZHFEL show 5. A OIT AIEEX show BT
H 5 47 o

M ASA &k HiX L show 5.

. show module - £7R"%F ASA L8 SSM HIEELURRAGEER,

ciscoasaf#fshow module

Mod Card Type Model Serial No.
0 ASA 5510 Adaptive Security Appliance ASA5510 JMX0935K040
1 ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB09440271
Mod MAC Address Range Hw Version Fw Version Sw Version
0 0012.d948.e912 to 0012.d948.e916 1.0 1.0(10)0 8.0(2)
1 0013.c480.ccl8 to 0013.c480.ccl8 1.0 1.0(10)0 6.1(2)E3
Mod SSM Application Name Status SSM Application Version
1 IPS Up 6.1(2)E3
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up
!--- Each of the areas highlighted indicate that !--- the ASA recognizes the AIP-SSM and the

AIP-SSM status 1s up.
- show run


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

ciscoasa#show run

!l-—-- Qutput is suppressed. access-list traffic_for_ips extended permit ip any any ... class-
map ips_class_map match access-list traffic_for_ ips ... policy-map global_policy ... class
ips_class_map ips inline fail-open ... service-policy global_policy global !--- Each of
these lines are needed !--- in order to send data to the AIP-SSM.

- show access-list - & R [R5 FRHY it 28R
ciscoasa#tshow access-list traffic_for_ ips
access-list traffic_for_ips; 1 elements
access-list traffic_for_ips line 1 extended permit ip any any (hitcnt=2) 0x9bea7286
! -—— Confirms the access-1ist displays a hit count greater than zero.

HBREHMER AIP-SSM 28l , MEHFERR DML EH ASA? MRFEE , M AT R 4 H
ASA 15 8] R BEAL N 1T BEHEER o

5 1) 48 2% B9 ) 1

- MREFWASATEREREE , HAHHPES—F —AIP-SSM , BAMF T £ HIAIP-SSMIYELE
o WEELIRAEIREH ASA WEE, HELIIRTIIE AIP-SSM, BXHEYIRRIBHFMAE
B | 558 PIX/ASA 7.x SE/% S 41 fi & R

- WIRTE ASA BERX LB E T HRSHEYIR , W AIP-SSM T2 5B RSB ET .

HiRER
IPS 3R (AIP-SSM) 27 £ R IREEM AL R B,

ciscoasa#tshow access-list traffic_for_ ips

access-list traffic_for_ips; 1 elements

access-list traffic_for_ips line 1 extended permit ip any any (hitcnt=2) 0x9bea7286
! -—— Confirms the access-1ist displays a hit count greater than zero.

FEREREENRERR , K& IPS ERMEZRESRIE R ASA WERIZED. ASA EH N HEEREK
EE| SSM BRE B A#IT T EWRE , EREFENEMEBRBF[IEE ASA SIZNERED |, X
B SSM F RE BT R

ciscoasa#show access-list traffic_for_ips

access-list traffic_for_ips; 1 elements

access-list traffic_for_ips line 1 extended permit ip any any (hitcnt=2) 0x9bea7286
!-—— Confirms the access-1ist displays a hit count greater than zero.

XLESHE R IPLOGGING EEA , MXHELSALHRERIR, Cisco BINEA IP
LOGGING , B3 RARRFE A TSR AE B /Y,

Note: errWarning Inline data bypass has started f8ixEERATHTH , BN ERBBLESBEEFHZ
EANEFHBHINMEIE , IREEENIRFHN —MLELS .

Syslog ¥

AIP-SSM T X #54¥ syslog FAE—FEIRF X,

WK A AIP-SSM (WEHRESENMING ERBEE R REFFMHXM (SDEE), EHBALUEEENZE
BLUELER SNMP (Bt | 5 & REEARR XA BT AT & RELRV R 1E.

AIP-SSM E B3



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a00807dac5f.shtml

AIP-SSM #& R & 1E #aIg 57,

R AIP-SSM IR A EHE , NFEEH/S3) AIP-SSM R | TEEH BN ASA. FH hw-
module module 1 reload TS T EFH B3 AIP-SSM EIRMAEFHF3) ASA,

AIP-SSM B3 FHB 4 R

AIP-SSM BB FERHZIRAKELAF ?

T, TXEFE,

Related Information

. CiscoR£IRBH DS E , AE7.2
. CiscoZLBERRFHEER  RA&7.2
. Cisco AP R% 5.1 N TS E

. Technical Support & Documentation - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/cmd_ref.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/asa/asa72/system/message/syslog.html?referring_site=bodynav
//www.cisco.com/en/US/docs/security/ips/5.1/command/reference/cmdref.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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