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U TEMREZRINE Windows 2000 it E#] :

HKEY_LOCAL_MACHI NE\ Syst eml Curr ent Cont r ol Set\ Servi ces\ Rasman\ Par anet er s

FEATEMRERIN LI
Val ue Nanme: Prohibitl pSec
Data Type: REG_DWORD

Val ue: 1

AR EELEER T (Windows XP Sp2) , AiNLLE{E : 1) SIFLHRMHER , B REL6EXP
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Advanced Security Settings

Drata encryption:

Require encryption [dizconnect if zerver declines)

Logon security
() Usge Extensible Authentication Protocal [E&AF)

(%) Aillow theze protocols
[ ] Unencrypted password [FAF]
[ ] Shiva Pazzword Authentication Pratocal [SPAP]
[ ] Challenge Handshake Authentication Protocol [CHAP)
Microzoft CHAP (MS5-CHAF
[ ] Allow older bM5-CHAP version for Windows 95 servers
[ ] Microzoft CHAP Version 2 [MS-CHAP +2)

[ ] For MS-CHAP bazed protocols, automatically use my
Windows logon name and pazsword [and dormain if ar)

| (] 4 || Cancel |

Y B RIEE T
5. %% : WSBWOGER T Windows XP, #if IPSec Rl , EHFEAMAZHNRARITHHE
A RATMAZZALLRETMAEZRH, EATRHF , EA test FATAHERH.



& | 21P Properties

) search | Foiders | [131]+

General | Options | Secusity | Networking  Advanced

“  LAN or High-Speed Internet

Wireless Metwork Connection
Mok connected

[IiTZII Cisco Sironek 302.11a/b/g Wil
Local &rea Conmeckion
Connecked

. : Broadoom MNetibrems Glgastt §
Local frea Conmachon 10

g_‘ Disabled

|__,3 Cisoo Swsbems WPN Adapter #
Yirtual Private Mebtwork

LETR
Connechad

. 'WAN Miniport (L2TP)

[
IPSec Settings

Usze pre-shared key for authertication

Securily opliors
() Typical frecommended settings)

a5 holoes

Walidate my poeEnhty

Automaticalk we my Windows looan name and

pazzword [and domain if any]

Hequire data encription [dsconnect if aoms
(%) Advanced |custom settings)
Jzireg these seltings requires a knowledos N
of zecurily protocols.

| IPSec Seftings... |

| ok || Cancel

Ky |tesi /

PIX iy L2TP RS BRE

PIX 7.2

pi xfirewal | #show run

PI X Version 7.2(1)

!

host nane pi xfirewal |

domai n- name defaul t. domain.invalid

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

names
|

!--- Configures the outside and inside interfaces.
interface Ethernet0 nameif outside security-level O ip
address 172.16.1.1 255.255.255.0 ! interface Ethernetl
nanei f inside security-level 100 ip address 10.4.4.1
255.255.255.0 ! passwd 2KFQhbNI dI . 2KYQU encrypted ftp
node passive dns server-group Defaul t DNS donmai n- nane

def aul t.domai n.inval i d access-1list nonat extended permit
ip 10.4.4.0 255.255.255.0 10.4.5.0 255.255.255.0

nat (inside) 0 access-list nonat

pager lines 24




| oggi ng consol e debuggi ng
nmtu outside 1500
nmu inside 1500

!--- Creates a pool of addresses from which IP addresses
are assigned !--- dynamically to the remote VPN Clients.
ip local pool clientVPNpool 10.4.5.10-10.4.5.20 mask
255.255.255.0

no fail over

asdm image flash:/asdm-521.bin
no asdm hi story enabl e

arp timeout 14400

!--- The global and nat command enable !--- the Port
Address Transl ation (PAT) using an outside interface |IP
l--- address for all outgoing traffic.

global (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

!--- Create the AAA server group "vpn" and specify its
protocol as RADIUS. !--- Specify the IAS server as a
member of the "vpn" group and provide its !--- location
and key. aaa-server vpn protocol radius

aaa-server vpn host 10.4.4.2

key radiuskey

!--- Identifies the group policy as internal. group-
policy DefaultRAGroup internal

!--- Instructs the security appliance to send DNS and !-
-- WINS server IP addresses to the client. group-policy
DefaultRAGroup attributes

wins-server value 10.4.4.99

dns-server value 10.4.4.99

!--- Configures L2TP over IPsec as a valid VPN tunneling
protocol for a group. vpn-tunnel-protocol IPSec 1l2tp-
ipsec

default-domain value cisco.com

!--- Configure usernames and passwords on the device !--
- in addition to using AAA. !--- If the user is an L2TP
client that uses Microsoft CHAP version 1 or !---
version 2, and the security appliance is configured !---

to authenticate against the local !--- database, you
must include the mschap keyword. !--- For example,
username

username test password DLaUiAX3178gqgoB5c7iVNw== nt-




encrypted

vpn-tunnel - protocol |2tp-ipsec

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

!--- Identifies the IPsec encryption and hash algorithms
!--- to be used by the transform set. crypto ipsec
transform-set TRANS_ESP_3DES_MD5 esp-3des esp-md5-hmac

!--- Since the Windows 2000 L2TP/IPsec client uses IPsec
transport mode, !--- set the mode to transport. !--- The
default is tunnel mode. crypto ipsec transform-set
TRANS_ESP_3DES_MD5 mode transport

!--- Specifies the transform sets to use in a dynamic
crypto map entry. crypto dynamic-map outside_dyn_map 20
set transform-set TRANS_ESP_3DES_MD5

!--- Requires a given crypto map entry to refer to a
pre-existing !--- dynamic crypto map. crypto map
outside_map 20 ipsec-isakmp dynamic outside_dyn_map

!--- Applies a previously defined crypto map set to an
outside interface. crypto map outside_map interface
outside

crypto isakmp enable outside
crypto isakmp nat-traversal 20

!--- Specifies the IKE Phase I policy parameters. crypto
isakmp policy 10

authentication pre-share

encryption 3des

hash md5

group 2

lifetime 86400

!--- Creates a tunnel group with the tunnel-group
conmand, and specifies the local !--- address pool nane
used to allocate the IP address to the client. !---
Associ ate the AAA server group (VPN) with the tunne

group

tunnel-group DefaultRAGroup general-attributes
address-pool clientVPNpool
authentication-server-group vpn

!--- Link the name of the group policy to the default
tunnel !--- group from tunnel group general-attributes
mode. default-group-policy DefaultRAGroup

!--- Use the tunnel-group ipsec-attributes command !---
in order to enter the ipsec-attribute configuration




mode. !--- Set the pre-shared key. !--- This key should
be the sane as the key configured on the W ndows
machi ne.

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

!--- Configures the PPP authentication protocol with the
authentication type !--- conmand from tunnel group ppp-
attri butes node.

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap
authentication ms-chap-v2

telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map

par anet er s

message- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum e1e0730f a260244caa2e2784f 632accd
end
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1. 700 IPsec BRIREHIETE IPsec FRAZRBERNM AT EREERN, Hit , iHiEE Configuration >
VPN > IPSec > Transform Sets , R84t Add. LR HEI Transform Sets &1,
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wlr;l Pocies ESP-AES.-192-SHA Tunre AES-192 SHA,
= - [ canficsts Group el || [ESP-AES-162-MDS Tunre AEE-192 HICHS
.,E,, IR psec ESP.AES-255-SHA Tunre: LES-258 SHA,
o ! IPEec Rudas ESP-LES-255-MD5 Tunre NES-255 (LS
Foiiling
&]‘l - (g Pra-Frasmatation
tam P Adckess banesoemen

2. TR T SRUNINFRIRE : AFRREWM A —NET. %8 ESP Encryption 1 ESP
Authentication J37%. 1% Transport #£3, Click

g% Add Transform Set

X

Set Mame: ITHANS_ESF‘_EDES_MDE
~Propertiez
hoce: ™ Tunnel {e Transport
EZP Encryption: SDES l
ESP Authentication:
8] .4 I Cancel Help

OK

3. R AT HRUB Eth it DB 5%, RBIER IP #sitit, % Configuration> VPN > IP
Address Management > IP Pools. % Add. LLERFHIE Add IP Pool XHiE4HE, AR IP it
HESHE B FR. MARBNER IP ik, #WAFREBHES OK,



g% Add IP Pool x|

M client'Pripocl

Starting IP Address: 10,4510

Enditg IP Address: 10.4.2.20

Subnet Mazk: 255 2552550 -

0].4 I Cancel Help

4. i%# Configuration > VPN > General > Group Policy JAf¥ L2TP over IPsec BB B A KNG
¥ VPN BRE N, LA FHIN Group Policy B,

% Cisco ASD™ 5.2 Tor PDX - 1004.4.1 =]
Fle Oglirs Took Wiards  Hem search | Fi
[ 7 Ciseo Srs
& % O 10 O @ & o 2
Ham= Configuration  Wankaring Eack Foravard Packs=t Tracer Reiresh Sawe Help
Corfguration = YPM = General = Graup Palicy
EL I PN Wizerd :—ummpum-,;
=458 Ganersl
i [ g PN System Opfions
3 Pl :’I Cleri Update Merage WP group policies, & YPN group polcy i3 o colieciion of user-crienbed atnbutebale pars thet
|J.-‘:- L | O Tunred Sra may be =tored inb=rnally anthe device or =:demely on & RADIUS server. The group policy information i
Becurdy Py |1 referenced by YPH iurnel groupe and user sccounts.
Usmsrs
Eﬂ_‘. [ *2* Dot Tunnel Gatew
HAT i 43 Zone Labe Inbagriy § P Type Turheling Protocol - AL, ZarVer G OUD Edr -
= Fa ke )
Egg . Gltial Persretsrs CefalkR G0 ket LETP-PSnc PSec - WG, Edit
2 i
VPH : ¥ Foicies
o -E Cerlificate Groug Msl
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5. kR —MNA KR (DiffGrpPolicy) 8  Edit. BLETF HI Edit Group Policy X iE4E, %A
L2TP over IPSec LA /g A SRR , ARERE T OK,



& Edit Internal Group Policy: DAtGrpPolicy

hlame;

JoGroRoicy

Genersl | psac | Client Configurstion | Client Firewall | Hardware Ciert | NaC |

< )

Turvieing Protocats: ¥ |pSed
Filtet: - Nore — J Manage...
~Connection Settings
Acoess Hours: -= Unrestricted -- ll lanae. .. |
Simultaneous Logins:
hscarnurn Connect Tirme: [+ Unlimied Frinutes
Idle Timeout [ Unlimted [0 minutes
Sarvers
D= Sarvers: Primmeary: Secondary:
VWS Servers Py Secandary:
DHCP Scope:

6. TRUATEZTRELE IP itk it Bl BIBSE A : %£4F Configuration > VPN > General > Tunnel

Group, HIM Tunnel Group

Big/a , ERPIEERE —IPRELA (DefaultRAGroup). # o Edit,

T% Cisco ASDM 5.7 for PIX - 10.4.4.1

Flle Optlone Toods Wizards: Hak Saerch I
g . Ciscl
@ o [ 0 O @ & J 2
Home CConTiguration  Moniaring Back Forwsard Paciel Tracet Retrazh Save Hak
Configuration = ¥Ph = General = Tunnel Group
@) gjwm irErd :—Tumei Group
= Sje-enerd
[TeEss ol vPh System Opficns
- Cliert Liactale Mahipge YPM turad grougs. A WPH Tunne groug reorssents & connection spacitc record tor & IPSec
l='.3. or Ve VP cornectian,
Securty Folcy -l eoup Policy
‘ Usars Mg T2 o Policy Aod -
ﬁﬁ; """g" Cietaull Turrel Galey L DelEUlRAG D LE o5 B o DetaulRAGROW
AT | a3 Ione Labs Integity § Diertauitl 21 Groug e DikGroPoley =
= e
g,ﬁ i g Goksl PatsElers Defele
Polickaz
WPH
=% Certiticaba Group Ml
= =1 ipse
4
iﬁ‘ 1R IPSec Ruies
ml"ﬂ..g Eﬂ Treviztormm Sade
. Zo == b . > .
7. £ Edit Tunnel Group BEOR , TR THZE : £ General B~ , ¥ F| Client Address

Assignment &I+, £ Address Pools Xig#

, ERESEARREANIE, $#E Add.

Z bt R BB FE Assigned Pools



I% Edit Tunnel Group

M |DefautRAGroun Type: [ipsecra

Genersl | psec | pee |
Configure gareral sccess attributes from the following sub-takes.
Basic | Autnentication | Authorization | Accounting  Cliert Address Assigrment | Agvanced

To specity whether to use DHCP o sddress pools Tor address sssignment, go to Confl
= P Addcress Mansgement = Assignmeant,

DHCFP Servars
IP Adcress: Addd ==
Delete

~igddress Pools

To configure inlerface-specific address pools, o o the Advanced tab.

Available Poolz Azzigned poolzs

== REMOVE |

8. BEREMAZTZR , HEE IPSec W+ , MALHWMAER , HE&E T OK,



I= Edit Tunnel Group

Mame:  [DefaultRAGroup

General PSec | e

™ Enable sending certificate chain

-— Mone -- ﬂ

IKE Peer ID Yalidation:

Required

CISAKMP Heepaive

" Disable keepalives
™+ Monitor keepalives
Confidence interval:

200

(seconds)

7 Head end wil never intiste keepalive monitoring

Refry Interval. E (seconds)

Intarface

Athentication Mode

~Interface-Specific Authantication Mode
Inter face:
|'nsiu-: E‘ Ak =
Avtrertication Mocs: = [REmave
frone =

9. L2TP over IPsec f£ /i PPP B RIEHL, IEEBRELR PPP %+ LK PPP EHRE L F/Y
i, 1%E3R MS-CHAP-V1 thUH 1T BB IE.



5 can Tumeloronp

Name: befwrtﬁﬁ.ﬂmm Type: |Ipsacvra

General | PSec PFP I

Specily the authentication protocols permitted for & PPP connection.

™ cHap

V¥ ms.cHAP-V1

™ Pap

™ EAP-PROXY

10. IEEA TXZR#1T L2TP over IPsec EENAF#HITHHORIEN B ZE. ATAERERZE
EANFERASHRIRSSIEBCHABHKIEE. At , BHEIIPREHD Authentication i%E
D+, MABRT , R REZFFEAELRMEIEE. Authentication Server Group TR IR E
I~ LOCAL, EFERASMRIIRSES , BMNIIRPER T, IXW : T2 REFNIZEFRHHE
B EHIPPP & 3 K iEPAPFMicrosoft CHAPKRZA 1§12, EAP 1 CHAP B & 3 RS
BT, Eit, mRE=BEAFETEENEA EAP = CHAP MIB3E4A , BEZ2REFEREN
ERAMBIERE L WAFREEEE,



11.

g% Edit Tunnel Group

Marme: IDefaurtH.ﬂ-.GrDup Type:  |ipsec-ra
General | psec | prp|

Configure general access attributes from the fallowing sub-tabs.

To =et authentication =erver group per interface, go to the Advanced tab.

Athentication Server Graug: ILGC.&.L )

[T Use LOCAL if Server Group fails

RAC Authentication Server Groug: -- Mone -- ;I

JEE : i%#EConfiguration > VPN > General > Tunnel Group AR EIBFEHELE |, AER AT
FHARBREZTIPREAA S AREHRIR (k) ., HI Tunnel Group BEEET , 1H%FFE
EAHEE Edite X EIREARERE , RERFZUTLUFEILL2TP over IPseciE EHNR[E
APFETENRBELHXEK. BTSN RELANEEHBCH AAA IRSE[ARM IP it | B
LA UBESETRAFPHBEAN S ENAFP#HITE ORI, FRALIhEE , MARMNKERA
F& , AP A LAEA username@group_name R XKEAFBEHNAR , H , ‘@ RRAL
BENSRA , HABRRELXERZFLEENRBRELAN BN, X  BEAGRHIEALAL
BEH, eERLRZFEBEIMVPNE FinRREN AP BIREVE B KN AP EEERRE
H, RERBARNKEAFENAPRESHITERNEHGRIE. &N (MREH) , 22
BENKEBENAFS , 2FEGE., E5ARBEARR , iHikH Strip the realm from
username before passing it on to the AAA server , 3% Strip the group from username
before passing it on to the AAA server, RE# T OKo
ERATTRUEAREBIEFEFREZAF % Configuration > Properties > Device
Administration > User Accounts, #&5 Add. 1R AP 2 H Microsoft CHAP fRZ 1 = 2
W L2TP &% , BR2RZFEE AN B BIEFE#1TH AR , W ABUEF User
Authenticated using MSCHAP = 8E/3 Al MSCHAP, Click

OK.



= Add User Account

clertity I WP F‘u:ulin:':.fl

=zerhiame; test

Pazswoard: I****

EE

Confirin Password:

< W lzer authenticated Lsing MSCHAFD

Privilege level iz uzed with command autharization.

Privilege Level: l2 j

12. 1%## Configuration > VPN > IKE > Policies ¥y Add , AR | 812 IKE KrE, ¥
OK LA%k&E,
E= Add IKE Policy x|

Priarity: 10 Authentication: Ipre-share 7
Encryption: Zdes - D-H Groug: IE hd
Hash: tnds v Lifetime: " Unlimited
f+ |36400 Isen:n:unds h
Ok Cancel | Help |

13. (A% ) MEHE NAT REZFFHZAD L2TP B WEIRE L L2 EZ M L2TP over IPsec
B, MAGE A NAT ZELUE ESP BHIESALBEE —NRZN NAT 8%, ERTLRE
£, BERUTEER : £3%F Configuration > VPN > IKE > Global Parameters, #{R#E#0 L
B B ISAKMP, & Enable IPSec over NAT-T, Click OK.



B3 IAS J Microsoft Windows 2003 Server B ik

TRATHSRIEEESR IAS B9 Microsoft Windows 2003 Server,

AR XESRBRIASELZEER M ITEN L. MRRZE , FEILERFER > A00/M BRE /it

1T,

1. &R EE T B> Internet RIS H AR E T RADIUS /iR , SURINFHHN RADIUS & i,
BABRPBELRR  2EHAE. KRS RIPHIF10.44 1B R PR, Client-

Veﬂgdoriﬁtﬁjﬂg RADIUS Standard , = % Jradiuskey.
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2. ERTRBFIEKM  AREE IHMHRRSH[OERE K RAREREYL

3. WRIE PR FEE T FRREN,

4. BHRBREXHFHEPUTRRE : £ SFORIIEGEHF L |, EHRMBHSGHIE
(PAP , SPAP), E‘M#E"EW L , BREFFMBER. TRE , EEHEE.
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{88 F Active Directory*L2TP over IPSeci#t 17§ B 5 B BiF

FEASA L i F b B B LA 7o ¥F MActive Directory3#t 1TL2tpiE 219 B B 11 -

ci scoasa(confi g-tunnel -general )# tunnel-group DefaultRAGroup

ppp-attributes

ci scoasa(confi g- ppp)# authentication pap



A, FEL2tpE iR L ISR ETLIRE (BEN ) , HOUEERRINZZB(PAP)EM,

Kiur
ABAFRENELTAFBULHRBRTER T,

mOHHEREFTIE (XEEMAS ) XFFE LY show 9 , AL T EATLIEEX show i
wHN .

- show crypto ipsec sa - & RX F4& LT 480 IKE Z2XEK (SA).
pi xfirewal | #show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seq num 20, local addr: 172.16.1.1

access-list 105 pernit ip host 172.16.1.1 host 192.168.0.2

| ocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/17/0)
renote ident (addr/mask/prot/port): (192.168.0.2/255.255.255.255/17/1701)
current _peer: 192.168.0.2, usernane: test

dynami c all ocated peer ip: 10.4.5.15

#ipkts encaps: 23, #pkts encrypt: 23, #pkts digest: 23
#pkts decaps: 93, #pkts decrypt: 93, #pkts verify: 93
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not compressed: 23, #pkts conp failed: 0, #pkts deconp failed: O
#post -frag successes: 0, #post-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 192.168.0.2

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: Cl6F05B8

i nbound esp sas
spi: O0xEC06344D (3959829581)

transform esp-3des esp-nd5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nmap
sa timng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

out bound esp sas:
spi: OxCl6F05B8 (3245278648)
transform esp-3des esp-nd5-hmac
in use settings ={RA, Transport, }
slot: 0, conn_id: 3, crypto-map: outside_dyn_nmap
sa timng: remaining key lifetime (sec): 3335
IV size: 8 bytes
replay detection support: Y

- show crypto isakmp sa - & =¥ &4 L WFFE 2481 IKE SA.

pi xfirewal | #show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 192.168.0.2
Type . ouser Rol e . responder


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Rekey

no

State

. show vpn-sessiondb — ‘@IE A TEE B XL2TP over |PseciE M FMAE EWIHICIT IS,

MM ACTI VE

2REEER THEED T Z show vpn-sessoindb detailed remote filter protocol
I2tpOverlpsec, ARHIE REA L2TP over IPsec EEZWIFMAER -

pi xfirewal | #show vpn-sessiondb detail remote filter protocol L2TPOverIPSec

Sessi on Type:

User nane

I ndex
Assigned I P

Pr ot ocol

Hashi ng

Bytes Tx
Cient Type :
G oup Policy :
Tunnel G oup :
Logi n Time
Duration
Filter Name
NAC Resul t
Post ure Token:

| KE Sessi ons:

| PSec Sessi ons:

Renpote Detail ed

t est

1

10.4.5.15
L2TPOver | PSec
VD5

1336

Def aul t RAG oup
Def aul t RAG oup

18: 06: 08 UTC Fri

Oh: 04m 25s

N A

1

L2TPOver | PSec Sessions: 1

| KE:
Session ID
UDP Src Port

| KE Neg Mode :

Encryption

Rekey Int (T):

D'H G oup

| PSec:
Session I D
Local Addr
Renot e Addr
Encryption

Encapsul ati on:
Rekey Int (T):
Idle Tine Qut:

Bytes Tx
Pkts Tx

L2TPOver | PSec:
Session I D
User nane
Assigned I P
Encryption

Idle Tine Qut:

Bytes Tx
Pkts Tx

P B B

AEBRENEETATHEERTHRES R, AR ERMT debug fth Rl

1
500
Mai n
3DES

2

2

28800 Seconds

Jan 1

Public IP
Encryption

Bytes Rx

Client Ver

1993

UDP Dst Port
Aut h Mode
Hashi ng

Rekey Left(T):

172.16. 1. 1/ 255. 255. 255. 255/ 17/ 1701
192. 168. 0. 2/ 255. 255. 255. 255/ 17/ 1701

3DES
Transport
3600 Seconds
30 M nutes
1336

25

3

t est
10.4.5.15
none

30 M nutes
378

16

Hashi ng

Rekey Left(T):

Idle TO Left
Bytes Rx
Pkts Rx

Aut h Mode
Idle TO Left
Bytes Rx
Pkts Rx

192.168.0. 2
3DES

14605

500
pr eShar edKeys
MD5
28536 Seconds

VD5

3333 Seconds
30 M nutes
14922

156

ns CHAPV1
30 M nutes
13431

146



R T
REHIZREMBEF TAMUEMES)XEF | EATLEEEshow HVMEN ST
IR : ESAEXDebugH BMPL L HBHBRNERES — M Adebug B2 8 . TR

debug®

- debug crypto ipsec 7 - R B 2 B9 IPsec th.
- debug crypto isakmp 7 - 7R 1 BrBRY ISAKMP TH.

8 1 481 H 7R
PIX B X i

Pl X#debug crypto isakmp 7

pixfirewal | # Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE_DECODE RECEI VED Mess
age (nmsgid=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 256

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, Qakley proposal is acceptable
Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, Received Fragnentation VID

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, processing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, Received NAT-Traversal ver 02 V
ID

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, processing | KE SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : IP = 192.168.0.2, IKE SA Proposal # 1, Transform
# 2 acceptable Matches global IKE entry # 2

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing | SAKMP SA payl oad
Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing Fragnentation VID
+ extended capabilities payl oad

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + NONE (0) total length : 104

Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, | KE_DECODE RECElI VED Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + NONE (0) total length : 184

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing | SA_KE payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, processing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing ke payl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing nonce payl oad

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing G sco Unity VID pa

yl oad

Jan 02 18:26:44 [IKEvl DEBUG : | P = 192.168.0.2, constructing xauth V6 VID payl o
ad

Jan 02 18:26:44 [IKEvl DEBUG: |P = 192.168.0.2, Send ICS VID

Jan 02 18:26:44 [IKEvl DEBUG: | P = 192.168.0.2, Constructing ASA spoofing IS V
endor 1D payload (version: 1.0.0, capabilities: 20000001)

Jan 02 18:26:44 [IKEvl DEBUG : I P = 192.168.0.2, constructing VID payl oad

Jan 02 18:26:44 [IKEvl DEBUG : IP = 192.168.0.2, Send Altiga/ G sco VPN3000/Ci sco
ASA GW VI D

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def
aul t RAG oup

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAGoup, |IP = 192.168.0.2, Cenerat
ing keys for Responder. ..

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE_DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NONE (0) total length : 256
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Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE DECODE RECEl VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + NONE (0) total length : 60

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, | P = 192.168.0.2, process
i ng hash payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul tRAG oup, |IP = 192.168.0.2, Conputi
ng hash for | SAKMP

Jan 02 18:26:44 [IKEvl]: |P = 192.168.0.2, Connection |anded on tunnel _group Def
aul t RAG oup

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, |IP = 192.168.0.2, Freeing previ
ously allocated nenory for authorization-dn-attributes

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, constru

cting |1 D payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, constru

cting hash payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ng hash for | SAKMP

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup

cting dpd vid payl oad

Jan 02 18:26:44 [IKEvl]: IP = 192.168.0.2, |KE _DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length :

80

Def aul t RAGroup, I P 192.168. 0.2, Conmputi

Def aul t RAGroup, | P = 192.168.0.2, constru

!--- Phase 1 completed succesfully. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,

192.168. 0.2, PHASE 1 COMPL

ETED

Jan 02 18:26:44 [IKEvl]: |IP = 192.168.0.2, Keep-alive type for this connection:
None

Jan 02 18:26:44 [IKEv1l]: IP = 192.168.0.2, Keep-alives configured on but peer do
es not support keep-alives (type = None)

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, IP = 192.168.0.2, Startin
g P1 rekey tiner: 21600 seconds.

Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, |KE_DECODE RECElI VED Message (mnsgi d=el
b84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NONE (0) total length : 164

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
i ng hash payl oad

Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
ing SA payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
i ng nonce payl oad

Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ing | D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Received renp
te Proxy Host data in ID Payl oad: Address 192.168.0.2, Protocol 17, Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG-oup, |IP = 192.168.0.2, process
ing I D payl oad

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, I P = 192.168.0.2, Received |loca
| Proxy Host data in ID Payl oad: Address 172.16.1.1, Protocol 17, Port 1701

Def aul t RAGroup, I P 192. 168. 0. 2, process

192. 168. 0. 2, process

Def aul t RAGroup, I P 192. 168. 0. 2, process

Def aul t RAGroup, I P 192. 168. 0. 2, process

!--- PIX identifies the L2TP/IPsec session. Jan 02 18:26:44 [IKEvl]: G oup = Defaul t RAG oup,

= 192. 168.0. 2, L2TP/IPSec se

ssion detected.

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, QM IsRekeyed

old sa not found by addr

Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, |IKE Renote Pe
er configured for crypto map: outside_dyn_map

Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul tRAG oup, | P = 192.168.0.2, process
ing | PSec SA payl oad

Jan 02 18:26:44 [IKEvl DEBUG : G oup = DefaultRAG oup, |IP = 192.168.0.2, |IPSec S
A Proposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 20

Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAGroup, |IP = 192.168.0.2, |KE requesti
ng SPI!

I P



Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP = 192.168.0.2, |KE got
SPI from key engine: SPI = Oxce9f 6el9

!--- Constructs Quick mode in Phase 2. Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup,
= 192.168. 0. 2, oakley
constucting quick mode
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting bl ank hash payl oad
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec SA payl oad
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting | PSec nonce payl oad
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting proxy ID
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
tting Proxy Id:
Renot e host: 192.168.0.2 Protocol 17 Port 1701
Local host: 172.16.1.1 Protocol 17 Port 1701
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
cting gm hash payl oad
Jan 02 18:26:44 [IKEv1]: IP = 192.168.0.2, | KE_DECODE SENDI NG Message (nsgi d=elb
84b0) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + 1D (5 + N
ONE (0) total length : 144
Jan 02 18:26:44 [IKEv1]: |IP = 192.168.0.2, |KE _DECODE RECEl VED Message (nsgi d=el
b84b0) with payloads : HDR + HASH (8) + NONE (0) total length : 48
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul tRAG oup, | P = 192.168.0.2, process
i ng hash payl oad
Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
all 1 PSEC SAs
Jan 02 18:26:44 [IKEvl DEBUG : G oup = Defaul t RAG oup, |IP
ing Quick Mdyde Key!
Jan 02 18:26:44 [|1 KEvl DEBUG : G oup
ing Quick Mdyde Key!
Jan 02 18:26:44 [IKEvl]: Goup = Defaul tRAG oup, IP = 192.168.0.2, Security nego
tiation conplete for User () Responder, Inbound SPI = Oxce9f 6el9, Qutbound SPI
= 0xd08f 711b
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
a KEY_ADD nmsg for SA: SPI = 0xd08f711b
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
recei ved KEY_UPDATE, spi Oxce9f 6el19
Jan 02 18:26:44 [I KEvl DEBUG : G oup = Defaul t RAG oup, |IP
g P2 rekey tiner: 3059 seconds.

192.168.0. 2, constru

192.168.0. 2, constru

192.168.0. 2, constru

192.168.0. 2, constru

192.168.0.2, Transm

192.168.0.2, constru

Def aul t RAGroup, I P 192. 168. 0. 2, | oading

192. 168. 0. 2, Cenerat

Def aul t RAGroup, I P 192. 168. 0. 2, Gener at

192.168.0. 2, |KE got

192.168.0.2, Pitcher

192.168.0.2, Startin

!--- Phase 2 completes succesfully. Jan 02 18:26:44 [IKEvl]: G oup = Defaul tRAG oup, IP =
192.168.0.2, PHASE 2 COVWPL ETED (nsgi d=0e1b84b0) Jan 02 18:26:44 [IKEv1l]: | KEQM Active() Add
L2TP classification rules: ip <192.1 68.0.2> mask <OxFFFFFFFF> port <1701> Pl X#debug crypto
ipsec 7
pi xfirewal | # | PSEC. Del eted i nbound decrypt rule, SPI 0x71933D09
Rule | D. 0x028D78D8
| PSEC. Del eted i nbound permit rule, SPI 0x71933D09
Rule I D. 0x02831838
| PSEC. Del eted i nbound tunnel flow rule, SPI 0x71933D09
Rule I D. 0x029134D8
| PSEC. Del eted i nbound VPN context, SPI 0x71933D09
VPN handl e: 0x0048B284
| PSEC. Del et ed out bound encrypt rule, SPI OxAF4DASFA
Rule I D. 0x028DAC90
| PSEC. Del eted outbound permt rule, SPI OxAF4DASFA
Rule I D. 0x02912AF8
| PSEC. Del et ed out bound VPN context, SPI OxAF4DA5FA
VPN handl e: 0x0048468C
| PSEC. New enbryoni c SA created @ 0x01BFCF80,
SCB: 0x01C262D0,
Direction: inbound



SPI 0x45C3306F
Session | D: 0x0000000C
VPI F num 0x00000001
Tunnel type: ra

Pr ot ocol esp
Lifetime 240 seconds

| PSEC. New enbryoni c SA created @ 0x0283A3A8,
SCB: 0x028D1B38,

Direction:
SPI

Session I D:
VPI F num

out bound
0x370E8DD1
0x0000000C
0x00000001

Tunnel type: ra
Pr ot ocol esp
Lifetine 240 s

| PSEC. Conpl et ed host

| PSEC. Creating outbound VPN context,

0x00000205
0x0283A3A8
0x370E8DD1
1500 bytes
0x00000000
0x00000000
0x028D1B38

Fl ags:
SA
SPI
MU
VCID :
Peer
SCB

econds
OBSA updat e,

SPI 0x370E8DD1

SPI 0x370E8DD1

Channel :

0x01693F08

| PSEC. Conpl et ed out bound VPN cont ext,

VPN handl

| PSEC. New out bound encrypt

Src
Src
Dst

addr :

mask:

addr :

Dst nask:

Src ports
Upper :
Lower :
(04]

Dst ports
Upper :
Lower :

(o))

Pr ot ocol

Use protocol
0x00000000

SPI :
Use SPI

e: 0x0048Cl64

rul e,
172.16.1.1

255. 255. 255. 255
192.168.0.2

255. 255. 255. 255

1701
1701
equal

1701
1701
equal
17
true

fal se

| PSEC. Conpl et ed out bound encrypt

Rule I D

| PSEC. New out bound permit

Src
Src
Dst

addr :

mask:

addr :

Dst nask:

Src ports
Upper :
Lower :
(04]

Dst ports
Upper :
Lower :

(o))

Pr ot ocol

Use protocol
0x370E8DD1

true

| PSEC. Conpl et ed out bound permit

SPI :
Use SPI

0x02826540

rul e,
172.16.1.1

255. 255. 255. 255
192.168.0.2

255. 255. 255. 255

0
0
i gnore

0

0

i gnore

50

true

SPI

SPI

rul e,

rul e,

SPI 0x370E8DD1

0x370E8DD1

SPI 0x370E8DD1

0x370E8DD1

SPI 0x370E8DD1



Rul e 1 D: 0x028D78D8
| PSEC. Conpl et ed host | BSA update, SPI 0x45C3306F
| PSEC. Creating inbound VPN context, SPI 0x45C3306F
Fl ags: 0x00000206
SA . O0x01BFCF80
SPI 0x45C3306F
MU : O bytes
VCI D : 0x00000000
Peer 0x0048C164
SCB : 0x01C262D0
Channel : 0x01693F08
| PSEC. Conpl et ed i nbound VPN cont ext,
VPN handl e: 0x0049107C
| PSEC. Updating out bound VPN context 0x0048Cl64, SP
Fl ags: 0x00000205
SA . 0x0283A3A8
SPI 0x370E8DD1
MIU 1500 bytes

SPI 0x45C3306F

VCID :
Peer
SCB

0x00000000
0x0049107C
0x028D1B38

0x370E8DD1

Channel :

0x01693F08

| PSEC. Conpl et ed out bound VPN cont ext,

VPN handl e:

0x0048C164

SPI

0x370E8DD1

| PSEC. Conpl et ed out bound inner rule, SPI 0x370E8DD1L
Rule I D. 0x02826540

| PSEC. Conpl et ed out bound outer SPD rul e,
Rule I D. 0x028D78D8

| PSEC. New i nbound tunne
Src addr: 192.168.0.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

SPI

flowrule, SPI 0x45C3306F

0x370E8DD1

Src ports
Upper :
Lower :
(0]

Dst ports
Upper :
Lower :

(o))

Pr ot ocol

Use protocol
0x00000000
fal se
| PSEC. Conpl et ed i nbound tunne

SPI :
Use SPI

Rule I D

| PSEC. New i nbound decrypt

Src
Src
Dst

addr :

mask:

addr :

Dst nask:

Src ports
Upper :
Lower :
(04]

Dst ports
Upper :
Lower :

(o))

Pr ot ocol

Use protocol
0x45C3306F
true

SPI :
Use SPI

1701
1701
equal

1701
1701
equal
17
true

0x02831838

192.168.0.2
255. 255. 255. 255
172.16.1.1

255. 255. 255. 255

0
0

i gnore

0
0

i gnore
50
true

rule, SP

flow rule,

SPI 0x45C3306F

0x45C3306F



| PSEC. Conpl et ed i nbound decrypt rule, SPI 0x45C3306F
Rule I D. 0x028DAC90
| PSEC. New i nbound permit rule, SPI 0x45C3306F
Src addr: 192.168.0.2
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] . ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Prot ocol : 50
Use protocol: true
SPI : 0x45C3306F
Use SPI: true
| PSEC. Conpl eted inbound permt rule, SPI 0x45C3306F
Rul e I D: 0x02912E50

£/ ASDM 3t 1T FEHERR

ZAILAEA ASDM BABEIEERMNERRE.

1. 1%£$% Configuration > Properties > Logging > Logging Setup , i%£1% Enable Logging 7 B # i
Apply /g A BEIE %,

2. #%## Monitoring > Logging > Log Buffer > On Logging Level , i£## Logging Buffer , ## &
View A&EEF HE,

(B - S5SNIt

R/ EER

MRZEREIREN 30 2 ‘f’ﬁF(ﬁﬁlME) NERENRED 30 SR BEREBIREE , WHEFHF
ZB&E, VPN Client $7£ 30 & ‘-EEFF&JH?EE A E = R B R IR E W B

PEER_DELETE- | KE_DELETE_UNSPECI FI ED

¥ idle timeout F session timeout BLE A none , MEFERRERKRFEIRES , XHEETFBELE
FREE,

EAXEMEEREX THAFESERERXTH A vpn-idle-timeout &% , AERA K :

host nane(confi g) #group-policy DfltGrpPolicy attributes
host nane(confi g- group-pol i cy) #vpn-idle-timeout none

FEAREEREXTRAFPIEERRXT , £/ vpn-session-timeout #5455 VPN HEEH EH X
rH,

host nane(confi g) #group-policy DfltGrpPolicy attributes
host nane( confi g- gr oup- pol i cy) #vpn-session-timeout none

%t Windows Vista 3t 1T# EHE




HERAF

Windows Vista L2TP/IPsec 5| A 7 — & REWE N , Bt AN H KA FERZEIF PIX/ASA, It
1T H7E Windows 2K/XP FR&HI, BRZA 7.2(3) MESMRAELRK |, Cisco B3I 7 I FE A7
R

Vista PC FoikiE 1

IR Windows Vista 1T & #HFTEER L2TP fRSF e , MiERKIETE DefaultRAGroup £#Y PPP BT
{NELE T mschap-v2,

HXER

- BERLNL2LFAEE G RIPSec VPN HEBR AR R 5 R
. Cisco PIX 500 RIEZL8R

. Cisco ASA 5500 RIIHENZLIER

. Cisco PIXBh X IR ¢ = 2 3

. Cisco Secure PIX B X ifs S &

- RADIUS X#&¥]

- IPsec HES/IKE Y T

. BRI (RFC)

- B EREHIN (L2TP)
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