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Policy: Inherit
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Intercept DHCP Configuration Message from Microsoft Clients
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<#root>

ciscoasa>

enabl e



Password:
ciscoasa#

configure term nal

ciscoasa(config)#

o SIBIFRIFIRI AR FEM G E

<#root>

ciscoasa(config)#

access-1list Local LAN Access renmark Cient Local LAN Access

ciscoasa(config)#

access-1list Local LAN Access standard permt host 0.0.0.0

s WAERBUHNRBHWARBEEERN.

<#root>

ciscoasa(config)#



group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#

c EEDBRBEXRM. EARHT , LR excludespecified,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy excludespecified

. EEDEREHRIER. EARHT , BHIFRHN Loca _LAN_Access,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Local _LAN Access

o ERHUT®HS:

<#root>

ciscoasa(config)#



tunnel -group hillvalleyvpn general -attributes

o AR SREEA XK

<#root>

ciscoasa(config-tunnel-ipsec)#

def aul t - group-policy hillvalleyvpn

« BREHEXAFHHEBEERN.

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#

exit

ciscoasa#



c FEREREFIESXAMRAM (NVRAM) , AERSR TR Enter UIEERXHE.

<#froot>

ciscoasa#

copy runni ng-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#
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% Cisco AnyConnect Secure Mability Client (=@ = |

il AnyConnect Se

Preferences | Statistics | Rouke Details | Firewall | Message History !

[] start PN before user logon to computer

Enable automatic certificate seleckion

Use Safeword SofToken PIN bo get passwiord

[] start wPM when AnyConnect is started

Minimize AnyvConnect on WP conneck

Al local (LAMNY access when using YPR (F configured)
Do not remermber SmartCard PIM

[Enable automatic YPM server selection

[ ] Block connections ko untrusted servers
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0 AnyConnect Preferences

Preferences

[ | start VPN when AnyConnect is started
& Minimize AnyConnect on VPN connect

& Allow local (LAN) access when using VPN (if configured)

[ | Disable Captive Portal Detection

| Block connections to untrusted servers

| Close

XML B &SRl

LT R2OMERE XML #3X VPN & if B & X8 R,

<?ml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"

xsi:schemal ocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

<UseStartBeforel ogon UserControllable="true">fal se</UseStartBeforel ogon>
<AutomaticCertSelection UserControllable="true">fal se</AutomaticCertSel ection>
<ShowPreConnectM essage>fal se</ShowPreConnectM essage>
<CertificateStore>All</CertificateStore>

<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>

<AllowL ocal ProxyConnections>true</AllowL ocal ProxyConnections>
<AuthenticationTimeout>12</Authenti cationTimeout>

<AutoConnectOnStart UserControllable="true">fal se</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<L ocalLanAccess UserControllable="true">true</L ocal L anA ccess>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocol Support>1Pv4,] Pv6</I PProtocol Support>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="fal se">DisconnectOnSuspend
</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="fal se" >true</AutoUpdate>

<RSA Securl DIntegration UserControllable="fal se">Automatic



</RSA Securl DIntegration>

<WindowsL ogonEnforcement>Singl el ocal L ogon</WindowsL ogonEnforcement>
<WindowsV PNEstablishment>L ocal UsersOnly</WindowsV PNEstablishment>
<AutomaticV PNPolicy>fal se</AutomaticV PNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPEXxclusionServerl P UserControllable="fal se"></PPPExclusionServer| P>
</PPPExclusion>

<EnableScripting UserControllable="fal se" >fal se</Enabl eScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSel ectionl mprovement>20</A utoServer Sel ectionl mprovement>
<AutoServerSel ectionSuspendTime>4</AutoServerSel ectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnL ogoff>false

</RetainV pnOnL ogoff>

</ClientInitialization>

</AnyConnectProfile>

IeiE

ERIFEHRE , ETRA TS FHIR

« &EE DART

« @3 Ping WA AN 8

F#EH Cisco AnyConnect Secure Mobility Client SE32E] ASA |, SURIEEHNE B,

o MRSHRIIKRPEFEESE , HEE Connecto

£ Cisco AnyConnect Secure Mobility Client o
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«  %$® Advanced Window for All Components > Statistics... A& REZEE R

e 0e Statistics

Virtual Private Network (VPN)

m Route Details = Firewall Message History |

Connection Information Address Information
State: Connected Client (IPv4): 192.168.11.1
Tunnel Mode (IPv4): Split Exclude Client {IPvG): Not Available
Tunnel Mode {IPvE): Drop All Traffic Server: 64.102.156.87
Duration: 00:01:11 Transport Information

Bytes Protocol: DTLS
Sent: 49749 Cipher: RSA_3DES_1688_SHAL
Received: 9298 Compression: LZS

Frames Proxy Address: No Proxy
Sent: 710 Feature Configuration
Received: 3 FIPS Mode: Disabled

Control Frames Trusted Metwork Detection: Disabled
Sent: 7 Always On: Disabled
Recelved: 5 Secure Mabllity Solution

Client Management Status: Unconfirmed
Profile Name: pro_lacallan.xml Appliance: Not Available
Administrative Domain: Undefined

| Reset | | Export Stats... |
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: Cisco AnyConnect Secure Mobility Client Statistics

Statistics|| Route Details

T
CISCO
Connection Information Address Information
State: Conneckted Client (IPv4): 20.20.20.1
Connection Mode (IPv4): split Exclude Server: 10.48.67.223
Connection Mode (IPv6): Drop All Traffic Client (IPv6): Mot Available
Duration: 00:16:22
Session Disconnect: None
Transport Information
Bytes Protocol: DTLS
Sent: 0 Cipher: RSA_AES_256 SHA1
Received: 20550 Compression: None
Proxy Address: No Proxy
Frames
Sent: 0
Received: 5 Feature Configuration
FIPS Mode: Disabled
I Csn::';nl — 132 Trusted Network Detection: Disabled
! Received: 65
i @ Reset EZExport...
1

« X Route Details £+ L& & Cisco AnyConnectZ £ B & F im Al X A ¥ T A b 15 R AV B E o

EARRAG | BEREHEATFX 10.150.52.0/22 F 169.254.0.0/16 # TR BIFHM G R , MATE LR EH L2 MR HELBE



e 06 Statistics

VPN

Virtual Private Network (VPN)

----------------------{__Statistics (Lt E Y Firewall  Message History —

Route Details

¥ Non=-Secured Routes (IPv4)

10.150.52.0/22
169.254.0.0/16
¥ Secured Routes (IPv4)
0.0.0.0/0
Non-Secured Routes (IPv6)
Secured Routes (IPvB)

FELinuxE



Cisco AnyConnect Secure Mobility Clienkt Sktatistics

Statistics ||Route Details

TNy
CISCO
Non-Secured Routes Secured Routes
Destination | Subnet Mask Destination Subnet Mask
192.168.171.0 24 0.0.0.0 0

Cisco AnyConnect Z &%z % F i

@13 Diagnostics and Reporting Tool (DART) #4522 & AnyConnect BT |, A SIBERRIRE T A4t BEMIFRINS .

hhkkhkkhhkhkkhhhkdhhdhhdhhdhhdhhddxhddxdhddhrddxxd

Date: 11/25/2011

Time: 13:01:48

Type: Information
Source : acvpndownloader

Description : Current Preference Settings:
ServiceDisable: false

CertificateStoreOverride: false

CertificateStore: All

ShowPreConnectM essage: false
AutoConnectOnStart: false
MinimizeOnConnect: true

LocalLanAccess: true

AutoReconnect: true

AutoReconnectBehavior: DisconnectOnSuspend
UseStartBeforel ogon: false

AutoUpdate: true

RSA Securl DIntegration: Automatic

WindowsL ogonEnforcement: SingleLocalL ogon
WindowsV PNEstablishment: LocalUsersOnly
ProxySettings: Native

AllowL ocal ProxyConnections: true
PPPExclusion: Disable



PPPExclusionServerl P:
AutomaticVPNPolicy: false
TrustedNetworkPolicy: Disconnect
UntrustedNetworkPolicy: Connect
TrustedDNSDomains:
TrustedDNSServers:

AlwaysOn: false
ConnectFailurePalicy: Closed
AllowCaptivePorta Remediation: false
CaptivePortal RemediationTimeout: 5
ApplyLastVPNLocalResourceRules: false
AllowVPNDisconnect: true
EnableScripting: false
TerminateScriptOnNextEvent: false
EnablePostSBL OnConnectScript: true
AutomaticCertSelection: true
RetainVpnOnL ogoff: false
UserEnforcement: SameUserOnly
EnableAutomaticServerSelection: false
AutoServerSel ectionlmprovement: 20
AutoServerSel ectionSuspendTime: 4
AuthenticationTimeout: 12
SafeWordSof Tokenlntegration: false
Allow!PsecOverSSL: false
ClearSmartcardPin: true

hhkkkhkkhhkhhhhdhhdhhdhhdhhdhhddrhddrhhrdhrdixxd

B Ping Mid AN LAN 58]

MIRVPNE IR BT BRIEE T VPNL IR ZRE M A FE A #LANK B —F 5% R | FEMicrosoft Windowsas 1T/ ping &85
o FTHR—MNRH , HAEP RN FIEM 7 192.168.0.0/24 , NEFEFEER —A IP#utH 192.168.0.3 BEM.

<tfroot>
C\>

ping 192.168. 0.3

Pinging 192.168.0.3 with 32 bytes of data&colon;

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
Ping statistics for 192.168.0.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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alhyari@ubuntu:~$ ping 192.168.171.131
.168.171.131 (192.168.171.131) 56(84) bytes of data.
from 192.168.171.131: icmp_seq=1 ttl=128 time=0.474
from 192.168.171.131: icmp_seq=2 ttl=128 time=0.315
from 192.168.171.131: icmp_seq=3 ttl=128 time=0.336

from 192.168.171.131: icmp_seq=4 ttl=128 time=0.475
from 192.168.171.131: icmp_seq=5 ttl1=128 time=0.337
from 192.168.171.131: icmp_seq=6 ttl=128 time=0.286
from 192.168.171.131: icmp_seq=7 ttl=128 time=0.252

R HERR

REBD M T TR TN EERTHEBRER.

FoER BT NSRRI

M VPN EFRCEZEA N A LAN BREEG , E44 LAN EEERBRITEISRN N, ATLMER LT REE A EROE
R :

12 1P Hodik 30 W s T N,

BRI BEREEWXXX(EBxxxx2EVITEYIPHiE) , MAEMEHIEE \\sharename,

ERTIED , BERAMNEITEDVHEYE , UER IPhut M T R2ER. flm , BREEREE
\\sharename\printername , MBI \W.x.x.x\printername , E Hx.x.x.x2IPiiit,

BIEFRIEH VPN B /8% LMHOSTS X4, 8 Microsoft Windows PC E#Y LMHOSTS XX # , A AT HLEZ M IP bt
ZEBIEEASME, HlIn , LMHOSTSX 4 Al 8E F AR ¢

192.168.0.3 SERVER1
192.168.0.4 SERVER2
192.168.0.5 SERVER3

TEMicrosoft Windows XP Professional Edition® , LMHOSTSX ##Z F %SystemRoot%\System32\Drivers\EtcH . BXiFHAES
, B S RMicrosoft 314,
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