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1. £ ASDM RIAEFH , # Configuration , AAF# & VPN,
2. RFF WebVPN , A% WebVPN Access,

.IERERNEHF A WebVPN 8930 |, ARA/F¥E 1 Enable,
F L . £ ASA EZ%EH/Z A SSL VPN Client

7 ASA ER%EH B SSL VPN Client , BT A TIX LR
1. 83 Configuration , A% & VPN,
2. ESMBEKF , BFf WebVPN , AR5 SSL VPN Client.
3. B Add,
LA B Add SSL VPN Client Image X iE4E.
4. B Upload %4,
LA Upload Image XY i&E4E.

5. % 7 Browse Local Files #HEAR M ITE Y L EHR XM , S E 7 Browse Flash IHHERNFX
HRE5 EBER G,

6. REE LEMEFIRIRGH , AFETE OK,
7. B Upload File , /5% & Close,
8. B IRM& N RIINTE/E , i+ Enable SSL VPN Client Si%1E , RE 2 E Apply.

EE  MRKASEREE , BRIIRESEEAWebVPNiFE, ESMERT , B
WebVPN , AFi%1# WebVPN Access, EFEERNEBEIHRIMWED , AFE T Enable,

9. B Save , RFFE T Yes X EN,
B=F . ®FFImLEA SVC R
EEFFIREERASVC ZE , BRRAT LSRR
1. ESMBEHEF , BFF IP Address Management , fA/g1%$% IP Pools,

2. B Add , £ Name, Starting IP Address, Ending IP Address # Subnet Mask FE& /% A
&, X Starting IP Address F1 Ending IP Address FE M A K IP Hbik X705k B A ZBM &8 F
M,

3. 81 OK , AREE T Apply.
4. B Save , AE£ T Yes EZENX,

5. S BEKS , BIF IP Address Management , A/ $E Assignment,



6. £ Use internal address pools Zi&1E , RFEUEIEH Use authentication server 1 Use
DHCP &i%1E,

7. B Applyo

8. B Save , RIFET Yes R EX,

9. ESMBEKT , BFF General , RFIEFE Tunnel Group.
10. RBEEEENREL , REEE Edit,

11. B Client Address Assignment i£T+ , A5 M Available Pools 5|3k P iEZF#TGIER IP it
HEH

12. B Add , REHEE OK,
13. £ ASDM N AEFELH , % Apply.
14. B Save , A58 T Yes BRE X,
BN BRARAETRSH
EREFENBHRSH
1. ESMBEED , BFF General , RFiE# Group Policyo

2. EBRELEF A NAN KR  AEEE Edit

3. 7£ General B+ T , BUHIE A Tunneling Protocols B9 Inherit E3%£4E , AFi%E+ WebVPN
BIEiE,

4. B3 WebVPN &I+ , 85 SSL VPN Client i£Il+ |, AGIER AT X LIEDT :
a. XIF Use SSL VPN Client &I , BUEIEH Inherit E1£4E , A/F 2 & Optional BiEEH

o

Bk  ZEEFHATERES TEH SVC, Always iR RESA SSL VPN E#
AR SVC T# Bz T/Eu,

b. X F Keep Installer on Client System &I , BUBIEA Inherit E1%41E , AF#E T Yes &
EIRHE,
REAFSVCHRHERBERFHITEN L ; it , BRBIEER , ASAHTEENY
SVCHHTHEEFH. NTLEHELURNENERAFME , HETE —MRIFH
pyik=

c. X F Renegotiation Interval I , BUHEIER Inherit 8 , BUHEH Unlimited £3£4E , A&
EMAERENBAZAETN 0 HE.

B RERARUERG THEERSM,



d. X¥F Renegotiation Method &I , BUBIEF Inherit E1£4E , RS ¥ & SSL #iER4H,
EFHETAERASEH SSL RBRER N EH NI X LIENHERE,

1tbAY SSL VPN Client BMHEE R 20T EFRR
5. % OK , AF & & Apply.
6. £ Save , R R T Yes HEE X,
g1

ASDM BIZ T A T IXEGTITHRE :

ciscoasa

<ttroot>
ciscoasa(config)#

show run

ASA Version 7.2(1)
I
hostname ciscoasa
domain-name cisco.com
enable password 9jNfZuG3TC5tCVHO encrypted
names
dns-guard
I
interface Ethernet0/0
nameif outside
security-Tlevel 0
ip address 172.22.1.160 255.255.255.0
I
interface Ethernet0/1
nameif inside
security-level 100
ip address 10.2.2.1 255.255.255.0
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
dns server-group DefaultDNS
domain-name cisco.com
no pager
Togging enable
Togging asdm informational
mtu outside 1500
mtu inside 1500
mtu DMZ1 1500
mtu Mgt 1500
ip local pool CorporateNet 10.2.2.50-10.2.2.60 mask 255.255.255.0
icmp permit any outside
asdm image diskO:/asdm521.bin
no asdm history enable
arp timeout 14400
global (outside) 1 interface
nat (inside) 1 0 0
route outside 0.0.0.0 0.0.0.0 172.22.1.1 1
timeout xlate 3:00:00




timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout uauth 0:05:00 absolute
!

!I-—-- Group Policy Statements

group-policy GroupPolicyl internal
group-policy GroupPolicyl attributes
vpn-tunnel-protocol IPSec 12tp-ipsec webvpn

!I--- Enable the SVC for WebVPN

webvpn
svc enable
svc keep-installer installed
svc rekey time 30
svc rekey method ssl
!
username cisco password 53QNetgK.Kqqfshe encrypted privilege 15
!
http server enable
http 10.2.2.0 255.255.255.0 inside
!
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication Tlinkup linkdown coldstart

!-—- Tunnel Group and Group Policy using the defaults here

tunnel-group DefauTltWEBVPNGroup general-attributes
address-pool CorporateNet
default-group-policy GroupPolicyl
|
no vpn-addr-assign aaa
no vpn-addr-assign dhcp
|
telnet timeout 5
ssh 172.22.1.0 255.255.255.0 outside
ssh timeout 5
console timeout 0
|
class-map inspection_default
match default-inspection-traffic
|
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect xdmcp




inspect sip
inspect netbios

inspect tftp
|

service-policy global_policy global

I--- Enable webvpn and the select the SVC client

webvpn
enable outside
svc image disk0O:/sslclient-win-1.1.1.164.pkg 1
svc enable

!I--- Provide 1list for access to resources

url-1ist ServerList "E-Commerce Serverl" http://10.2.2.2 1
url-Tist ServerList "BrowseServer" cifs://10.2.2.2 2
tunnel-group-1list enable

prompt hostname context
Cryptochecksum:80a1890a95580dcalle3aee200173f5f

: end
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2. RFF General , #R[F1%&$#F Tunnel Group,
3. B Add , RJFi£¥E WebVPN Access,
4. £ Name FE&H , W ARBEANE .
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5. B Group Policy THI&TL , REEBRFOIZHHER,
1bk Bt 4R R e N B8 4R B A < B o
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St TIER
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"The SST VPN connection to the remote peer was disrupted

and could not be automatically re-estabilished. A new connection requires
re-authentication and must be restarted manually. Close all sensitive networked
applications.”
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